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BBegeHue

1. HasHaueHUe AOKYyMeHTa

JlaHHOE PyKOBO/ICTBO OJIb30BATEJIS COAEPXKUT CBEAEHN 10 YCTAHOBKe U dKcIuTyaTtanuu Atlansys Bastion u npea-
Ha3HAYEHO [JIA KOHEYHBIX MT0JIb30BATEJIEN CUCTEMBIL.

2. CBefieHUA O NpoAaykre

[TporpammHsIi npoayKT Atlansys Bastion npegHasHaueH [Ji Kpuntorpaguyeckoi 3amuTel KOHQUAEHIMaIbHON
nHbopManuy Ha pabounx CTaHNMAX. 3amuTa HHGOPMAIMU OCYI[eCTBJIAETCA C IIOMOIIbI0 M(POBaHUA MOJIB30-
BaTeJIbCKUX AAHHBIX KPUIITOCTOMKUMU aJIrOPUTMaMHU, rapaHTUPYIOMNMU HAJAEXHYI0 3alIUTy OT HeCAaHKLLOHU-
POBaHHOrO A0CTyna K KoHGuAeHMaIbHON nHpopMaruu. Atlansys Bastion coepxuT cjieAyomue I0{CUCTEMBL:

+ KpunmoxoHmeliHepbl, KOTOPbIE ABJIAIOTCA (paiiiamu, coAgepKalliuMU MOJIHOCThIO 3am@poBaHHb o6pa3 dati-
JIOBOH cuCTeMBbl pazjiesia, IOAKJII04aeMOoro B CCTeMY B BuJe AucKa. OTKPHITHIN KPUIITOKOHTEUHED BHIMJIAAUT
B cHCTeMe KaK JIUCK, Ha KOTOPOM MOXHO COXPaHATH JIIoOble ¢ailyibl, ycTaHABIMBATh [IPUJIOXEHNA, UCI0JIb30-
BaTh CUCTEMHbIE YTUJIUTHI 1J11 pabOTHI C JUCKOM. 3aKPBIThIN KPUIITOKOHTEIMHED MpeJicTaBJisieT cOO01 OOBIYHBIN
(aiis, KOTOpHINI MOXHO 6e301macHO KOUPOBaTh, ApXHUBUPOBATH, llepeJjaBaTh 110 CeTH, TaK KaK Bce COAePKHUMOoe
KpUIITOKOHTelHepa 3amudposaHo. (['1aBa 3)

« T'apaHmupog@aHHozo yOarteHus GailyioB, KOTopas obecreyrBaeT MOJTHOe YHUUTOXEHNE JaHHBIX B (aiiiax u He-
BO3MOXHOCTh BOCCTAaHOBJIEHUA MHGOPMALIMK 13 HUX MporpaMMHBIMU cpefctBamu. ([J1aBa 5)

B paspgene I'stoccapuii prBeieHO 00bsCHEHUEe TEPMUHOB, UCIOJIb3yeMBIX B JAHHOM PYKOBOZCTBE.

JomosiHuTE IbHBIE CBeJleHNA 00 HCII0JIb30BaHNN JAHHOT0 IPOJYKTA U MOCJIeJHUN BepCUU JOKYMeHTAaI[1 MOXHO
MOJIyYUTh Ha caiiTe www.atlansys.ru.

3. TexHUuYeckne XxapakTepucTuKkn

[TognepxuBaemMsble onepalriOHHbIE CUCTEMBI OC Windows 7, Windows 8, Windows 8.1, Windows 10
IMognepxkka (paiiyioBBIX CUCTEM FAT, FAT32, NTFS

Co3taHne KpUITOapXNUBOB Het

Co3/laHue KPpUNTOKOHTEHEPOB Ectp

Co3aHue KPUMTOAUCKOB C COXpaHeHHeM CyllnecTByio-|Het
IMX JAHHBIX

TofepXUBaeMbie aropuTMbl MUGPOBAHUsA" AES, Blowfish
AnropuTMBI rapaHTHPOBaHHOIO YHHUUTOXeHU:A daiiyioB| 'OCT P50739-95, DoD 5220.22-M, NAVSO P-5239-26
MaxkcuMaJsibHBIN pa3Mep 3alyiljaeMbIX JUCKOB OrpanHuueH ¢$aityjioBoii cucTeMOi qucKa

1

4. CucteMHble TpeboBaHuUs

[Mporeccop Intel Pentium III, AMD Athlon niu Brime
OmnepaliioHHas crucTeMa Windows 7, Windows 8, Windows 8.1, Windows 10
OOBEM orepaTUBHON MAMSATU He MeHee 128 Mb6aiit

CB0OOJHOE MECTO Ha JUCKe 50 Mo6auT

!B 3aBucHMOCTH OT THIA IOCTABKY IIPOAYKTa HAGOP AJTOPUTMOB MUpPOBAHNA MOXET OTJINYATCA OT YKA3aHHBIX.



www.atlansys.ru

BBenenue

Paspemenue skpaHa muHUMyM 800x600 mukceseit

ITpusog CD-ROM
[TogkmoueHue K Internet

IIp1 MHCTAJJIAOMN C KOMIIAKT-AVCKa

JJIA perucrpanuu npoaykKra

5. JINLEH3NOHHbI A0roBOp

IMpuioxeHre A TaHHOTO PYKOBOACTBA COAEPXKUT TeKCT JIMIIEH3OHHOT0 A0I0BOPA, C KOTOPHIM HEOOXOAMMO O3Ha-
KOMHUTHCSA Iepel] YCTAHOBKOHM, KOMMPOBAHUEM WJIN KaKUM-JIMOO JPYI'MIM HCIOJIb30BAHHEM JAHHOTO IPOAYKTA.
JIro60e rcnoJib30BaHME IPOYKTA, B TOM YHCJIE €r0 YCTAHOBKA U KONMPOBAaHUe, O3HAYAET COTrJIacue C yCJIOBUAMU

JIMLeH3MOHHOro AOroBopa.

vi



NnaBa 1. YcTaHOBKA U yaasieHMe NporpamMmmMHoOro
oGecne4yeHus

BaxxHo
YTo ciieyeT MOMHUTH Nepe ycTaHoBKoil 10 Atlansys Bastion:

« Ecsiu y Bac ObUIa yCTaHOBJIEHA [IeMOHCTPALVIOHHAsA Bepcus WM NMpeJblaylias MMOJIHO-
(byHKUMOHAJIbHASA Bepcus, He COBMeCTHMasi C HOBOM, 3aKPOUTe BCe OTKPHIThIE KPUIITOKOH-
TelHePHl, JeMHCTAJUTMPYUTe NpeAbAYIIyI0 BePCHI0 IPOrpaMMBbI U Ilepe3arpy3uTe KOM-
npi0Tep. TOJIBKO MOCJIe 3TOT0 IPOU3BOAUTE HOBYIO YCTAHOBKY.

+ Ilepe[ ycTaHOBKOI MPOrpaMMBI 3aKpOITe Bce paboTarolie IPUIOKEHHUs.

+ 1714 yCcTaHOBKU IpOrpamMMbl He0OXOAUMO 006J1afaTh npaBaMu AQMHUHUCTpATOpa omnepa-
LIMOHHOH CHCTEMEHI.

1.1. YcTaHOBKa NporpaMmMHOro oéecrnevyeHus ¢ NOMOLWbIO UHTEpPakK-
TUBHOIO MHCTa/I/IATOPA

I[.HH YCTaHOBKU IIpOTrpaMMHOTI'O obecrieueHus Ha pa6oqy10 CTaHIINIO HeO6XOI[I/IMO BBITIOJIHUTH CJIEAYIOIIVIE Jleﬁ-
CTBUA:

1. 3amycruTh nporpamMmMmy uHcTasuATopa Atlansys Bastion -(Homep Bepcumn)-setup.msi.

1_]{‘;-! Atlansys Bastion I-';-r

Nobpo noManoeats B MACTED YCTAHOBHH.

3TOT MACTER YETAHOBMT CHCTEMY 3SWMTEI KOHBHAEHLHANEHOMA
HHopMaUKK Atlansys Baskion,

Mepesa 3anyCkoM NPOWECca YOTSHOEKH, PEKOMEHAYEM 3AKPEITE
ECE pAd0TarWHE NPHMACHKEHHA,

Ecnu Bel x0THTE NPEPEATE NPOLECC YCTAHOBKM, HAXMHMTE HE
KHOMEY "OTHEHS", An8 NpoA0n¥EHHA NPOLECCE YO TIHOEKH

A” Eiﬂ SyS SOﬁWHfE HawMHTE KHoMKy "danse”,

Bia Npaga Ha PACNpoOCTRaHEHHE W HCNOE 0B AHHE JAHHOr D NPOrpamMMHoro
NPOLYETE JaAWHWEHE 3aHaHaMH 00 AETOPCHME NPAEak M MeH LY HAPOIHEIMKA
COrnaWeHkAMK, HEE&HICIJ,HDHHFIDBBHHDE FOAMpEaHKE HAM pacnpocTpaHeHKE
AFHHOMD NporpasMMHOre NpoAyET 3 M- .I'HOEDE Bro 4acTH NpecneqyeTod no
TPA¥OAHCKIMY W Y TONOEHONMY TAKOHO A3 Tk CTEY

OTHEHA

Pucynok 1.1. Ycmanoaeka Atlansys Bastion

2. Haxatb KHOIIKY «/lajiee», ocjie yero NosABUTCS JUAIOTOBOEe OKHO, B KOTOPOM IIpejJiaraeTcsa 03HaKOMHUTHCS
C JIMIIEH3UOHHBIM JOTOBOPOM. B ciiyuae coryiacus Heo6xoaAuMO BHIOpaTh IMyHKT: «fl IPUHKUMAIO0 yCJIOBUA JIU-
I[eH3MOHHOTI'0 JOroBOpa». J{Jid NpoAoJDKeHN Ipoliefyphl YCTAaHOBKH HaXXaTh KHOIKY «J{ayiee».




YcTaHOBKa U yYAaajsieHne nporpaMmMHOro obecnieueHus

‘fg‘}‘ Atlansys Bastion Iér

JIMLeH3MOHHDbIA AOroBop

! (MCTa, 0 OMETECE C TEKCTOM AHLEHIMOHHOMO oo

NMMUEH3HOHHBLIA A0TOBOP C KOHEYUHLIM MONb30BATENEM i

BrumaHue! TNpoyTiTe BHUMATENEHD AaHHEIR NMUEHZHOHHEIR AOMOBOP, NPEXLE
YEM YCTAHABNWEATE, KOMHPOEETE WKW MHEIM 0BpAaZ0M MCNONE30BATE
npWoBpeTeEHHBIR NpOaYET.

Nifoe HCNONBZOEAHWE BaNK I'IF]HEIEF]ETBHHEIFEI npoayeTa, B TOM YACNE erc
YCTAHOBKA W KONWPOEBIHHE, O3HANGET BAlUE COrNacye C© YCNOBWAMKA NpUEEOEHHOMD
HHHE ﬂHuEHSHDHHDFD AOroeopa.

HacToAaw i JTMLeHZMOHHEIR A0r0EDpR ABNABTCA HKOPUAWYECKM 0BAZATENEHEIM
COTNALWEHHEM, 33KNHYEEMEIM MEXTY Bamu - KoHeYHEIM NONEZ0BATENEM, W
Komnanueld 000 «[MporpamMmHbe CHCTEMEl ATNAHCWC s, COMNALUEHWE SaKNKMAETCA
OTHOCHMTENEHO NporpamMmHora obecnedenuna (ganee no Tekcty - [10), kaTopoe i

[¥]' npHMMaKD YCNoEMA MMUESHSHMOHHOrD AoroEOpa

[ MevaTe | | < Hazaa |l Hdanee = ] OTHMEHS

PucyHok 1.2. JluyeH3UuOHHbllL 0020B0D

3. BBectu umsa I10JIb30BaTeJIA, e-mail, Ha3BaHHE€ OpraHu3anunu, CeprIHbIﬁ HOMED, KOTOprﬁ IIOCTaBJIAETCA C IIPO-

4.

IyKTOM. CepUIHBIE HOMEDP COEPXXHUT MATh HOJIEHN O HATh CMBOJIOB, BCe OYKBBI JJOJIKHBI BBOJUTHCS B BEPX-
HeM perucTpe. JIJiA NIpoJoJDKeHNs HaXaTh KHOIIKY «Jlaee».

ﬁ‘}‘ Atlansys Bastion |*J1

JaperucTpMpoEaTh

ZAperdCTPHpYHTE Bawry konke,

MmA nonesosaTena

|Elam-1m-1f-'1 MNeTpoe

Baw e-mail

|vasya@wonden-rock.ru

OpraH1sauma

|I.Nonden Fiock

CEpHHHEIR HoMEp

|52".-‘LD |—|2TEST |—|0NLY4 |—|vov.m |—|SFXFL |

Aanee = OTHMEHS

Pucynoxk 1.3. Pecucmpayusa

VYkaszarb uMsa KaTajiora Ajid yCTaHOBKHU NPOrpaMMbl (peKOMeHJyeTcs OCTaBUTh 3HauyeHue [0 yMOJIYaHUIO).
Wms kaTajsiora MOXHO 3aAaTh BPYUYHYI0 WJIM BBIOpaTh KaTajor, HaxkaB KHONKY «0O63op». [Io yMosyaHuio Ha
Pafounii CTOJI MOMeIATCA APJIBIKYU IPOrPaMM, €CJIM B 3TOM HeT HeOOXOOMMOCTH, TO CJIeyeT OTKJIIOUUTh
yeKOOKC «[IoMecTUTh APJIBIKY IPOrpaMM Ha pabouuii cToJ». 1A MPO0JDKEHU HaXaTh KHOIIKY «Jlajiee».




YcTaHoBKa u yYAaajsieHne nporpaMmMHOro obecnieueHus

ﬁ‘ Atlansys Bastion Iéy

Boibop KaTanora HazHaueH+A

MTE HaTanar By myT yeTaHoEneHs! dhakne npogykTa,

MporpaMma YCTAHOEMTCA B CNEAYHIWKA KaTanor,
HammmTe kHonky ' anee’, 4Tofel BEINOAHMTE YCTAHOBKY B 3TOT KaTanor. Yokl BEIN0MHMTE
YCTEHOBKY B APYTrOH KaTanor, HawMHTe KHonKY 'O630p' M BeibepkTe Tpebyemeld KaTanar,

k.atanor yCTaHoEkH:

Qfzop...

MoMECTHTE APAEIKK NpOrpattd Ha pabodkiA cTon,

| < Hazaa |l Hdanee = ] OTHMEHS

Pucynoxk 1.4. Bei60op kamaroza 0Ji1 yCmMaHo8KU Npozpammol

5. HPI/I HeOGXO}lI/IMOCTI/I, MOXHO HaXaTb KHOIIKY <<Ha3a;1» 1 N3MEHUTH paHee BBEJE€HbIE [TapaMETPHhI. IIJIH 3alrycka
nponecca yCTaHOBKU HaAXMUTE KHOIIKY «YCTaHOBUTbD».

ﬁ‘ Atlansys Bastion Iéy

[DOTOBHOCTL K YCTAHOBHE

Bce ro 2 00A wCTAHOERH

ANA 3anycka NPOLECCa YCTAHOBKH HAMMMTE KHOMKY "YCTaHOEMTE",

L < Hazaa ‘ "_‘r"ETaHDBHTb] OTHMEHS

Pucynok 1.5. 3anyck npoyecca ycmaHosku

6. IlocJie 3TOro MOABUTCS OKHO, OTOOpaXaroliee MpOIeCC YCTAHOBKYU MPOrPaMMHOI0 00ecHeyeHusl.




YcTaHoBKa u yYAaajsieHne nporpaMmMHOro obecnieueHus

ﬁ‘ Atlansys Bastion Iéy

¥CTAHOBKA MNPOAYKTA

et n

MoManyAcTa, A0 AHTECE 3AEEPWEHHA BCEX HEODXOAMMEL: ONEpAaLHH,

CTatyc:  KonMpoBaHHe HOBbIx dainoe

| — J

E CITHEHS i

Pucynox 1.6. IIpoyecc ycmaHo8KU

7. J1Jid OKOHYaHMA MMPOIlecca YCTAHOBKU HAXMUTE KHOIKY «3aBepIINTh>.

ﬁ‘ Atlansys Bastion I*y

¥CTAaHDBKA NPOAYKETA YCNELUHO 2ageplleHa

HasmHTe KHOMKY "I3BEpWMTE" A NA SAEEPIIEHHA YCTAHOBKH NPOAYETA.

i 3AEEDILMTE |

Pucynox 1.7. 3agepueHue ycmaHoGKU

1.2. OGHOB/IEHNE NPOrpaMMHOro oéecneyeHus

Ecyin Ha paboueil cTaHIIUU yXKe YCTaHOBJIeHa Oojiee paHHAA Bepcus MPOAYKTa, TO MPU YCTaHOBKEe HOBOM BepcUH,
COBMECTHMO C IpeAbIAyIel, IPOM3BeAeTCs e€ aBToMaTHIeckoe OOHOBJIEHNE.




YcTaHOBKa U yYAaajsieHne nporpaMmMHOro obecnieueHus

BaxHo

Bepcusa mpoaykra 5.0.x He coBMecTuMa ¢ npeAbAymumu Bepcusamu Atlansys Bastion.
KpuntooObeKThl, CO3JaHHbIe pAaHHUMU BepcUsAMH NPOJyKTa He MojjepkuBaiTca. Bepcun
Atlansys Bastion 3.x.x, 4.X.X. MOTYT HUCIIOJIb30BaThCs MApaJIIEIbHO € TeKyIell Bepcuel mpo-
JyKTa, IIpU 3TOM peKOMeHAyeTCs CO34aTh KPUITOKOHTEHHePhl NJIN KPUNTOAUCKU C UCIOJIb-
30BaHMEM HOBOI BepCHHU MPOJYKTa, CKONMMPOBATh B HUX BCI0 MHGOPMAIMIO U3 KPUNTOOOb-
€KTOB CTaphIX BEPCHUI1 U MCII0JIb30BATh BHOBb CO3[JaHHble KPUNTOOOBEKTHI.

OmnucaHue COBMeCTUMOCTH JPYTUX Bepcuil MporpaMMHoOro obecredyeHus, A1 KOTOPhIX BO3MOXHO OOHOBJIEHMUE,

CMOTPUTE B [TOCTABJIAEMON € MHCTAJUIATOPOM JOKYMEHTAL[U WJIY Ha caiiTe Ipou3BoAuTesisa. Bce koHuryparu-
OHHBIe ¢aiiyipl IpeAbIAYIIell COBMECTUMON BepCHUU NPOAYKTA COXPAHAIOTCA U UCIOJIb3YIOTCA HOBOI BEpCHel.

BaxxHo

[Tepes 06HOBJIEHMEM POTPAMMHOTO O0eclevueHNs 3aKpPOTe BCce OTKPhIThiE KPUIITOKOHTEMH-
Hepbl M KPUIITOAMCKY, 3aKPOITe Bce paboTarole NpuIoXeHus, U TOJIbKO I0CJIe 3TOro Mpo-
M3BONTEe OOHOBJIEHHUE.

Jns oGHOBJIEHMA pOrpaMMHOTo obecreueHus Atlansys Bastion Heo6xoanMo:

1. 3amycTtuTh nporpamMmmy uHctajATopa Atlansys Bastion -(HoMmep Bepcuu)-setup.msi. HaxxaTs KHOTIKY «[lajee».

1_]{‘;-! Atlansys Bastion I*r

Nobpo noManoeats B MACTED YCTAHOBHH.

MpeABAYILAR BERCHA CHETEME] SALMTE KOHDMAEHLMAaNEHOM
HHOpMaUKK Atlansys Baskion yue YCTaHOBNEHS, HamMMTeE
KHoMEY "Janes”, 4Tofsl NPOMIBECTH 0OHOBNEHHE,

Atlansys Software

Bia Npaga Ha PACNpoOCTRaHEHHE W HCNOE 0B AHHE JAHHOr D NPOrpamMMHoro
NPOLYETE JaAWHWEHE 3aHaHaMH 00 AETOPCHME NPAEak M MeH LY HAPOIHEIMKA
COrnaWeHkAMK, HEE&HICIJ,HDHHFIDBBHHDE FOAMpEaHKE HAM pacnpocTpaHeHKE
AFHHOMD NporpasMMHOre NpoAyET 3 M- .I'HOEDE Bro 4acTH NpecneqyeTod no
TPA¥OAHCKIMY W Y TONOEHONMY TAKOHO A3 Tk CTEY

| OTHEHA

Pucynok 1.8. O6nosieHue Atlansys Bastion

2. Tlocne 3TOro NoABUTCA OKHO, OTOOpaxaroiiee nporecc 0OHOBJIEHUA NPOrpaMMHOI0 o0ecreyeHus.




YcTaHOBKa U yYAaajsieHne nporpaMmMHOro obecnieueHus

‘fg‘}‘ Atlansys Bastion Iér

¥CTAHOBKA MNPOAYKTA

MpeT npow TAHOEKM

MoManyAcTa, A0 AHTECE 3AEEPWEHHA BCEX HEODXOAMMEL: ONEpAaLHH,

CTatyc:  KonMpoBaHHe HOBbIx dainoe

| |

Pucynox 1.9. IIpoyecc ycmaHo8KU

3. ,[[J'IH OKOHYaHUA Iporecca YyCTaHOBKU HeOﬁXOI[I/IMO HaXaTb Ha KHOIIKY <<SaBeleII/ITb>>.

1.3. YcTaHOBKa NporpaMmMHOro o6ecrne4yeHms ¢ UCNosib30BaHNEM KOH-
dourypaumoHHoro cana

Yro6Bl aBTOMAaTHU3MPOBaTh YCTaHOBKY Atlansys Bastion ¢ 3apaHee 3aianHol KoHUrypanye, MOXHO HCIIOJIb30-
BaTh KOHQUTypanMoHHBIN (aiisl, KOTOPbIM COAEPXUT TEKCT CO CIIMCKOM ONUIMHN U UX 3HaueHui. Daily qokeH
ObITH HamycaH B koipoBKe windows-1251. Kaxaas oniys 3anycelBaeTcs B OTAeIbHON CTPOKe U He J0JDKHA OBITh
6osbiie 512 cumBoJIoB. CTPOKH, HaUMHAOIIKeCs cO 3HaKa peméTku (#), cuuTaloTcss KOMMeHTapusaMU U UrHO-
pupyioTcs. UYToOBl 3anyCTUTh NHCTAJIATOP B HEMHTEPAKTUBHOM peXuMe HeoOXOAMMO BBEIIIOJTHUTH B KOMaHAHOM
CTPOKe KOMaHAy yCTaHOBKU ¢ ¢JjiaroM /qn:

msiexec /i Atlansys-Bastion-5.0.4-setup.msi /qn

ITo ymoJstyanuio KoHGUIrypanuoHHb (aii JoJDKeH NMeTh UM settings.cfg v pacnosiaratbes B TOM Xe KaTa-
Jore, uro u ¢dain uHcrasuisitopa. Eciu HeobxoAuMo 3aAaTth Apyroe umsA ¢aiijia, To ero MOXHO 337aTh 4epe3
KOMaHJIHYIO CTPOKY:

msiexec /i Atlansys-Bastion-5.0.4-setup.msi CONFIG = "config.txt"

B xoHburypairioHHoM ¢aiisie MOXHO 3aJaBaTh ONINU:

1. "COMPANYNAME =company" - HaUMeHOBaHHe KOMIaHUN, Ha KOTOPYIO 3aperuCcTprupoOBaH MPOAYKT.

2. "USERNAME = user" - ©Ms [0JIb30BaTeJIA, HA KOTOPOI'O 3aperucTpupoBaH NPOLYKT.

3. "USEREMAIL = e-mail" - agpec 3J1eKTpOHHO! OYTHI [T0JIb30BATEJIA.

4. "PIDKEY =serial number" - cepuiiHbIi1 HOMEpP IPOIYKTA, KOTOPHIHM MOCTABJIAETCA BMecTe ¢ nmpoaykrom. Co-
JEPXUT MATh NoJiel U3 IATU CUMBOJIOB (OYKB B BepXHeM peructpe u uudp), paszieJileHHbIX CUMBOJIOM Jiedrica

U

5. "INSTALLDIR = path" - myTh K KaTaJory yCTaHOBKH.




YcTaHOBKa U yAaajsieHrne nporpaMMHOro obecnieueHus

6. "ADDDEFAULT =modulel,module2,..." - mo3BoJisieT BEIOOPOYHO BKJIIOYATh YCTAHOBKY KOMIIOHEHTOB. 3Ha-
YyeHUe — Ha3BaHUs KOMIIOHEHTOB uepe3 3anAaTylo. Takxke MoxHO Hanucatb ADDDEFAULT =ALL - 3To Oyaer
O3HauyaTh YCTAHOBKY BCeX KOMIIOHEHTOB. MOXHO yKa3blBaTh CJIeAyIOL(/e Ha3BaHUsA KOMIIOHEHTOB:

» CryptoCont — KPUIITOKOHTEHEPHI;
Mpumep daina settings.cfg:

# KoHourypauymsa gna pabodeii cTaHuum
INSTALLDIR=C:\Program Files\Atlansys Software\ ADDDEFAULT=CryptoCont
PIDKEY=527LD-2TEST-ONLY4-VOVAN-SFXFL USERNAME=Bacwunwnii MeTpos
USEREMAIL=vasya@wooden-rock.ru COMPANYNAME=Wooden Rock

OTH Xe CBOHMCTBA MOXHO 3alaBaTh 13 KOMaHL[HOﬁ CTPOKMH. Haan/IMep:

msiexec /i Atlansys-Bastion-5.0.4-setup.msi INSTALLDIR ="c:\Program Files\Atlansys"
ADDDEFAULT =ALL PIDKEY =527LD-4TEST-ONLY2-VOVAN-SFXFL. USERNAME ="Bacuyuii Ilerpos"
USEREMAIL = "vasya@wooden-rock.ru" COMPANYNAME ="Wooden Rock"

1.4. YpaneHue nporpaMmMHOro ooecrnevyeHus

Jns yaneHus IporpaMMHOro obecrevyeHrs1 HEOOXOAUMO BHIITOJHUTH CJIEYIOMIVE AeHCTBU:
1. 3akpHITh BCe MPOrpaMMBbl, UCIIOJIb3YIONIle KPUIITOKOHTEHEPHI.

2. C nomompio HaBuratopa 3akpbITh BC€ OTKPBIThIE KPUIITOKOHTEHEPHI.
BaxxHo

[Mocste ymaneHUs MPOrpaMMHOTO OOecrieueHNs: Bce KPUIITOKOHTEMHEPHI Ha TAaHHOM pa-
6oueli cTaHIMY Oy AyT HEAOCTYMHBI. KpUIITOKOHTEHHEPHI MOXXHO OYIeT MCI0JIb30BaTh Ha
JIpyrux pabounx CTAHLUAX, Ile YCTAHOBJIEH IIPOIYKT.

3. 3amycTuTh NpusioXeHUe YcTaHOBKA U yAasieHue nporpaMmm (Ilyck / IlaHens ynpassieHus / YcTaHOBKa U yAa-
JIeHUe IporpaMm), U3 crucka Imporpamm BeIOpaTh Atlansys Bastion. [{na ynanenus Atlansys Bastion Heo6xo-
JUMO HaXXaTh KHOIKY «Y AaJIuTh». I[I0ABUTCA OKHO JIA IOATBEPXAeHNA 3anpoca yaajaeHusa. Haxmure KHONKY
«Jla», mocJie yero HayHeTcs npouecc yaaueHus Atlansys Bastion ¢ pa6oueil cTaHIUN.




naBa 2. Atlansys Bastion

2.1. Ha3HaueHue

Atlansys Bastion - 3T0 0CHOBHOe IPIJIOXKeHUE [IPOIYKTa, B KOTOPOM COCPeIOTOUYEHO yIpaBJieHre Hal BceM KOM-
IJIEKCOM IIPOTPaMM U HOJKJTIOYaeMBIX MOAYJIEH.

2.2. 3anycK nNpunoxeHus

3amyck MpHJIOXEHUsA OCYIIeCcTBAeTCA JINO0 Yepe3 sIpJIBIK Ha paboueM CToJie KOMITBIOTEpa, JINOO depe3 BHIOOp
COOTBeTCTBYIoIlero nyHTta MeHio «IIyck / Bce mporpammel / Atlansys/ Bastion / Atlansys Bastion».

) Atlansys rll@ Bastion » &l Aflansys Bastion |

Janyck Atlansys Bastion. Habop cpecTe
KRMATO MadiHeckoi CUCTEME 58 WATE MHDOPRMELYM.

Pucynok 2.1. 3anyck Atlansys Bastion yepe3 menio ITyck

2.3. HTepdpeiic rnaBHOro OKHa NPUIOXKEHUS

Ilocne IIepBOro 3aIrycka Atlansys Bastion Ha SKpaHe IMOsABUTCA I'NIaBHOE€ OKHO IIPUJIOKEHUA. I'maBHOE OKHO COCTOUT
13 cJieaynmnx pa3gejios:

1. T'z1aBHOe MEHIO.
2. Knonku 1A nepexofia K COOTBETCTBYIOIINMMU MOAYJISAM.

3. KoopauHathl ciiyx0bl TEXHUYECKOUN MOANEPKKU.

[ﬂ Atlansys Bastion

dain  HacTpofkm DDI'u'IDLlI,b& Kl/

Atlansys Bastion

Hobpo noscanosatk e Atlansys Bastion!

Atlansys Bastion npeAHasHaYeH AN WHbpPoBaHHA HHBOPMALKK Ha pabiodks: CTaHUMAX Nob3oBaTened, Hafop
KPHMNTOrpadiHHeck s CPeACTE NOSEOMMT B NHBOH CHTYALMKM HAAEMHO SAHTHTE KOHEHASHUHANEHEIE AAHHEIE OT
HECAHIKLHOHHMPOBAHHOr 0 40CTYNA.

A ocTynHbIE HYHKL MM

E KpHUNTOKOHTeAHepbI

TEXHHHECKSA NOAAEPHES! e/@
e-mail: suppaort@atlansys.ru

000 "MEorpamMHele CHETEMB ATRaHoHE", 2009

Nofpo nokanosaTe & Atlansys Bastion!

Pucynok 2.2. I''magHoe 0KHO

1. MeHio «Dailj1» COOepKUT MOAMEHIO:




Atlansys Bastion

+ «Co3maTh» - J1A CO34aHMs HOBBIX KPUIITOKOHTEITHEPOB.

+ «Jlo6aBUTh» - 1A JOOABJIEHU B CIVCOK CYIIECTBYIOIHUX KPUITOKOHTEHHEPOB, KOTOPbIE OB CO3/IaHbI Ha
JPYrUX pabo4ux CTAHIMAX.

* «3aKphITh BC€ KPUNTOOOBEKTEI» - OBICTPOE 3aKPHITHE BCEX OTKPHITHIX KPUNITOKOHTEHHEPOB.
* «AKTHUBUPOBATh KPACHYIO KHOIIKY» - aKTHUBalUsA JeHCTBU, 3aJaHHBIX Ha KpacHyi0 KHOIKY.
* «KypHas coObTHI» - OKHO /IS POCMOTPA XKypHAJIa PETUCTPANNN COOBITUM, MPOUCXOAAIINX B CUCTEME.

* «BBIXOM» - IJIA BBIXOAA U3 MPUJIOXKEHUS.

[L! Atlansys Bastion

HacTpoftk  Oomouwgs

Cosnate b
DobaEnTE b

@ AKTUEWROEATE KRACHYD KHOMKY
HiypHan cobeImai. ..

Berxon,

Pucynok 2.3. Menio «@Daiin»

2. MeH0 «/{efiCTBUs» aKTUBHO, KOI/Aa 0TOOpaXXaeTcs CHHCOK KPUIITOKOHTEITHEPOB, U COAEPXKUT NEUCTBUSA, KO-
TOPBIE MOXHO OCYILECTBJIATH HAJ| TEKYIIUM KPUTOOOBEKTOM.

dain HacTpolikin  MoMowge
3 ] R
e b

Pucynoxk 2.4. Menio «/[elicmaus»
3. Menio «<HacTpoiiku» coqepXuT MoAMEeHIO:

* «HacTpolKu» - BRI30B Uajiora HacTpoeK NpOAyKTa.

* «CIHCOK IJIaTMHOB...» - AJIA OTOOpa)XaHus CIKcKa 3arpyXeHHBIX MOJyJieil (IJIaruHoB).

+ «CBOpauuBaTh B Tpeli» - I CBOpPaUMBaHUA OKHA B CUCTEMHBIN Tpel, Ipy HaXaTHUU Ha KHOIKU 3aKpPLITUA
I MUHUMU3aIMU IJIaBHOT'O OKHA, YTO I03BOJIAeT 0OecreunTh OBICTPHIN JOCTYII K IPUJIOXeHUI0 6e3 ero
MMOBTOPHOW 3arpy3KH.

4. Men1o «[loMoIIb» COAEPXUT MYHKTHI:

+ «['71aBHOE MEHI0» - TIepeX0/] Ha CTAPTOBYI0 CTPAHULY [IPJIOXEHM.

° <<Cr1paBKa>> - AJIA BBI3OBA CIIPABKU IIO IIpOorpaMMe.




Atlansys Bastion

* «OOHOBUTbH JIMIEH3MIO» - IJIA BbI3OBA AHiajiora 00OHOBJIEHUS JINIEH3MH.
° <<33perI/ICTpI/Ip0BaTb>> - AJIA BBI3OBa AMWAJIora perucrpannu nmpoayKTa Ha carite pa3pa60TIn/IKa.

+ «O mporpaMme» - Ui BbI30Ba Auasora «O mporpamMme», B KOTOPOM COAEPXUTCA MHGOpMAIMA O BEpCUU
IPOrpaMMEI, TTapaMeTpaX PErucTpaliu, U JOCTYMHbBIX JTUIEH3UAX.

2.4. HacTpoWKu npoaykra

Jnsa yTouHeHUsA mapaMeTpoB pabOTHL NMPOJYKTA HUCIOJIb3yeTCs AUAJIOT HACTPOEK, KOTOPHIM BBEI3BIBAETCS depe3
rinaBHOe MeHIo «Hactpoiiky / HacTpoHku...». C JIeBOM CTOPOHBI JUAJIOra PaclojIoXeHa MaHeJb JOCTYIHBIX I
yIpaBJjieHus MOAyJiel, Ipyu BbIOOpe KOTOPHIX C IPaBOi CTOPOHBI 0TOOpakaloTcsA TEKYIINE TapaMeTphbl BBIOPaHHOTO
MOZYJIA.

3aMeuaHue

B 3aBucumocTyU OT Habopa yCTAHOBJIEHHBIX JOTIOJTHUTEIbHBIX MOIYJel CIHUCOK HaCcTPOeK
MOXeT OTJIMYATCs OT MPUBENEHHBIX B JaHHOM PyKOBO/CTBe.

1. «fA3sIk uHTEpderica» - BRIOOP A3bIKA MOJIb30BATEJIbCKOr0 MHTepdeiica. Habop A3BIKOB MOXET OTJINYATHCA B
3aBHCHMOCTH OT JIOKQJIU3AIMK POIYKTA.

[L! Atlansys Bastion - Hactpoikn Iéj

Asbik vHTEpderca

Azl | PycckHA j

= English |

HypHan

KpacHas kHoNka

&

YHUUTOR EHKE

[ “’? Cnpaeka ] e I'IpHMBHHTbl | }‘ OTHEHS |

Pucynok 2.5. A3k

2. «Peructpanusa coOsITU» - 3aJa€T IapaMeTPhl perucTpanun coobllleHnI B JIOKaJIbHOM 6a3e 1 OTIpaBKU JIOT-
coo0IIeHi Ha BHENTHUH syslog-cepaep.

+ «Ba3a JaHHBIX JIOT-COOOIeHU» - 3a4aéTcA MyTh K darily 6a3sl JaHHBIX JIOT-cOo0OmeHuil. PekoMeHayeTcs
OCTaBUTh 3TOT MapaMeTp 0 yMoJiyaHuo. basa maHHBIX cocTOUT U3 OAHOrO (ariyia, KOTOPHIM CO3AaéTcsa
aBTOMaTHUYeCKU IIpU cTapTe CUCTEMEI, ecJIi [0 YKa3aHHOMY IIyTH OH He ObLI HalifjeH.

« «Syslog-cepBep» - 3afgaércs IP-afpec cepBepa IJisd epeauy Ha HETO JIOT-COOOIIEeHMU o MPOTOKOY syslog.
Jlor-cooOmenusa nepefawmTca no npotokosy UDP Ha nmopT 514, npu MCIOJIb30BaHUM B CETH MeEXCETEBBIX

10



Atlansys Bastion

SKPaHOB UX HEOOXOJUMO HACTPOUTH IJIA MPOIyCKaHUs JaHHBIX MAaKeTOB OT pabouux CTaHIMi K syslog-
cepBepy.

N )
H Atlansys Bastion - HacTpoiin Iﬂ_hj

PervcTpayua cobbiTuii

E Baza AaHHEN: NOF COOOLLEHKA
4

Basa AaHHENX NOKANEHE:: Nor COOGWEHHA
sk

MyTe K diadny: | CProgram Files)AtlansysiBastionilogsicrdm-log.db |

? ¥pOBEHE Noral |6 - MHGopmayma

Syslog cepeep

L] 2]

[ OTnpaeka nor cooblwenKi Ha syslog cepeep

IP-aapec:

¥pOEEHE Nora; |6 - MHgopmauma J

KpacHad kHOMka

&

YHMYT O EHKE

[ ‘7? Cnpaeka ] I\/ ﬂpHMEHHTbI | }.‘ OTHEHA

PucyHok 2.6. Pecucmpayua cobvimutl

3. «KpacHas KHOIKa» - HACTPOUKU JeMCTBUI MPU aKTUBAIUM MexXaHu3Ma «KpacHO¥ KHONKU», KOTOPHBIU BJIIOYa-
eTcs IoJib30BaTesleM B KpUTHYECKOH cHUTyaly, Korjga HeoOXOAMMO OBICTPO 3aKPHITh JAOCTYN K OTKPBITHIM
kpuntoo6bekTam. [To ymMosuaHUI0 KpacHasA KHOIIKA He akTUBHMPOBaHa U HUKAKUX AeHCTBUI He IPOM3BOAUTCA.
[Tpu akTHMBaNMM KpacHOM KHOIIKM OHa MOXeT BKJIIoYaTcsA Jinbo yepes riaBHoe MeHIo «Daiii / AKTUBHAPOBATh
KpacCHYI0 KHOTKY», JIUOO C MOMOIIBI0 TOPAYMX KJIAaBUII, KOMOWHALUA KOTOPHIX 3aJ]aéTcs B HacTporikax. Heob-
XOJIMMO TakK ke 3aJ1aTh AeNCTBUA [IPU aKTUBAI[MK KpacHON KHONKU. [0 ymMoyIuaHuIo - 3TO 3aKphITHE BCeX OT-
KPBITBIX KPUIITOOOBEKTOB, AOMOJIHUTEIbHO MOXHO Ilepe3arpy3uTh WK BBIKJIIOUYNUTb KOMIIBIOTEDP, YTOOHB 10JI-
HOCTBIO OJIOKMPOBATh AOCTYI K KPUNTOOOBEKTAM.
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Atlansys Bastion

E Atlansys Bastion - Hactpodi |_‘i_."_hj

KpacHaa kHonka

ﬁ AETHEHPOEATE KPACHYHY KHOMKY

HacTpokkk

Fopadme kHor [ | Win + Chrl + alk + [ shift +

! AEACTEMA

{AlEFCTEMA Ha A AaHHEIMAN ;

@ JaKpeITE BLE KPHITOOGREKTE
[ BeiaroHTE KoMMBHOTER

MepesarpysHTe KOMNEHTED

BbIENHIHHMTE KOMOEHITER

KpacHaa kHaMks

&

YHMYT O EHME

'3? CnpaEka

s I'IpHMEHMTb] | S OTHeHa |

Pucynox 2.7. Kpacnaa KHonka

4. «YHUYTOXEHUE JAHHBIX» - 3a;[aéT AJITOPUTM YHUYTOXEHUA NJAaHHBIX 10 YMOJIYaHUIO, KOTOprf/)I NpUMEHAETCA

JUTA YHUYTOXeHUA (bailyioB yepe3 KOHTEKCTHOe MeHIo [TpoBoaHuika Windows.
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Atlansys Bastion

[1! Atlansys Bastion - Hactpodi |-5.:_hj

YHAUTOMCEHHME AAHHLIH

E ANMODHTM YHHHTOXEHHA N0 YMONYaHWH: | GOST RE0739-95

GOST RSO

Az DaD 5220.22-M

MAVSD P-5239-26

AoypHan

KpacHaa kHaMks

L%

YHMYT O EHME

[ '3? Cnpaeka ] & I'IpHMEHMTbl | }‘ OTHEHS |

PucyHok 2.8. YHUuUmooiceHue daHHbLX

2.5. ABTOMaTn4yeckoe OTKpbITUE Kpl/ll'lTOKOHTGVIHEpOB

ABTOMaTHYECKOE OTKpPBITHUE KpI/Il'ITOOG"beKTOB CJIYXUT OJ1A MaKCUMaJIbHO y,Z[OGHOl"O HCII0JIb30BAHUA KPUIITOKOH-
TeﬁHepOB. HPI/I KaXIo0M BXOJe€ MOJIb30BaTeJIA B OIIEPAlMIOHHYI0 CUCTEMY 6y;[eT NIpOMN3BOANTHCA aBTOMAaTHUY€CKOE
OTKPBITHE BCEX JOCTYIHbBIX KpI/IHTOKOHTefIHepOB, Y KOTOPBIX YCTAHOBJIEH IIPU3HAK aBTOMAaTHU4Y€CKOI'O OTKPBITUA.

[py 3amuTe KPUNTOKOHTENHEPA cepTUGhHKATOM, aBTOMAaTUYECKOe OTKpHITHE OyneT paboTaTh TOJIBKO, €CJIU B
cUCTeMe UMeETCs XOTS Gbl OAVH 3aKpPbITHIN KJII0Y JJIA cepTU(UKATOB, KOTOPEIMU OH 3amuileH. IIpu 3amure ¢
MOMOII[BIO [TAPOJIA IPU aBTOMATUYECKOM OTKPHITHH KPUINTOKOHTEHEpPa OTKPOETCs AUAJIOT, B KOTOPOM HEO0XO-
MO BBECTHU MApOJIb U, IPU HEOOXOANMOCTH, BHIOpATh GYKBY AUCKa.
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Atlansys Bastion

i 3
JEl orvpriTie kpunTokoHTesiHepa @lﬁ
T -

BeeAHTE NApoNe M BeIOEpETE DYKEY AHCKE ANA OTKPLITHA
KPHMNTOKOHTEAHEDA,

hann; d SettingsAndreyiy DocumentsinogTa, cro
MeTka: no4Ta

CINHECAHHE:

No4Ta 0T KOHTParedHToE

Mapaone: IIIITTrY]

EvkEa AMcka: P -

l '}? Oomowe I %’QTKpblTb] | S oTMEna |

Pucynok 2.9. Aemoomkpsimue KpunmokoHmetiHepa

B mporjecce aBTOMaTHUYECKOTO OTKPBITHS KPUNTOOOBEKTOB B CICTEMHOM Tpee TOsBUTCS 3HAYOK JUAJIOTa aBTO-
OTKDBITHSA, B KOTOPOM OTOOPAXAITCA BCe KPUNTOOOBEKTHI, MOJJIEXKAIHE aBTOOTKPHITHIO C OTOOpakeHUeM X
cocrosiHysA. [Ipyu HaXxaTUU Ha 3TOT 3HAUOK OTOOPA3UTCA UAJIOT aBTOOTKPHITHA KPUTOOOBEKTOB, B KOTOPOM OTO-
OpaxkaeTcs MpoIecC OTKPBITHUA U COCTOSIHUS KPUITOOOBEKTOB.

i (2] = ]
PazmeleHre Evkea COCTOAHHE AercTEMA
m NaYTa.CHS P [noqTa] 0 OTEREITHE... o
m AOT0EOpRE .CrC O [noroeopa) L) JakpeiT -~
l ﬁ?‘ Crpaeka I e anpBaTb| |}.‘ SaKphITE |

Pucynoxk 2.10. Jluastoe agmoomkpusimus Kpunimooovexmoa
3aMmeuaHue

Kpuntoo6beKTsl, KOTOpble He UMEIOT CBOIMCTB aBTOMATHUYECKOI0 OTKPHITHS, B ajIbHENIIIEM
MOXHO OTKPBITh CTAHJAAPTHBIMU CPeICTBaMHU, KaK OIMCAHO B pa3fesax o paboTe ¢ KpuIl-
TOKOHTelHepaMM.

2.6. NMoaknioyaemble moaynu

B 3aBHCHMOCTH OT KOMILIEKTA TOCTaBKH, Atlansys Bastion MoxkeT mojiepXuBaTh pa3HbIi HA6op GyHKIMN. Takum
obpazom, Npu HeOOXOIUMOCTU BKJIIOUEHUsA HOBOM (DYHKI[MOHAJIBHOCTU He TpebyeTcs npuobperaTh U nepeycTa-
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Atlansys Bastion

HaBJIMBATh BCE IMIPpOI'paMMHOE o6ecnequI/Ie, a HY>XHO JIMIIb }:[OGaBI/ITb HOBBIT MoA4yJib (O BOIIpocax l'IpI/IO6p8TeHI/IH
AOITOJIHUTEJIBHBIX IMOAKJ/TIOYa€MbIX MOJI[YJ'IefI CMOTPHUTE IIYHKT «TexHUYecKasa Ho;mepmca»).

[MoaxJTIOYaeMbIil MOJYJIb TIpEJICTABJIsIeET COO0U OTAENbHBIN (Pail (AUHAMUYECKYI0 OGUOMINOTEKY), KOTOPHIN He-
06X0AMO TIOMECTUTH B KaTasior plugins B paGouem kaTajyiore npoaykra. Takke BMecTe C TMOIKJII0YaeMbIM MO-
OyJieM TocTasJisieTcs Gai1 nepeBojia nHTepderica Ha pyCCKUN S3bIK, KOTOPBIN CJIeyeT MOMECTUTh B KaTaJjior tr
pabouero Karajora nporpamMmMel.

B Hacrosamee BpeMA NOAAEPXKUBAKTCA CJIEAYIONINE MMOAK/TI0YaeMbI€ MOOYJIN:

+ Mopaynb paboThl ¢ KPUIITOKOHTelHepaMu (cMoTpuTe ry1aBy «PaboTa ¢ KpUNTOKOHTeHepaMu»).
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naBa 3. PaGoTa ¢ KPUNTOKOHTENHEpaMun

3.1. BBegeHue

B manHOM pazpesie omuchiBaeTcs paboTa C 3allUIieHHbBIMUA KPpUNTOKOHTEHHepaMH, UX co3daHue, JobaBjeHue,
yIajieHue U OCHOBHBIe JelicTBUA HaJ HUMM. KpunTokoHTelHep MpeacTaBisAeT cobol ¢aiis, coaepXamuii noJ-
HOCTBIO 3amu¢poBaHHBIN 06pa3 ¢aiIoBOI CUCTEMBI pa3fieia, KOTOPBIM MOXHO MOAKJIIOYUTD (MOJMOHTHUPOBATH)
B cUCTeMy B Buje Avicka. [Ipu 3ToM Bce NpuioxeHUA U ciayxebHble mporpaMMel Windows 6y1yT BocIpyuHAMATh
€ro Kak IOJIHOIIeHHOe IUCKOBOEe YCTPONCTBO. [Toka KpUNITOKOHTEHHEP He OTKPHIT, €0 COJIep>KUMOe HEBO3MOXHO
MPOYMTATh, TaK KaK OHO 3aM(pOBaHO KPUITOCTONKUM aJrOPUTMOM, [TO3TOMY (aiisl KpUNTOKOHTEHepa MOKHO
6e30macHO KONMPOBaTh Ha pa3JIMuHble HOCUTEJIH, epefjaBaTh [0 CeTH, UCIIOJIb30BaTh JIA CO3MaHNsA apXUBHBIX
KOIUH KOHGUeHINaIbHON NH(OpMauu.

JlocTyn K KpUNITOKOHTEHepy MOXeT OBbITh 3alUIeH ¢ TOMOIIbI0 apoJid U/uiu Habopa cepTudukaToB. Beibop

THUIIA 3allrThl AEJTa€TCA NCXO0OA U3 HeOGXOI[I/IMOCTI/I HCITIOJIb30BaHUA KpHHTOKOHTeﬁHepa HECKOJIbBKMMH I10JIb30-
BaTeJIsIMU, HAJIMYWA B OpraHU3ally LEHTpa CepTI/I(I)I/IKaTOB.

3.2. Co3paHune KpUNTOKOHTENHEpa

Yro6bl co34aTh KPUIITOKOHTEIHep, HeobxoauMo B HaBuratope BeIOpaTh B I'JIJaBHOM MeHI0 MyHKTH "®aiin" / "Co-
3gaTe' / "KpunrokoHTeliHep..."

M Atlansy=s Bastion

dalin HacTpolkk  COomouwg

~# KpMNTOROHTEMHED .. Shift+C

OobaemTE

@ AKTHEWMPOESTE KPACHYH KHOMKY
HivpHaN cofkmiAb. ..

Bibrxog,

Pucynok 3.1. Menio "®@aiit" / "Co3dams"

[Toce vero 3amyctutca MacTep co3gaHus KpUNITOKOHTelHepoB. B nosBuBIIeMcs okHe He00X0AUMO 3aAaTh UMA
¢daiisa KpUIITOKOHTeHepa, Ji16o BEIOpaTh ¢aiii yepe3 Auasior Beibopa ¢daiisia, KOTOPHIN BEI3bIBaeTCs IPH HaXxa-
TUM Ha KHOOIKy "...".
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Pa6ora ¢ KpuNTOKOHTelHepaMu

Iﬂ MacTep ¢o51aHMA KpMNTOKOHTEWHEPOB

I

MacTep Co3gaHvA KPUNTOKOHTeRHepos. War 1.
WIAHHTE MMA, PECAONO#EHHE M DA3MER KPMNTOKOHTEAHERA, & TaKWe ByKEY AHMCKE, KOTOPYH
OH By 48T 33HMMATE B CHCTEME,

-

MmA hafina: | nouTa (o
OMHCSHHE: | penemicka © KOHTPArSHTEMH

MeTka amcka: nodTa

PazMep: 100 j @ Ma () re

BykEa aucka:

Ha 3Ty ByKEY KPHNTOKOHTEAHED By BT OTKDEIT B CHCTEME

ABTOMATHUECKOE OTKPEITHE NOCNE NEPEZErPYIKK

i @ CnpaBKa] y Hazan | ,ﬂ,aneeo | | xOTmeHa |

PucyHok 3.2. Macmep co30aHus KpunmokoHmeiiHepoa.

PexoMeH[TyeTCs1 3aII0JTHUTH II0JIE ONICAHNA KPUIITOKOHTENHEPA, B KOTOPOM 3alKChIBAETCS HAa3HAUYeHUe UM KpaT-
KOe OIMCaHue COOEPXKUMOro. PekoMeHAyeTcs 3ajaTh METKY AVCKA, KOTOpas B AajibHelmeM 6yaeT oTo6paxaTbes
B CHCTeMe, [0 Hell MOXHO OYZET JIETKO OTJINYATh JaHHBIN KPUITOKOHTEHHEDP OT APYTUX AVCKOB.

Heo6xonumo 3agaTh pa3Mep co3aBaeMoro KpUNToOKOHTelHepa, ero MOXHO BBeCTH BPYUHYI0, JINOO BEIOpaTh U3
npeaIoXkeHHOTO cnvicka. [lepeksmouarens M6/T'6 nmepeksrouaeT BHIOOP pa3Mepa KPUNITOKOHTeHepa B Merabaii-
Tax nwiu rurabaiitax. MakcumasbHBIN pasMep KpUIITOKOHTelHepa orpaHru4eH pa3MepoM cBOOOAHOro MecTa HO-
CUTeJIsA, HA KOTOPOM OH CO3/jaeTcsl.

Heob6xoaumo BeIOpaTh OYKBY MCKa U3 CIKICKA CBOOOAHBIX, HA KOTOPYI0 OyeT MOAMOHTHPOBAH CO3/1aBAEMBbII
KPUITTOKOHTEHHEP.

ITpu HEOOXOAUMOCTH aBTOMATHYECKOTO OTKPHITHS KPUITOKOHTEHHepa MOCJIe Iepe3arpy3kyu CUCTEMBI CJIeJyeT
OCTaBUTH BHIOPAHHBIM YeKOOKC aBTOMATHYECKOI0 OTKPHITUA. [Ipy BXO/e MOJIb30BATENS B CUCTEMY IOCTIE Iepe-
3arpy3Kyd KpUNTOKOHTeHHep OyOeT aBTOMAaTUYECKU OTKPHIBATHCSA, IPU HEOOXOANMOCTU OYEeT 3alpallriBaThCsA

apoJib.

[TocJie Toro, kak HeoOXOqUMBIE TT0JIA Oy QYT 3amoJTHeHbI, pa3bJyiokupyeTcs KHomka "J[asee", mocjie HaXxaTus KOTO-
pori MacTtep co3/faHus KPUIITOKOHTEMHEPOB MePeN/IeT Ha IIar BEIOOpa TUMA 3aI[UTHI.

Ha panHoM mare He06XOQMMO BBIOPATh CIIOCOOBI 3aMIUTHl KPUIITOKOHTEHHEepa. BO3MOXHBI pa3inyHble KOMOMHA-
1Y 3alUTHL:

* C [IOMOIIBIO [IApOJIA;
* ¢ [IOMOMIBI0 OJHOTrO cepTuduMKaTa uam Habopa cepTupUKaToOB;

*+ C IIOMOMIBIO NapoJis U cepTUdUKATOB OJJHOBPEMEHHO, B 3TOM cJiy4ae, [IpX OTCyTCTBUU HeOOXOAUMOTro CepTH-
¢ukara, 1JI OTKPHITHA KPUIITOKOHTEliHepa MOXHO OyZAeT MCII0Ib30BaTh apoJib.
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Pa6ora ¢ KpuNTOKOHTelHepaMu

N b
H MacTep co31aH4A KpMNTOKOHTEWHEPOB Iiléj
MacTep Co3gaHvA KPUNTOKOHTeRHepos. War 2.
BrlfepaTe SAFOPMTH M CNOCoB aWHTE KPHNTOKOHTERAHERS
"\_
ANrOpHTM 3AWKMTEl KDMNTOKOHTERHepa: |AES-256 ﬂ

Mapone 3aWwmTel

MNaponk: [TITTITIITY

K.a4ecTeo napona:

MoATEEp® AEHHE NaponA: |oouu.. |

MCnone30BaTE TONBKD EPMNTOCTORKHME Naponm

[T ceprvdwiate: sawmTel

KomMuecTED BRIDpaHHE!: CepTHbHEaTOE: O [E] Crnvcok cepThdmkaTos

i @ CnpaBKa] | OHa3a,ﬂ | [\/ CDBﬂ.aTbl | }‘OTMBH& |

Pucynok 3.3. Macmep co30anus kpunmokoHmeiiHepog. Cnoco6bl 3awjumsL.

JUis 3amuTel ¢ TOMOIMIBI0 MApoJisi Heob6xoauMo BeIOpaTh yekb6okc "Tlaposib 3amuTe' ¥ BBECTU MAPOJIb B MOJIA
"TTaposis" u "IloaTBepxxaeHue napoJis'. [Ipu BBoje mapoJis B noJjie "KavyectBo naposia”' 6yzer oTobpaxaTscs ero
KaveCcTBEeHHbIe XapaKTEPUCTUKHU 110 CTOMKOCTU K monbopy. KauecTBEHHBIN MAapoJib JOJDKEH COIEPXKaTh He MeHee
BOCBMU CHMBOJIOB U3 OYKB B BEPXHEM U HIDKHEM PErvCTpe, MUHUMYM OJHY IMGPY U MUHUMYM OJUH CIIEI[CHM-
BoJI. [Ipu HocTrxeHNN HeOOXOOMMOTrO KaueCcTBa MapoJis IOJIe BBOJA OKPAIINBAETCS B 3€JIEHHIH IIBET, [TOCJIE YET0
Heo6X0MMO MMOBTOPUTH BBOA NapoJiA B moJie "TloaTBepxaeHue napoJisa'. Korga o6a nmapoJisi coBmagyT, oda moJist
BBOZIa [IAPOJIsi OKPACATCA B 3€JIEHBII [[BET.

[Tpu ncnosib3oBaHUU cepTUPUKATOB JJI 3al[UTHl JaHHBIX Heo0X0oAuMO BbIOpaTh yekbokc "CepTudukaTsl 3amu-
THI" ¥ HaxaThb KHOIKY "Crnucok ceptuduxaros’. B okHe cnmcka cepTudrKaToB HeOOXOAUMO HaXaTb Ha KHOIKY
"lo6aBUTH cepTUPUKATHL', TOCTIE YET0 OTKPOETCs Auajior JoOaBJieHNs cepTHU(PUKATOB, B KOTOPOM BHIOMPAIOTCS
HeoOxoAuMble cepTUdUKaTH [10JIb30BaTesel, KOTOPEIM OyZeT IpeAocTaBjieH JOCTYI K co34aBaeMOMy KpHIITO-
KoHTeliHepy. [lociie 3akpbITHA JUajora co CIIMckoM cepTudUKaToB B okHe MacTepa co3aHus KpUIITOKOHTelHe-
POB O0TOOPAa3UTCA KOJIMYECTBO BEIOPAHHBIX CepTU(UKATOB.

3aMeuyaHue

Kak MUHUMYM OAWH 13 BHIOPAaHHBIX CepTU(HUKATOB JOJDKEH COAepKaTh 3aKPBITHIN KIII0Y, C
IIOMOIIIbI0 KOTOPOTO pacmrdpoBbIBaeTCs COJepXKUMOe KPUIITOKOHTeliHepa. B mpoTuBHOM
cJjiyyae OOCTYI K COAepXMMOMY KPUNTOKOHTelHepa Ha AaHHOU pabouyeli cTaHIUU OyneT
HEBO3MOJXEH.

[TocJie BeIOOpa crtoco60B 3aMMUTH HEOOXOAMMO HaxaTh KHONKY "Co37aTth”, Mocjie 4ero nosBUTCS OKHO CO3/IaHUsA
KPUIITOKOHTEIHEPA, B KOTOPOM O0TOOpakaeTcst Iporpecc CO3qaHusi, KOJIMIECTBO POLIEINIEro BpeMeHU ¢ Havasia
CO30aHUs KPUNTOKOHTENHEpa, IPOTHO3 OCTaBIIerocsi BpeMeHu. [Tocsie yCemHoro 3apepIieHus CO3AaHusA KPUII-
TOKOHTeliHepa nosBuTcsA coobmeHne "KpunTokoHTeliHep ycreniHo co3faH". 3aTeM HeoOX0AMO HaXXaTb Ha KHOII-
Ky "ToTOBO", MOCJIEe Yero co3JaHHBIN KPUIITOKOHTENHED MOSBUTCA B OkHe HaBurartopa u 3amycrurcs [IpoBogHUK
Windows Ha OTKPEITOM KpUINTOKOHTeMHepe. Terneps KPUNTOKOHTENHEP MOXHO HUCIOJIb30BATh KAaK OOBIYHBII TUCK
Windows.

18



Pa6ora ¢ KpuNTOKOHTelHepaMu

E MacTep ¢o51aHMA KpMNTOKOHTEWHEPOB

MacTep Co3gaHvA KPUNTOKOHTeRHepos. War 3.
Z03AaHHME KPMOTOKOHTEAHERA,

i -

War 1 1z 1, CozaaHHe KPMNTOKOHTERHERAS,

I_F TS'—J%&Jﬂ

MpoAaeHo BpeMeHK; 00:00:04

- el

QcTanock BpeMenn:  00:00:02

He NpepeiBafTe NPOLECE C0343HHA KPHNTOKOHTEAHERA,
AU AHTECE 3EBEPWEHMA NPOUECCa, B NPOTHBHOM CAYUSE, KPMATOKOHTEAHED
Gy AET NOBpPEMAEH,

—_— e
‘i? Cnpagka * MoToEo k 2 OTHEHA i

Pucynok 3.4. Macmep co3d0anus KkpunmokoHmetiiHepoa. IIpozpecc co3daHus.

3.3. loGaBneHne KPUNTOKOHTEHepa

Jnsa nobaBiieHns1 KpUITOKOHTEIHepa, CO3JaHHOIo Ha Jpyroi pabovell cTaHuu B cnvicok HaBuraropa, Heo6xo-
auMo BeIOpaTh B I'maBHOM MeHi0 myHKT "@aiin" / "{obasuts" / "KpunrokoHTeiiHep'.

H Atlansy=s Bastion

JelcTEMA  HacTpofkd  Tomowg

Cospate L4

i KpMnToKkoHTEMHER. .

JakpeITE BCE KpWMNTOOG BEKTEI

i AKTHEMPOESTE KPACHYH KHOMKY
HypHan cobeimmi...

Berxon,

Pucynok 3.5. Mento "®@aiin" / "JJo6bagums"

B nosBuBmemMcs okHe Mactepa qo6aBJieHNs KpUITOKOHTENHEPOB BEIOpaTh (aiiin KpunTokoHTeliHepa. Eciu ¢op-
MaT KpUNITOKOHTelHepa NoAAepXUBaeTcA TeKyllell Bepcuell Hapuratopa, To ero napaMeTpsl 0TOOpas3ATcs B OKHe
Macrepa. Heo6xoaumo BeIOpaTh OYKBY AMCKA, IOJ KOTOPOM KPUNTOKOHTelHep OyJeT MOHTHPOBAaThCA B CUCTe-
My. [Ipy HeoGXOQUMOCTH aBTOMATUUYEeCKOTO OTKPHITHA KPUNTOKOHTENHepa IocJie nepe3arpy3ku CUCTEMBI, CJie-
AyeT OCTaBUTh BEIOpaHHBIM 4eKOOKC aBTOMATHU4YeCKOr0 OTKPHITHA. 3aTeM HaxaTb KHONKY "Jl00aBUTh", IOCJIe Yero
KpUIITOKOHTelHep AobaButcs B cnucok Hasuratopa. Eciii KpUNTOKOHTeNHEp 3aliullleH cepTU(PUKaToOM U ero
3aKpBITHIN KJII0U IMEETCs B CLCTeMe, KpUNITOKOHTEHep aBTOMaTU4eCKH OTKPOEeTCsA, ¥ Ha BRIOpaHHOI OyKBe Auc-
ka 3amyctutca [IpoBoguuk Windows.
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Pa6ora ¢ KpuNTOKOHTelHepaMu

"
E MacTep 0,00aBAEHHA KPHNTOKOHTEHHEPDB Iili_hj

Aobpo noxanoeatb B MacTep A00aBNeHWA KPUNTOKOHTeiHepal
BrifepeTe NyTe K haAny KpHATOKOHTERAHERA,

— -

MyTe: Ci\Documents and Settings)andrey\My Documents), |_|

OrnHcaHne: AOrOBOPE € MO APALHHIENH

Pazmep: 100,00 MBaAT
ANMOPHTH ZaWKTe: | AES-256
THN 3ELWHTE napank =] CepTHfimkaTe

EviBa ancka:

AETOMATHYECKOR OTKPEITHE NOCNE NEPE3arpY KA

i @ CnpaBKa] ’\/ Aoﬁasmbl | }‘ OTHEHA |

PucyHok 3.6. Macmep 0o6aas/ieHus KpunmoxkoHmetiHepo3

Ec/i KpUNTOKOHTENHED 3alHIlleH TapoJjeM, TO aBTOMAaTUYeCKU OTKPOETCS HOBOE OKHO "OTKPHITHE KPUNTOKOH-
TeliHepa", B KOTOPOM HEOOXOAMMO BBECTH MApOJib I AOCTYIA K KPUITOKOHTENHEPY, KOTOPHII NCIOJIb30BaICA
pu ero co3ganud. [Ipy HEOGXOJUMOCTH MOXHO M3MEHUTDh OYKBY JHCKa.

i '
JEl orvpoiTne kpunTokonTesivepa [iléj
L ‘1
BEeAHTE NapoNe H BeIOEpETE DYKEY AHCKE ANA OTKPLITHA
KPHMTOKOHTEAHEDA,
hakn; sttingstandreyi My Documents! Aorosopa, cro
MeTka:
CINHCAHHE!

ACQrosopa C NoapAadq9HEamMH

Mapone: |--------

Bvkga aucka: D j

i 'ﬁ?' MoMoLLE i ’%’ QTKpblTbl | 3¢ OTMeEHa |

Pucynok 3.7. Jluaioz omkpsimusa KpunmoxoHmetiHepa

3.4. Pa6oTa C KpUNTOKOHTEHEepamu

[Tpu cozpanuy wim Jo6aBIeHUY HOBOT'O KpUIITOKOHTEIHepa OH aBTOMAaTH4eCKy OTKPhIBaeTCs U IMeeT COCTOsHIe
"OTKpHIT", UTO OTOOpaXKaeTcs Ha ero UKOHKe B crucke. TeKyInii akTUBHBIN 3JIeMeHT BBIJeJIAeTCA paMKOM, IIpUu
3TOM ero napameTphl BHIBOAATCA B HIDKHEHN 4yacTy okHa. /I KpUNITOKOHTENHepoB oToOpaxaeTcs cJieAylomas
nHbOpManus:

+ uMs dailsa KPUITOKOHTeNHePa;
+ JaTa co3JaHus;
* BepcusA KPUIITOKOHTENHepa;

* aJICOPUTM 3alUTHl JaHHBIX;
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Pa6ora ¢ KpuNTOKOHTelHepaMu

* THI 3alUTHL: IAPOJib, cepTUdUKAT, JINOO0 Maposib + ceprudukar. Eciii KpUNTOKOHTelHep 3aluiler cepTudu-
KaTaMH, TO CIMCOK cepTU(UKATOB MOXHO IMPOCMOTPETh, HaXaB Ha KHONIKY cCIIMcKa cepTudukaToB. B crricke
cepTUdHKaATOB KpUNTOOOBEKTa 0TOOpaXaloTcs Bce cepTU(PUKATH, KOTOPHIM 3alllUIleH KPUNITOKOHTENHep, JIA
KaxJoro ceptudukara oTodopaxaeTcsa COCTOsAHNE JOCTYITHOCTU. KpUnToKoHTelHEp MOXeT OBITh OTKPHIT, eCJId
JOCTyIIeH XOTA OBl OAWH cepTU(UKAT, UMEIOI[NL 3aKPHITHIN KJTIOU.

~

Hntlansys Bastion =RREn X

dalin JdeficTeMA  HacTpoikt  Domowk

PDE W 0P

P [mouTa)] [ [Aoroeopa)
100,00 MAaiT 100,00 MEaiT
-
KpHATOKOHTERHED \L_) J KpHNTOKOHTEAHER @

ain

m CDocurments and Settings) Andrey My Docurments) Joroeopa. crc

HMuthoprawya OnvcaHve
E Jarta cozgaHvn; 22.10.2009 13:34:39 JOroEopa . NogpaaYHEaMK
Bepcwna: oz

w;‘ ANroOpuTH 3alMTBI:  AES-256

'@ Twn 3alMThI: [Mapone

Pucynox 3.8. Cnucok kpunmoxkoHmeiiHepoa

JJ1 Toro, 4ToOH 3aKPHITh KPUITOKOHTENHED, He0OXOAUMO 3aKpPHITh Bce paboTaromiye ¢ HUM IPUJIOXKeHU, BhIfe-
JIUTH €ro B CINCKe, 3aTeM B IJIaBHOM MeHIO BEIOpaTh MyHKT "JleficTBuA" / "3akphITh". JINOGO B KOHTEKCTHOM MEHIO
KPUNTOKOHTelHepa BbIOpaTh MYyHKT "3akphiTh". JInO0 HaxaTh KHONKY "3aKphITh" HA MaHeJI UHCTPYMEHTOB.

Maiin HacTpolikn  MoMowes
@ ©EeS
£ Cooiicrea

K pure S

Pucynok 3.9. Menw "/leticmausa"

UYToOBI OTKPHITh 3aKPHITHI KPUIITOKOHTEHHEP, HEOOXOAMMO BBIJIEJINTh KPUITOKOHTENHED B CINCKE, B IJIABHOM
MeHI0 BBIOpaTh NyHKT "[leticTBuA"/"OTKpHITE". JIN6O B KOHTEKCTHOM MeHI0 BEIOpaTh NMyHKT "OTKPHITH'.
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Pabota ¢ KpUNTOKOHTENHEepamMu

A: [DokymeH...]

KpMNToOKOHTERHED

@ YaanuTb...

ﬁ CBEOMCTBA

_— =

Pucynok 3.10. KonmexcmHoe MeHIO KpUnmokoHmeiinepa

JIn6o HaxaTh KHONKY "OTKPBHITH' Ha MaHeIu MHCTPYMEHTOB. J[BOMHOI IIeJIY0K MBI Ha KPUITOKOHTeIHepe
TaKxe OTKPHIBaeT U 3amyckaet [IpoBOAHUIK.

CTKPRITE KDUMNTOKOHTEMHED h

Pucynok 3.11. Ilaneste uHcCmMpyMeHmMoG, kHonka "Omkpeims”

EcJii KpUNTOKOHTEMHED 3aluileH cepTuduKaTaMu, U B CUCTEME MMEeTCs 3aKPHITHIE KJII0Y XOTsA Obl K OTHOMY
cepTudUKaTy, KPUIITOKOHTEHHEP OTKPOETCs, ¥ Ha HeM aBToOMartudecku 3anycturcsa [Iposoguuk Windows. Eciu
KPUINITOKOHTENHep 3allullleH IapoJjieM, TO OTKPOeTCsA JUajor OTKPHITUA KpPUNTOKOHTeliHepa, B mnoJie "[lapoJip"
KOTOPOT0 HeOOXOAMMO BBECTHU MApOJib, KOTOPHII KUCIOJIb30BAJICS IPU CO3AAaHNU KPUNTOKOHTEHHEepa, mpy HeoO-
XOJJUMOCTHU MOXXHO TIOMEHSATh OYKBY AMCKA, MOJ KOTOPOI KPUNTOKOHTEIHep OYeT BUJIEH B CUCTEME, U HaXaTh
KHOTKY "OTKpHITB'.

3.5. YaaneHue KpUNToKOHTelHepa

[Tpu ymnaneHnu KpUIITOKOHTelHepa cHavaia HeoOX0JUMO 3aKPHITh Bce IPUJIOXKeHUA, KOTOPEIe ¢ HUM paboTaloT,
3aTeM 3aKphITh KPUIITOKOHTENHeD, flajiee B IJIABHOM MeHI0 BeIOpaTh MyHKT "[etictBusa" / "Yganuts", 1100 BHI-
O6paTh B KOHTEKCTHOM MeHI0 IYHKT "3aKphITh", MO0 B MaHeJ I MHCTPYMEHTOB HaXaThb Ha KHOIKY Y qanuTs'.
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Pa6ora ¢ KpuNTOKOHTelHepaMu

AT T TS -

A: [NokyMeH...]
10,00 MbaiT

-
KpunToKoHTERHED \L_)

|YnanMTb KOMMTOKOHTERHED

Pucynok 3.12. IIaHeste uHCMpyMeHmoa8, kHonka "Yoartums"

ITocsie 3TOrO MOABUTCA OKHO MaCTepa yAaJleHUA KpHHTOKOHTEfIHepOB, B KOTOpOM HeOGXO,E[I/IMO BbI6paTb OVH
13 CIIoco60B yAaJIeHUA:

* Yoasums kpunmokoHmetiHep u3 cnucka. Y aajisgeT KpUITOKOHTEIHep TOJIBKO U3 cnricka HaBuraTopa. [Ipu sToM
(daiin KpUNTOKOHTElHEpPA U BCe JaHHBIE, CO/epXXAIUecs B HeM, He YAAAITCA. JaHHbI cocob MOXET HC-
M0JIB30BATHCA MPU NEPEHOCE KPUIITOKOHTEITHEPA HA IPYTYI0 PAaGOUyI0 CTAHIIMIO.

* Ydamums kpunmokoHmeiiHep. B ¢daiisie KpUNTOKOHTelHepa cTUpaeTcs KitoyeBas nHbopMalusa 1 3arojoBoK,
3aTeM (aiin ynansercs. Tak kak Bcs nHGopManua B KPUNITOKOHTelHepe 3amdpoBaHa, TO yAajleHHe Kiioye-
BOI MHGOpMAaLINU IIOJIHOCTHIO OJIOKUPYET JOCTYII K JAHHBIM, COAePKaIlUMCs B KpUIITOKOHTelHepe. TO caMBbIi
OBICTPHIIT crtocob yAasieHns KPUNITOKOHTeHepa, HO OH He 3alluilaeT OT Jei(GpoBaHUsA JaHHBIX C IOMOIIbI0
npsAMoro nepebopa Kjrouer.

*  YHuumooxcumo Kpunmoxoumeliﬂep. ,[[J'Iﬂ rapaHTUPOBAHHOI'O YHUYTOXEHNA JAaHHBIX IOMHMMO yOaJIEHUA KJII0Ye-
BOM I/IH(I)OpMaLII/II/I, BCE€ JaHHbIE B KpHHTOKOHTeﬁHepe YHUYTOXAKTCA OJHUM N3 aJITOPUTMOB YHUUTOXEHUA.

» AjsroputMm no craggapty 'OCT P 50739-95 BrinosiHAeT ABa LMKJIa 3aMKCcy [ICeBAOCTyYaliHbIX 3HaUeHU.

* AsroputM 1o cranaapTty DoD 5220.22M BeINoJIHAET [Ba LUKJIA 3alMCU IICEBIOCTyYaliHBIX 3HaUeHU U OANH
I[UKJI 3an¥cd GUKCUPOBAHHBIX 3HaYeHUN.

* AsroputMm 1o crasfgapty NAVSO P-5239-26 BeimoJiHAeT [Ba I[UKJIAa 3alUCcU (PUKCHUPOBAHHBIX 3HAUeHUH U
OAMH LMKJI 3allMCH [1ICEBA0CIyYaliHbIX 3HAaUeHU.
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Pa6ora ¢ KpuNTOKOHTelHepaMu

E MacTep yaaneHna KpUNToKOHTEHHEPOE

Aobpo noxanosaTe B MACcTEP ¥ AaNEHWA KPUNTOKOHTeRHepa. LWar 1.
BeifepmTe cnocof waaneHHs

el

— —-
KpynToKoHTeRHep: ... AndreviMy Documentsi aorosopa, oo
() ¥AANMTb KPUNTOKOHTEAHED K3 CNKCKA.

KpHATOROHTERHED MO%HO By AET A00AEMTE CHOES MAM MEMONES0BATE Ha
APYIOM KOMIBHITERE,

(71 ¥RanMTh KPHNTOKOHTERHEp,
K nkoueEaA MHOPMALKA EPMNTOKOHTERHERS By 1ET Y 1aneHS,

@ YHWUTOMMUTb KPUNTOKOHTERHEP.
MoNHOE YHHHTOXEHHE 4aHHBIX KPMNTOKOHTEHHEpa Bes BO3MOXHOCTH
BOCCTAHOBNEHHS,

ANCOPHTH yHHUTOXEHKWA: [GOST RS0739-95
T R50 5

Dol 5220.22-M
MAYSD P-5239-26

I ﬁ? _npaeka l |\/ ¥AanMTE | | }‘ OTMEHA |

Pucynok 3.13. Macmep yOajieHuA KpUnmoxkoHMeUuHepoa
BaxxHo

JIr060¥1 13 aJITOPUTMOB YHUUYTOXEHUS ITOJTHOCTHIO YIaJIsIeT BCIO MHGPOPMAI[UIO, COAEpKaIIy-
10CS1 B KPUIITOKOHTENHEpE.

He rapaHTHpyeTcs MOJIHOE yaaieHre HHPOopManuy Ha HEKOTOPHIX TUMAX (Jiel-HaKom1Te-
JIeH, coJiepXalyx MeXaHN3Mbl HUBeJIMPOBaHUsA n3Hoca (wear levelling).
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naBa 4. CBoMCcTBa KPpUNTOOOBbEKTA

4.1. Quanor CBONCTB KPUNTOOOGBbEKTA

VY m060ro KpunTooGbekTa (KpUNTOANUCKA MJIM KPUITOKOHTEIHepa) eCTh P HacTpauBaeMBIX CBOMCTB. Jluajor
CBOMCTB KPUIITOOGBETA BBI3BIBAETCS MTyTEM BHIGOpA MyHKTa «CBOMCTBA» B IJIABHOM WJIM KOHTEKCTHOM MEHIO MJIH
MO HAXATUIO KHOIIKY Ha MaHEeIN MHCTPYMEHOB KPUIITOOOBEKTA.

MoKa38TE AMANOT CEORCTE KDMI'ITDDEbEKTEIh

AT
10,00 MoaiT
= (7o
KpMATOKOHT EHHED 'QJ

PucyHok 4.1. KnHonka 8v1308a duanoza caolicma Kkpunmoo6sekma

[Tocsie 5TOro OTKPOETCA AUAJIOT CBOMCTB KpUNTOOOBEKTA, KOTOPBIL OAMHAKOB U AJ1A KPUNITOANCKOB, U AJIA KpU-
NITOKOHTEHepOoB.

" Jluck M - ceoiicTea [5__(|

MHbopMauma | JalWKTa

Pasmel eHme: | C:YlokymeHToldocs. orc
Bykea: | M: [DOCS]

Bepoms: | 0.3

Pazmep: | 10,00 MaaiT

faTta cosnaHwa: |18.DG.2I]1[] 17:26:11

GUID: | DFB55531-5E22-4D6B-9C55-A36316F01441

ANroOpyUTH 3EWATEL | MoCT 28147-89

& 0K ] IKGTMEHa ]

Pucynok 4.2. JJuanoz ceoticma kpunmoobvekma - HHpopmayua

Bxiagka «MabOpManus» orobpaxaer OCHOBHYI0 MH(MOPMALUIO [0 JAHHOMY KPUNTOOOBEKTY U He SIBJIAETCSA pe-
JaKTUpyeMOou.

4.2. N3meHeHUe napons n ceptudmkaros

Ha BrJtagke «3amura» MOXHO U3MEHUTh apoJib U cepTU(UKATHL 3alIUTH KPUNTOOObEKTa.
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CBolicTBa KpUNTOOOBEKTA

¥ Auck B - ceoiicTea [z|
MHdopraLa 3aluTa |
TN 3aWmTE:
Mapons [ W VsmeHuTh l
CepTUdMKaTEI ’Q Cyu.l,en_—rsylc:u.l,me] ’ g HoBkbie ]
W 0K ] ’ H Otrena l

Pucynox 4.3. [Juanoe ceoilicmaé kpunmoobvekma - 3awyuma

B 3aBUCHMMOCTH OT TEKYILEro TUIA 3al[UTH KPUITOOOBhEKTA, HA BKJIAAKe OYIyT BEIOPAHBI COOTBETCTBYIOIINE YeK-
OOKCBHI.

Yex6okc «[Taposib» BKJIIOYAET WJIM OTKJIIOYAET 3alUTy HaposieM. [l BeI30Ba Auajiora U3MeHeHUs MapoJisd Tpe-
6yeTcsa HaxaTb KHONKY «V3MEHUTH>.

~ ;

HzmeHeHwe napona |
napgnb: ||||||||| |
KavecTeo napons: |

MoaTEEpHAEHWE Napana: | LL L L L] |

| woc || omes |

Pucynoxk 4.4. [Juanoe usmeHeHusA naposisi

YT0oObI U3MEHUTH CIIMCOK yXe CyIEeCTBYIOINUX CepTI/I(I)I/IKaTOB 3alluThI, HaOﬁXO}II/IMO HaXaTb KHOIIKY <<Cy1].IeCTBy-
omye», 1 B IIOABUBIIEMCA AWAJIOre OTpeAaKTUPOBATh CIIMCOK CepTI/I(I)I/IKaTOB. B cnuicke BO3MOXHO TOJIBKO yAa-
JIEHHE.
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CpoiicTBa KpUNITOOOBEKTA

¥ Cnucok cepTH(HKATOR KPHNTOOGDEKTOB

Bnapeney, MocTaBwmK [ata Bbinycka DefcTenTeneH 4o OeiicTenA

@ vap-cn netsys-ca 24.05,2010 10:16:36 | 24.05.2011 10:15:36 X

PucyHok 4.5. [luaitoe usmeHeHUA cnucka cyujecmayrooujux cepmuguxamos

UtoO6nl J06aBUTH HOBBIE CePTU(DUKATE 3alUTHI, CJIeAyeT HaKaTh KHONKY «HOBBIe», U B MOABUBILEMCA JUaJiore
[00aBUTh HOBBIE CepTUDUKATHI.

-
Cnmcok cepTdmraTos

CrMCoK CepTUhMKETOS 3aLUMTEI ASHHEIX

Bnanenew, MocTaBLWHEK. LeficTBMTENEH A0 OeicTena

5] vap-cn netsys-ca 24.05.2011 10:16:36 ¢ X

[ =% DofaenTs cepTrdmkaTe l

PucyHoxk 4.6. JJluanoz do6assieHun HOBbLx cepmudukamos

[TpuMeHeHVe HOBBIX CBOICTB IMPOMCXOAUT IOCjle HaxaHUs KHONKU «OK» B Auasiore CBOMCTB KPUITOOOBEKTA.
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naBa 5. FapaHTpoBaHHOe yaasneHue ¢pannos

5.1. NapaHTUpoBaHHOe yaasnieHne

OO6bIyHBIE TTpOLeAYPHl yaasieHuA daiiyioB B Windows He yaasisoT cofepxumoro (paiioB Ha aucke. C IOMOIIBI0
cIeliaJIbHBIX YTUJIMT BO3MOXHO IOJIHOE BOCCTAHOBJIEHNE JaHHbIX U3 yAaJIeHHBIX daiiyios. [ HaJexXHoro yaa-
JIeHUsA JaHHBIX He00X0UMO UCI0JIb30BaTh CrelasbHble MeTO/ bl TapaHTHPOBAHHOIO yAaJIeH!s, KOTOPEIe T03BO-
JIAIOT MaKCUMaJIbHO YMEHBIINTh BEPOATHOCTh BOCCTAHOBJIEHUA YaJIeHHBIX (ailjioB ¢ IOMOIIbIO MPOrPaMMHBIX
cpencTs. B Atlansys Bastion A1 rapaHTUPOBaHHOTO yAajieHUs (aiijioB dyepe3 KOHTEKCTHOE MEHIO UCIIOJIb3yeTCs
aigroputm no 'OCT P 50739-95 ¢ aByms I[UKJIaMU 3alKCU NCeBAOCTyYaliHbIX 3HauYeHNI.

BaxHo

Bynbre octopoxHsl! [Tocjie rapaHTUPOBAHHOTO yiaJieHUs (PaiijioB UX COOEPKUMOE HEBO3-
MOXHO BOCCTaHOBUTb.

s rapaHTUPOBAHHOTO yaasieHus (HaiioB U KaTaJoroB HeOOXOAUMO:

1. BIIpoBoaHuke Windows BbIeJIMTh HEOOXOUMbIE (DaIIBl M/UJIU KaTaJIory, jajee B KOHTEKCTHOM MeHIo I1po-
BOJHUKA BEIOpATh MyHKT MeHI0 Atlansys Bastion / 'apaHnTupoBaHHO yaanuTh.(PrucyHok 5.1)

Oruetw 2009-08 TemmmmEee Manka ¢ dainamn
OTrpbITE Fp——
®aiin "CRC

OTKpPEITE B HOBOM OKHE ;
®ain "CRC

|l acroecpa

[[- e
@ Atlansys Bastion Pro 4 Co3aaTe KPMNTOAPXME...,

Frn e N Cozgate SFX-kpunTeapxme...

lapaHTUpOBAHHD YAANUT...
BoccraHoeuTe MPEKHAHD BERCHUHD

Pucynok 5.1. Konmexcmnoe meHio ' apaHmupo8aHHo yoaiums.

2. [laysee nosABUTCA HpeAylpexeHue, 0 TOM, 4To ¢aiiiasl OyAyT yaasieHb 6e3 BO3MOXHOCTH BOCCTAaHOBJIEHUS.
Jl1sa mpoospkeHMs He0OXOqUMO HaXxaTh KHomKy "Jla'".

3. Ilocye 3TOro mMosIBUTCA AUAJIOT ¢ IporpeccoM ynaneHus ¢daiiio u karajgoros (PucyHok 5.2). B Hem oTobpa-
JKaeTcA UMA TeKyIero yaasasemMoro ¢ariia, npoleHTsl 00paboTKu AaHHOro ¢alina, mpoieailee BpeMs ¢ Ha-
yaJia nnpoifecca yaajeHus, BpeMs, ocTaBlieecs A0 3aBepIIeHNs 1 00K NPOLIeHT 3aBeplleHNs yaajleHusA Bcex
BbIOpaHHBIX ¢ailnos. IIpepBaTh IMpolecc yaaJleHus MOXHO HaxaTreM Ha KHONKY "OTmeHa", ogqHako (daiisibl,
yaaJieHHble K 5TOMY MOMEHTY, BOCCTAaHOBUTH OyjeT HEBO3MOXHO.
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T'apanTHpoBaHHOe yAasieHue (ariiaoB

H ¥YaaneHve thanoe Iéj

¥aanenme: ... My Pictures\DSC01515, PG

| I — J

Mpowno spemedy:  00:00:04

QCTanoce peMeHK: 00:00:39

A%

h OTHEHS

Pucynok 5.2. Juatoz yoarteHua ¢aiitos

4. Tlocse ynaneHus Bcex $aiiioB auajior yaaaeHus ¢ailyioB 3aKpoeTcs aBTOMAaTHYECKHU.
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naBa 6. )KXypHasn coObITui

6.1. )KypHan coo6bITunii

JKypHas cobbITHI CIyKUT [IJ11 OTOOpaXkeHUs JIOT cOoOOIIeHUI MmoJib3oBaTesieil. B xxypHase peanuzoBaHa rudkas
cuctemMa GpUIBTpaLNY JIOTOB, II0 TAKUM KpUTepHsM, KaK: UM I10JIb30BaTesisA, XOCT, 1aTa, YPOBEHb JIOra, KaTero-
pus Jiora, MOZYJIb.

UYTo6Bl IPOCMOTPETh XYpPHAJl PerucTpanuu coObITUl, HEOOXOAMMO B I'JTABHOM MEHIO BBIOpaTh MyHKT daiin /
KypHas coObITHIL. .

H Atlansy= Bastion

OelicTEWMA  HacTpofkk  Domowgs

Co3aTe r B
NobaEuTE ]
T—
JAKPEITE ECE KPMNTO00 BEKTEI D
T 10

ﬁKDI—

Brrzog,

Pucynok 6.1. 3anyck scypHaia cobvimuil
[ocsie aTOro 0TO6pPaA3UTC OKHO XKypHasia COOBITHUIA.

Hutepdeiic

E Atlansys Bastion - }{ypHan perucipaumu cobeITHi

AaTtaj/epena ID Mons3oearen Texcr - | [ PneTR
S ST T
|:| MonezoeaTens
271009181605 0-5-01004 SYSTEM Uszer AndreyE M0y logoed out | |
271009191637 0-5-01002 SYSTEM CRDM service stop. I:‘
HKocT
281009105458 0-5-01001 SYSTEM CRDM service started. .
251009105505 0-5-01003 SYSTEM Uszer Andrey@@ANDY logged in | |
251008162022 0-5-01002 SYSTEM CROM service stop. [ Aarajepenn
) HauaneHaA AaTalEpema:
0241 .0916:35:26 0-5-01003 SYSTEM User Andrey@E@ SN0 logged in
i 0z,11,2009 16:40:12
021109163526 0-5-01001 SYSTEM CRDM zervice started. ..
o ) KoHEMHEA AGTa/EpEMA:
0211.0916:39:54 2-5-01008 Andrey Cryptocontainer "C:\Documents and SettingsiAndreyiMy Docu...

0Z,11,2009 16:40:12

02.11.091

|:| ¥poBeHE nora

0211.0916:40:04 2-3-M1016 Andrey Access denied ko cryptocontainer "Ci\Documents and Setkings...
0241.0916:40:10 2-5-01008 Andrey Cryptocontainer "C:\Documents and SettingsiAndreyiiy Docu... 0- Asapra J
0211.0917:20:32 2-5-01009 Andrey Cryprocontainer “C:\Docurments and Settingsiandrey iy Docu... [C] Kameropua nora
Andrey Cryptocontainet "C:\Documents and SettingsiandreyiMy Docu... 3 |C”CTE"15 _I
Andrey Cryprocontainer “C:\Docurments and Settingsiandrey iy Docu... [ Moayns
Andrey Access denied bo cryptocontainer "C:\Documents and Settings. .. ||'|0»'1CHCTBMEI norog _|
2-3-01016 Andrey Access denied to cryptocontainer "C:\Documents and Settings. .. i

i\/ HDHMBHMTb‘ | }‘Cﬁpocmb |

| crpamua 1 s [z
o o0 u\o =

Pucynok 6.2. OkHo JcypHasia cobsimuil
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Kypnan coObITUi

1. OOCHOBUTH CTpPaHMUILy.

2. Hubdopmanusa no BEIOpaHHOMY COOOIIEHUIO.
3. Hacrpoiiku xypHajia peructpaiuu COObITHIA.
4. TlepeliTu K IepBOI CTpaHUIle.

5. IlepefiTu K npeabIgyIIel cTpaHUIle.

6. IlepefiTu K cienymwolieil cTpaHuIle.

7. TlepetiTu K mocjenHell CTpaHUIIe.

8. Tloka3aTh/CKpBITh QUIBTP COOOIIEHNIA.

[Tpu HaxaTUU Ha KHONKY MHGOPMALUU N0 BHIOpAaHHOMY COOOIIEHUI0 0TOOpa3UTCsA UaJIor ¢ MOJIHON nHbopMa-
[[Iel IO 3TOMY COOOIeHUI0:

ILI WHdopHauMAa No NOr CooDWEHHH Ii—hj ]
MMA nonezosaTena: Andrey |
HOCT! andy
Aatalepeta: 02,11.09 16: 3058
WROEEHE 3 - Qwwbka
KaTeropHa; MNones0EaTENkE
Moayne: MEeHEAMED KPMNTOOOLELTOE

MaeHTHbMEaTOp nor coofwerms: | 2-3-01016

TekcT:

Access denied to cryptocontainer "CDocuments and Settings|AndreyiMy
Documents) aorogopa.crc” wrong password,

PucyHok 6.3. Hnu¢popmayua no jtoe coobueHuio

[Ipy Ha)KATHUX HA KHOTIKY HAaCTPOEK XypHaJia perucTpalyuu COObITHH, 0TOOPA3UTCA JUAJIOT HACTPOEK, B KOTOPOM
MOJHO 33/1aTh NMOPSA0K 0TOOpakeHUs cOOOIIeHUN 1 He0OX0UMble CTOIOBI XKypHasla COOBITUN:
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— -
[ﬂ Atlansys Bastion - HacTpoMkM FypHana perucrpauu.l-ii-J

A {MHEEPTMPOESTE HANPAEBNEHHE NPOCMOTPA ¥YPHANE |
{{NOMECTHTE HOBDE COOBLLEHHE HABERX) :

MopAsok cTonbuoE:

JaTalepena
I
MonesoeaTenk
[[] #ocT

[[] ¥poBere

[ Katenopwa

[ Mogyne
TewcT Cnmcok cTonfuoE & }WF'HEHEh

iq (<) (B B

LeeT noaceeTiH co0DWEHHH!

0 - Asapra ﬂ |:|

|ﬂ\ Mo ';.-'MI:IJ'I‘-IEIHHI-D| |\/ HDHMEHHTI:-| | }.g OTHEHS |

Pucynok 6.4. Hacmpoiiku JxcypHaia pecucmpayuu coosimuii

CTo16116I MOXXHO BKJIIOYaTh, OTMeYas COOTBETCTBYIOI[HEe YeKOOKCEI, 1 OTCOPTUPOBATH B O0Jiee yIOOHOM NOPSAKeE,
BEIOpaB HEOOXOJUMEIN CcTOJIOe 1 HaXuMas Ha KHOIIKY IlepeMellleHus CToJIona.

OUIBTP XypHaJIa COOBITUHN CITyXXUT A1 OBICTPOTO MOMCKA 3aJJaHHBIX COOBITHI U BKJIIOYAET B ceOs TaKkue MyHKTHI,
Kak:
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DHUNeTR

[7] NonbzoaTens

] Xocr

[] naTafepens

HavanbHaa natafspems:
8.09,2009 22:33:07

KoHeuHas gaTta/Bpema:
3.09.2009 22:3

33:07

|:| YpoBeHe nora

0 - Asapwa J

|:| KaTeropwa nora

Cucrema J
|:| Moayne

MogoicTeMa noroe

[\! |_|D|-1HEHI-1TI:|] [ S CBpoouTh ]

PucyHok 6.5. @wremp xcypHasia coovimutl

1. Tlonb3oBaTesib - uAeHTUUKATOp (MM) [T0JIb30BATEJIS, CTeHepuPOBaBIINI cOObITHE. COOBITHSA, TeHepHUpYyeMble
cucreMoii, oToopaxatorcs mog nmeHeM SYSTEM.

2. Xocrt - ajipec X0CTa, HA KOTOPOM IIPOM30IILIIO COOBITHE.
3. Jara/BpeMms - HauYaJIbHasA U KOHEYHAsA JATH, B IPOMEXYTOK MEXAY KOTOPHIMU [TPOU3OILIN COOBITHUA.

4. YpoBeHb Jiora - ypoBeHb 0TOGpaxaeMbIX JIOT-COO0IeHUit. ByqyT oTobpaxarcs coobIIeHNs ¢ MEHBIIUM MJTU
PaBHBIM BHIOpAHHOMY.

5. Kareropus Jiora - ICTOYHHUK COOOILIEHMI, CUCTEMA WJIU [T0JIb30BATEJIb.
6. MomyJip cUCTEMBI, CreHepHPOBABLINI cOObIIeHNeE.

Ji1a nprMeHeHns HacTpoeK GUiIbTpanuyd Heo6XoauMo HaxkaTh KHONKY "[IpruMeHuTs".
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FnaBa 7. TexHn4yeckasi noaaepxxka

TexHnueckasa nmoAAepkka OaHHOI'O NMPOAYKTA OCYLIECTBJIAETCA B paMKax INpaBuJjl, ONyOJIMKOBaHBIX Ha caiiTe
www.atlansys.ru. O6patutbcs B cIIyxk0y TEXHIYECKOHN MOOAEPKKU MOXHO IT0 Tesie)oHAM, YKa3aHHBIM Ha CaiTe,
1160 10 3JIeKTPOHHOMN IOoYTe 110 agpecy <support@atlansys.ru>. [y nojgyyeHus ollepaTUBHOIO OTBeTa IpU
3ampoce B CJIyk0y TeXHUYeCKol nojepxke OyapTe rOTOBHI IPeJOCTaBUTh CJIeyIOLTy0 NHGOPMAaLHIO:

+ OaMWJINIO0, UMs, OTYECTBO KOHTAKTHOTO JIMIIA, afpec 3JIEKTPOHHO MOYTH, HOMep TesiedoHa.
+ IlosiHOe HauMeHOBaHUe NPOAYKTA.

+ Bepcus npoaykTta (oTo6paxaetca B auasiore "O nporpamme”).

+ JIuneH3UOHHBIN KJII0Y, JIMOO CEpUITHBI HOMep MPOAyKTa.

+ Bepcus onepaiioHHOI CHCTEMBI, ONMcaHKe KOHPUTypaIuy KOMIIbIOTepa.

+ KpaTkoe omvicaHve BO3HUKIIIEH TPOOJIEMBI U IeHCTBUNA, KOTOPBIE K HEN MPUBEJIN.

* Ilo BO3BMOXHOCTH, CHUMKU 9KpaHa IIpY BO3SHMKOHOBEHNU OIIII/I6KI/I, Ko OI.III/IGKI/I, J'IOF-COOﬁIHEHI/IH, KOTOphBIE
npeauecTBoBaIv omuoke.

* HPI/I BO3HMKHOBEHUU OIIMOOK B CTOPOHHUX IIpOorpaMMax, CBA3aHHBIX C MCIIOJIb30OBAaHMEM JAaHHOI'O IIPOAYKTa,
HanME€HOBaHNME 11 HOMEpa BepCI/Iﬁ ITHUX IIpOorpaMM.

BaxxHo

Huxkorga He coobiialiTe KoMy-0bl TO HM OBLJIO MApOJIM U APYTYI0 KOHPUIEHIINAaIbHYI0 UH-
dopmarum. Ciiyxb6a TeXHUUYEeCKOH MOAePXKKH He 3alpalirBaeT KaKuXx-JIubo rmapoJiei, K-
Yyell ¥ MUH-KOJOB.
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MpunoxeHue A. JINUEH3NOHHbIA OOroBOP

A.1l. JIMLEeH3MOHHbI AOroBOpP C KOHEYHbIM NOJib30BaTesIem

BaumManmue! [TpouTnTe BHUMAaTEJIBHO JaHHBIN JIMIIEH3WOHHEIN JOTOBOP, MIpex/e YeM yCTaHaBJINBaTh, KOIHPO-
BaTh WJIM MHBIM 00pa3oM KCI0JIb30BaTh IpHoOpeTeHHBIN NpoayKT. JIro6oe Uclosib30BaHKe BaMU [IpHoOpeTeHHo-
ro IpoJyKTa, B TOM YlMCJIe ero yCTaHOBKa M KOIMPOBaHUe, O3HaYaeT Ballle corJjiacue C ycJI0BUAMU NIpHUBeAeHHOT0
Huxe JluneH3noHHOTo forosopa. HacTtosamuii JIniieH3MOHHBIN JOTOBOP ABJIAETCA I0PUAUYECKU 00A3aTesIbHBIM
corJIaleHeM, 3aKJII0YaeMbiM Mexy Bamu - KoHeuHbIM mosib3oBaTesieM, u Kommnanuen Atlansys Software; co-
rJlanieHye 3aKJioyaeTcss OTHOCUTESIbHO [IPOrpaMMHOro obecrieueHus (ajee 1o TekcTy - I10), koTopoe IocTaBJif-
eTcA BMecCTe C AJaHHBIM JInIeH3MOHHBIM A0roBopoM. [10, BKIII09aA BCce HOCUTENH, Ile4aTHbIE MaTepyuaJsibl 1 dJIeK-
TPOHHYIO0 IOKyMeHTal[1Io, ABJIseTCs 00beKTOM aBTOPCKOI0 IpaBa 1 OXpaHseTcsA 3akoHOM. Ecyiu BB He COrJIacHBI
NpUHATH Ha cebs yCJIoBUA HacTosAmero JINIeH3MOHHOr0 JOr0oBOpa, BBl HE MMeeTe Npasa ycraHasiausaTh [10 u
JoJDKHBL BepHYTh [10 opranuzanuy, y KoTopoii Bel ipro6pesu I10, B cpoku, ycTaHOBJIEHHBIE 3aKOHOAATeJIbCTBOM
CTpaHbI ero NIpuodpeTeHus 1 [ipaBujaMy BO3BpaTa, AeliCTBYIOIUME B MecTe IpuobpeTeHus. JleHbru BaM OyayT
BO3BpAallleHbl NOJIHOCTBIO IIPX YCJIOBUY, YTO BBl OTKa3aJuCh OT ucnosbs3osanusAa 10 u BepHyu Bmecte ¢ I10 Bcro
oTHocsAmyocA K [10 foKyMeHTanuo, HOCUTEN U yIIaKOBKY.

1. IIpenMmet morosopa

1.1. TIpegmetoMm Hacrosmero JIMeH3MOHHOTO AoroBopa sABJsieTcsA nepefavya Komnanuedn Atlansys Software
(ITlpaBoobnanaTesnem) Bam (KoHeuHOMy MOJib30BaTes0) MpaB Ha ucnosb3oBaHue [10 cnocobamu, yka-
3aHHBIMU B HacTosmeM JINlleH3MOHHOM JOroBope (HeUCKJIIOUNUTESIbHBIX NpaB Ha HcoJib3oBaHue I10).

1.2. Bce yci0BUsA, OroBOpeHHBIE Aajiee, OTHOCATCA Kak K [1O B 11eyioM, Tak ¥ KO BCEM ero KOMIIOHEHTaM B
OTEeJIbBHOCTH.

2. HcxiaouuTesbHOE NPaBo

2.1. Kowmmanus Atlansys Software rapaHTupyeT, 4To UMeeT IpaBo Ha pacrnopspkerue 10 (B ToM uucIie Jo06bI-
MU BKJIIOYEHHBIMU B Hero rpaduueckuMu nzobpaxeHnsamu, pororpaduamMu, TeKCTaMu, JOIOJIHUTEb-
HBEIMH IIpOrpaMMaMi U ApyruMu o6beKTaMU aBTOPCKOIO IpaBa), a Takke [IpaBa Ha pacrnopsbkeHue JIio-
opiMu xonusaMu [10 u compoBoxaatomumu [10 nevatHeIMM MaTepuajiamu. 10 3amumiaeTca 3aKoOHOAA-
TessbCcTBOM Poccutickoii defepanyiy 1 MexXAyHapOAHBIMU COTJIallleHNUAMN 00 aBTOPCKUX IIpaBaxX CTPaHBbI
npuobperenus I10.

2.2. TIO comepXUT KOMMepUYecKyo TalHy U WHYI0 KOH(HAeHIMaIbHy0 HH(pOpPMAIMo, KoTopas 3aluiieHa
ABTOPCKUM IIPaBOM, MeXAyHapOAHBIMH COIJIAIIeHUAMU Y 3aKOHOAATeIbCTBOM CTPaHBI UCIIOJIb30BaHUA.
Hcnonb3oBanne 10 B HapylieHHne HacTosAmero JIMI[eH3MOHHOIO NOroBopa IMpHU3HaeTCs HapylleHUEM
JIeICTBYIOIIEro 3aKOHOAaTesIbcTBAa 00 aBTOPCKUX NpaBax U ABJIAETCA AOCTATOYHBIM OCHOBaHUEM AJIA JIU-
LIeHMs Bac Npas, IpeIoCTaBJIeHHBIX B oTHoeHuu [10.

2.3. Bbl UMeeTe MpaBo OAUWH pa3 MepeaaTh AaHHBINA JIMIIEH3MOHHBIN JOroBop u camo [10 HenocpeaCcTBEHHO
JIPyroMy KOHEYHOMY HoJib30BaTeo. Takas nepefaya JOJDKHA pacpocTpaHATheA Ha Bee I10 (Bkuouas
BCE COCTaBHBIE YaCTH, HOCUTEJIU U TIeYaTHbIe MaTepyaJlbl, a TakXe JIIoOble OGHOBJIEHN:A). YKa3aHHas Iie-
peaaya He MOXeT GBITh OCYIIECTBJIEHA KOCBEHHO MJIM Yepe3 Kakoe-JIMOo TpeTbe JuIo. JInIo, noJyJaro-
mee [10 B pe3ysibTaTe Takoil eAMHOBPEMEHHOI Mepeayu, JOJIKHO COTJIACUTHCA CO BCEMH YCJIOBUAMU
Hacrosuero JIMIeH3MOHHOTO Or0BOPa, BKJII0YasA 063aTeIbCTBO HUIKOMY JaJjIblile He epeaBaTh HaCTo-
A JInneH3noHHEIN goroBop u camo I10. Yerynas cBou npasa Ha 10 ApyroMy KOHEYHOMY IOJIb30Ba-
TEJII0, BBl 005A3yeTeCh YHUUYTOXKHUTH BCe KONMUU nepeaaBaeMoro 10, ycTaHOBJIEHHbIE Ha BallleM KOMIIBIO-
TEpe WJIU CceEpBepe.

3. YcioBUA UCIOJIb30BaHUA

3.1. B ciyuae ycraHoBkU [10 Ha aBTOHOMHBIH (OTAEJIbHBIN) KOMIIBIOTEp paspelnaercsa ycraHoBuTh [10 Ha
OAVH KOMITbIOTep: b0 Ha OJJHOM HACTOJIBHOM KOMIIbIOTepe MJIM Ha OOHOM IePeHOCHOM KOMIIbIoTepe
(HoyTOYKE); TG0 HA OAHOM O(PHCHOM WM OFHOM AomairHeM. 1O He MOXeT OJHOBPEMEHHO HCII0JIb30-
BaThCA Ha HACTOJIBHOM (0¢HCHOM) KOMITBIOTEPE U IIEPEHOCHOM ([oMalIHeM) KOMIIbIOTepe. Bbl He MeeTe
mpaBa ycraHasyuBath [10 Ha kakux-160 JPYTryUxX KOMIIBIOTEPaX.
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3.2

B ciyuae ceTeBoil ycTaHOBKM IIO BBl MOXeTe HCHOJIb30BaTh IO TOJIBKO B paMKaxX OOHOU JIOKaJIBHOM
ceTH; BB MOXeTe ycTaHoBUTH [10 Ha oAvH cepBep. B yo6oM cityyae oJHOBpeMeHHOe Hcrosib3oBanue [10
paspelaeTcs TOJIBKO Ha OAHOI pabouel cTaHIuY (ec/id NHOe He OTOBOPEHO B OT/EJIBHOM COTJIALIeHUN
¢ Komnanueii Atlansys Software).

4. TIloctaBka Ha ABYX THIIaX HOCHUTeJIEH

4.1.

B ciyuae eciiu I1O mocTaBJisgeTcsa Ha IBYX WJIM HECKOJIBKUX BUIaX HOCUTEJIEN, BKJTIOYAs TIOCTABKY Yepe3
HHTepHEeT, TO, HE3aBUCHUMO OT KOJIMYeCTBa HOCUTEJIEN, BBl IMeeTe MPAaBO MCIIOJIb30BaTh TOJIBKO OAWH U3
UMeImuXcA y Bac 3k3eMIUIApoB 10 B cooTBeTCTBUU € 1.3 HacToAmero JINieH3MOHHOTI0 JOr0BOpa.

5. PacmpocrpaHeHue nmporpaMMmHoe obecneueHue (I10)

5.1.

Pacnpoctpanenue I10 He nonyckaercs. [Toa pacnpocrpanenveM 10 noHuMaeTcs, B 4aCTHOCTU: Mpeao-
cTaBjleHHe [OCTyNa TPeTbUM JIMIlaM K BOCIIPOM3BeJeHHEIM B J1t060i ¢popme koMnoHeHTaM [10, B ToM
qucsie MyTeM NpoAaxu (3a MCKJIIOUeHHeM CJIydaeB, yKa3aHHBIX B II. 2.3 HacTosAuero JInieH3noHHOro
JloroBopa), IIpokarta, cauyd BHaeM WJIN IpeJoCTaBIeHNs B3aliMBbl.

6. OrpanuyeHus:n

6.1.

6.2.

6.3.

Perucrpanus. Brl corstacHsl ¢ TeM, uTo I1O cHaGxaeTcs cpeicTBaMU 3al[MTH OT KOMUPOBAHUSA 1 Heorpa-
HUYEHHOTO HCIIOJIb30BaHUsA. [IpeiocTaBiieHHbIe BaM HACTOAMMWM JIMIIEH3MOHHBIM JIOTOBOPOM IIpaBa B
otHomeHuu [10 MOTyT He BCTYNUTH B MOJIHYIO CHJTYy O Te€X MOp, IoKa He O6yeT mpou3BeleHa perucrpa-
iy [10 B nopsAake, onpefieJieHHOM B JokyMeHTanuu Kk [10, 1u6o Ha Be6-caiite www.atlansys.ru , 6o B
HHBIX TIocTaBsiieMbix KomnaHuei Atlansys Software oTKpBITEIX MaTeprasiaxX. B mpoliecce perucrpanuu B
Atlansys Software He nepefjaeTcs HUKaK1X BallliX [epCOHAJIBHBIX JAaHHBIX, 32 UCKJIIOUeHNEM YKa3aHHBIX
Bamu menu @amwminu u OTyecTBa U COXpaHAETCA NOJIHAA aHOHUMHOCTb.

Bce yci10BuA 1 orpaHuYeHusA Ucnosb3oBanusA [10 yka3aHsl B MyHKTe 3 HAaCTosAIIero JINIeH3MOHHOT 0 J0ro-
BOpA, eCJIM MHOE HE OTOBOPEHO B OTAEJIbHOM COrJialieHnu Mexay Bamu 1 Komnanueri Atlansys Software.

BbI 06513yeTech He OCYIIECTBJIATh CAMOCTOATEBHO M HE pa3peliaTh TPETHUM JIUI[AM OCYIIEeCTBJIATH CJie-
JyIomiyie etCTBUA:

6.3.1. InzaccembIMpOBaTh, TEKOMITHJIMPOBATH (ITpe06pa3oBRIBATh OOBEKTHHIN KOJ B UCXOHBIN TEKCT)
MporpaMmel, 6a3sl JJAHHBIX U Jpyrue KoMHoHeHTH [10, 32 NCKITI0UeHNeM CJTyvYaeB, KOT/1a BO3MOX-
HOCTh OCYIIECTBJIEHUS TAaKUX AEWCTBUH MPSAMO IMpeIyCMOTPEHa JIeHCTBYIOMINM 3aKOHOATeThb-
CTBOM.

6.3.2. Mogudunuposats I10, B TOM uncjie BHOCUTh U3MeHEHUA B OOBEKTHBIN KOJ IIporpaMm uiu 6as
JaHHBIX K HUM, 32 UCKJII0UeHHeM TeX U3MeHEeHU, KOTOpble BHOCATCSA CpeICTBAMU, BKIIIOYEHHBIMU
B KOoMILIEKT I1O 1 onvcaHHBIMU B JOKYMEHTAaIVMU.

6.3.3. IlepenaBaTh lpaBa Ha ucroJsib3oBanue [10 TpeTbrM JIMIaM, 3a UCKJIIOUEHUEM CJIydas, yKa3aHHOro
B II. 2.3 HacTosALero JINeH3noHHOI0 AOroBopa.

6.3.4. Co3pmaBaTh ycjoBuA Ui ucnoab3oBaHua [10 gunamy, He MMEKIIMMU IpaB Ha MCIOJIb30BaHUE
nanHoro I10, B ToM uucie paboTamlIUMUA C BaMUd B OOHON CETH WJIM MHOT'OIOJIb30BaTeIbCKOM
cucTeMe.

7. TexHuueckas nmoanaepxkKka

7.1.

7.2.

Kommnanus Atlansys Software npeocTaBsifeT BaM yCJIyTH 1o TexHU4eckol moanepxke I10 (nasee - Tex-
HUYecKas MOAJepXKa) B COOTBETCTBHU C TEKYL[VMMM NpPaBUJIAMHU OKa3aHUA TEXHUYECKOU MOAJepPXKKU
Komnanum Atlansys Software. ITpasuia nmy6ynkyroTcs Ha Beb-caiite Komnanuu Atlansys Software u mo-
ryT OBITh U3MeHEHH 6e3 IpeABapUTeIbHOIO YBeJOMJIEHH .

Jlio60e mporpaMMHOe obecreueHue, TOCTaBIsIEMOE B paMKaxX TEXHUYECKOM MOAAEPXKKU, CUMTAETCA Ya-
cTbio [10 U JOJKHO MCIOJIb30BAThCA B COOTBETCTBUU C YCJIOBUAMU HACTOSAIEr0 JIUIIEH3MOHHOTO J0ro-
BOpa.
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10.

11.

7.3. s ocyuecTBiieHUA TexHUYeckodl moadepxku Kommnanus Atlansys Software BmpaBe moTpe6GoBaTh OT
Bac mpejocTaBjieHUs MHGOpMAIMY, Kacamwleiica TeXHUYeCKUX XapaKTepHUCTUK Baliero o60py1oBaHus,
a TakXXe 3anpoCUTh CTAHAPTHbIE aHKETHBIE JJAHHbBIE, B TOM YICJIe Ballle UM, Ha3BaHHe KOMIAHUU (A7
I0pUAUYECKUX JINLI), aipec, 3JIeKTPOHHBIN aaipec U HoMep TeJiedoHa.

7.4. Kommnanus Atlansys Software BmpaBe MCIOJI30BaTh BHINIEYKA3aHHYI0 MHGOPMAIUIO B IEJIAX PA3BUTHUA
6u3Heca, B TOM 4ricJiie (HO He UCKJIIOUUTESIbHO) 111 pa3BuTus [10 1 okazaHUA TeXHUYEeCKON MOANepKKU,
npu ycsoeuu uto Komnanus Atlansys Software He mcnoJib3yeT 3Ty MHGOPMALIUIO B KAKOH-I60 dhopme,
[I03BOJIAONIEN Bac MAeHTU(GULINPOBATh.

HcnsiTaTtesnbHble Bepcuu [10

8.1. Ectu Bepcus IIO o6o3HaueHa KaK «HCHOBITaTeNIbHasA», «JeMOHCTpAlMOHHAasA» WM «0bJieruyeH-
Hasa» («Try&Buy», «Trial», «Demo» wiu «Lite»), gajiee «ucneiTateabHas Bepcus [10», To, He3aBUCUMO OT
OCTaJIbHBIX YCJIOBUI HacTosAlero JIMieH3noHHOro JOoroBopa, 0 TeX Mop, [oKa He OyAeT npruobpeTeHa
JIUIeH3uA Ha NoJHOQYHKIMOHaIbHYI0 Bepcuio 10, mpuMeHsaeTcs HacTOAMUN paszerl.

8.2. BmI corjyiacHH € TeM, YTO UcCHBITaTeJ bHasA Bepcus [10 nMmeeT orpaHnueHHY0 QYHKINOHAJIBHOCTD U/WUJIN
orpaHuYeHHoe BpeMsA paboTel. I10 npegocTasiseTcsa TakKUM, KAKOBO OHO €CThb, IIpeJHa3HauyeHO HCKIIIO-
YITEeJIbHO JJIA Liesiell IpeBapUTesIbHOT0 3HAKOMCTBA C BO3MOXHOCTAMU NOJIHOGYHKIKOHaIBHOTO I10.

8.3. Komnanus Atlansys Software He HeceT HM KaKOI OTBETCTBEHHOCTHU 3a MOPYY WJIM IOTEPIO JAHHBIX Ha
BaIlleM KOMIIbIOTEPE WJIM UHBIX HOCUTEJIAX MHGOPMAIMH [IPYU HCIO0JIb30BAHUY HCIBITATEJIBHOU BEPCUU
I10.

8.4. Ecyu ucneitatensHoe [10 siBJIAeTCA OrpaHUYeHHBIM 110 BpeMeHH, TO [0 UCTeYeHUH ONpe/e/IeHHOro Ie-
proaa BpeMeHH, SIBHO ykazaHHOro B I10, oHO MoxeT npekpatuth paboty. Eciu He O6buta mprobpereHa
noyiHoGyHKIMoHaBHAA Bepcus [10, HacTosamuil JINIeH3MOHHBIN JOrOBOP IpeKpaliaeT CBoe JeliCTBUe
10 CTeYEeHUH HUCIBITATEIBHOTO Ieproia.

IIporpaMMHOe obecrieyeHue, MpejOCTaBIAeMoe KaK OGHOBJIEHUE

9.1. Ecsu ITO o603HaueHO Kak «00HOBJIeHUEe» («Upgrade»), Ui €ro UCMOJIb30BaHUSA BbI JOJIKHBI UMETH AeH-
CTBYIOIIYIO JINIIEH3UIO Ha UCIOJIb30BaHUE MPOrPaMMBbI, KOTOpas yka3zaHa Komnanuedn Atlansys Software
KakK IMojijiexalnas oOHOBJIEHUIO.

9.2. TIO, o603HaUYeHHOE KaK «0OOHOBJIEHNE», 3aMeHsEeT COO0I WU JOIOIHAET IPOrPaMMYy, ABJIAIOLUIYIOCSI OCHO-
BaHMEM Balllero npasa Ha OOHOBJIEHUE.

9.3. YcranasnuBas [10, 0603HaueHHOE KaK «OOHOBJIEHNE», HAa KOMIIBIOTEP, BbI JINIIIAeTeCh JIUIIEH3UY Ha paHee
HICTIOJIb3YEMYI0 IIPOTPaMMY.

9.4. Bel uMeeTe npaso ucnosb3osath 10, nosyyeHHOE B KauyecTBe OOHOBJIEHUS, TOJIBKO B COOTBETCTBUM C
yca0BuAMH JIMIIEH3MOHHOTO JOTOBOPA, ¢ KOTOPBIM OHO IOCTaBJIAETCS.

9.5. JIio6nle o6sa3aTesnbeTBa Komnanuu Atlansys Software 1o TexHuueckoll noJilepkke paHee HCIO0JIb3yeMOoi
IIporpaMMel IIpeKpamanTcsa B MOMEHT nepeaadu BaM I10, 0603Ha4eHHOro Kak 0OHOBJIEHUE.

PacropxeHue nqorosopa

10.1.Be3 ymep6a ansa kakux-amubo cBoux mpaB Kommanus Atlansys Software MoxeT IpeKpaTHUTh JielicTBHe
HacTosmero JINIeH3oOHHOT0 JOroBopa pU HeCcOOJII0JeHNH BaMU ero yCJIOBUM U/WJIN OTrpaHUYeHN!.

10.2.IIpu npekparieHuu AelicTBUA HacToAmero JInieH3lMoHHOro JoroBopa Bbl 0053aHbl YHUUTOXUTD BCe 1Me-
ouuecsa y Bac konuu 10, a Takxe genHctauposarts [10.

I'apanTuu u Bo3MelneHue

11.1.Kommnanus Atlansys Software rapaHTupyeT KauecTBO JaHHBIX HA HOCUTEJIAX, BXOAAMNX B KOMILIEKT I10,
1 paboTOCIIOCOOHOCTD NIOCTABJIAEMBIX IPOIPaMM B TedeHHe rapaHTUHHOIO CPOKa, YCTAaHOBJIEHHOTO JIA
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JIviieH3NOHHBII JOTOBOP

[10 3akOHOAATEILCTBOM CTPAHBI IPUOOPETEHNS, U MTPU YCJIOBUIX, OTOBOPEHHBIX B JOKYMEHTAIMU (B TOM
YuCJIe ¥ JIEKTPOHHOI), a TaKKe TapaHTHUPYyeT KaueCTBeHHOe 0GOpMJIEHUE MTeYaTHON JJOKyMeHTaIuu. B
ciayuae npuobpetenus 10 B npenesnax Poccuiickoit denepaliuy rapaHTUNHBIN CPOK cocTaBiseT 60 qHeid.

11.2.B octansHoM I1O nocTaBJisfeTcs «TakuM, KAKOBO OHO ecTh». Kommanusa Atlansys Software He rapaHTupy-
eT, yTo I10 He coepXUT OMMOOK, a TakXxe He HeceT HUKaKOH OTBETCTBEHHOCTH 3a NPsAMBIE MJIU KOCBEH-
Hble YOBITKY, BKJIIOYAA YMOYIIEHHYIO BBITOAY, OTEPI0 KOH(UAeHI[MAaIbHOU NH(pOpMAaNK, BO3HUKIINE B
pesyibraTe npumMeHeHus [10, B TOM 4ncie 1M3-3a BO3MOXHBIX OMKNOOK MJIM oneyaTok B KoMmiuiekTe I10.

11.3.Kommnanus Atlansys Software He rapanTupyet, 4to [10 6yAeT cOOTBETCTBOBATh BalIUM TpeOOBaHUAM, a
Takxe He rapaHTupyet paboty 10 coBMecTHO ¢ mporpaMMHBIM obecrniedeHrieM 1 060pyJOBaHHUEM APYTUX
H3rOTOBUTEJIEN.

11.4.3a uck/II09eHHEM CJIydaeB, IPAMO NIpeIyCMOTPeHHBIX HacTosAmel crathell, Komnanusa Atlansys Software
He JJaeT HUKaKUX rapaHTuil OTHOcUTeJIbHO I10, ero paboTocnoco6HOCTH, MPUMEHUMOCTH JIJ11 KOHKPET-
HOTO HCITOJIb30BaHUsA, JaXXe eCJIM TaKue rapaHTHUH OOBIYHO NPEAOCTAaBJIAIOTCA B COOTBETCTBUU € OOBIYa-
SIMH 1€JIOBOTO 060pOTa.

11.5.JIr06as orBeTcTBeHHOCTh Kommnanuu Atlansys Software, BHe 3aBUCIMOCTHY OT OCHOBaHUI 71 ee BO3HUK-
HOBeHUs, OyZleT orpaHuyeHa IieHoM, yIlJlaueHHO! BaMu Tpu npuobpereruu I10.

12.YcnoBus akecnopra

12.1.Bb1 He AOIKHBI 3KCIIOPTUPOBATh UiIM pesKcnopTrupoBath [10 B HapyllleHHe 3aKOHOAATEIbCTBA O COBEp-
IIeHNHU 5KCIIOPTHHIX CAEJIOK, AelCTBYyIolero B cTpaHe npuobperenus I10, a Takke B HapylleHUe JII060ro
JIpyroro npuMeHNMOI'0 3aKOHOAaTeJIbCTBA.

13.IIpoyue ycaoBus

13.1.B ciyyae ecau Bbl npuobpenu niau nosyuuau 10, Bkmouasn 10 «He 1A Npofaky», UCHBITaTeJIbHBIE
Bepcuu 10 u I1O, o603HaYeHHOE KaK «OOHOBJIEHNE», Yepe3 HTepHeT:

13.1.1.Kommnanus Atlansys Software He npefocTaBJisieT BaM HUKaKUX FapaHTUH B OTHOIIEHNUN KaKUX OB
TO HU OBLJIO TOTpebuTesibckux kadecTs 10, BkiTtouasa pabotocnocoOHOCTh [10 ¥ mpUrogHoOCTh AJ1A
HCIOJIb30BaHMA B KaKUX-JIM00 LiesiAX, JaXxe ecid TaKue TapaHTHUU OOBIYHO MPeOCTaBJIAITCA B
COOTBETCTBUU C 00BIYAsIMU [EJIOBOTO 000POTa;

13.1.2. Kommnanus Atlansys Software He nepefjaeT BaM HUKAaKUX [T€YaTHRIX MATEPUAJIOB, BKJIIOYAs PYKO-
BOJICTBO I10JIb30BAaTEJIA.

13.2.Bo3HarpaxaeHreM o HacTosAmeMy JINieH3MOHHOMY AOTOBODPY Ipu3HaeTcsa ctouMocTs [10, yecrtaHOBIIeH-
Has Kommanmeit Atlansys Software wim ee qucTpuOBIOTOpaMU U MOJJIeXAlIas yIjlaTe B COOTBETCTBUM
C ompejiesIAeMBIM MU NOPAAKOM.

13.3.Hacrosmutii JINIieH3MOHHBIN JJOTOBOP CUMTAETCA 3aKII0UEHHBIM C MOMEHTA, KOT/1a BB IPUMETE €ro yCJIo-
BUsA, @ UMEHHO: OTMETUTE MYHKT «fl MPUHUMA0 YCJIOBUA JOTOBOPa» HA MOHMTOPE BaIlero KOMIbIOTEPA
U HaXMeTe Ha KHOMKY «Jlajiee»; HacToAmui JINIIEeH3MOHHBIN JOTOBOP COXPAHSET CUJIY B TE€UEHHE BCETO
nmepyuoja JIeNCTBUA UCKJTIOUYUTEIIBHOTO TTpaBa B oTHomeHnu [10.

13.4.B ciyuae ecy BBl He COTJIACHHI C YCJI0BUAMU JINIIEH3MOHHOTO JOTOBOPA, OTMEThTE ITyHKT «fl He IpUHU-
Mar yCJIOBUA AOTrOBOpPa» M HAXKMHUTE Ha KHOIIKY «OT™MeHa» JJIA BbIXO4a M3 IIpOrpaMMbl YCTaHOBKH.

13.5.Kommnanus Atlansys Software rapaHTupyeT, 4TO maHHBIE, COOOIIEHHBIE BAMH NPU YCTAaHOBKE U PETU-
crpanuu I10, 6yQyT XpaHUTHCS U UCIOJIb30BaThCA UCKIIOUUTEIFHO BHYTpY ['pynmbl koMmnaHui Atlansys
Software.

13.6.Kommnanus Atlansys Software rapaHTupyer, 4TO AJaHHBIE, COOOIIeHHbIe BaMU py aktusanuu I10, 6yayT
XPaHUTHCS U UCIOJIb30BaThCA UCKITIOUUTEIBHO BHYyTpU Kommnanuu Atlansys Software.

13.7.Bce nmpaBa Ha HaMMEHOBAaHU1 IPOrPAMMHEIX MPOAYKTOB «Atlansys Enterprise Security System», «Atlansys
Server», «Atlansys Bastion», «Atlansys BastionPro» npuHajiexar uckaounTesapHo Atlansys Software.
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Fnoccapum

OCHOBHbI€e TEPMUHDbI U onpeaeneHns

AsnroputMm Kpunrorpadpuve-
CKUH

3akpbiTrie (pa3MOHTHPOBa-
HUE)

Kimou mudposanua

Kpunroapxus

Kpunroapxus camopacrako-
BBIBAIOITUICS

Kpunroguck

KpunrokoHTeiiHep

Kpuntoo6sekt

OTkpeITUE (MOHTHpPOBaHUE)

MIudpoBaHue

910 HaboOp JIOTUYECKUX TIPaBUJI, ONIPEAESIALIINX Ipollece NIpeo6pa3oBaHUs MH-
(dbopManuy U3 OTKPHITOrO COCTOAHUA B 3amudpoBaHHoe (3amudpoBbIBaHUE) U,
Hao060poT, U3 3amudpPOBAaHHOIO COCTOSAHUA B OTKPHITOE (pacuirdpoBHBaHUE).
CyliecTByeT MHOXeCTBO KpUNTOrpabrUvecKux aJrOpUTMOB, KOTOPHIE pa3Jifya-
I0TCA 10 CTENEeHN KPUIITOCTOMKOCTH (CJIOXHOCTH JemmnbpoBbiBaHus nHGOpMa-
1uu 6e3 3HaHUA KJII0Ya), CKOPOCTU paboTH, pa3Mepy Kiitova mudparuu. [Ipu-
Mephl kpuntorpadudeckux aaroputMmon: AES, Blowfish, DES, TOCT 28147-89.

Hpouecc OTKJ/IIOUE€HUN A KpHHTOKOHTefIHepa WJIN KPpUIITOAVICKA KaK JIOTUYECKOTro
AVICKa B OHepaHHOHHOﬁ CHUCTEME. I[aHHBIe Ha 3aKpbITOM KPI/IHTOO6"bEKTe ITOJIHO-
CTbIO HEAOCTYIIHEI.

ODTo ciiy4aliHad, [ceBociIyvyaiiHas WK crenuajbHbEIM 06pa3oM chopMUpOBaH-
Has IocJieloBaTeJIbHOCTh OWT, ABJIAIONIAACA IlepeMeHHbIM I1apaMeTpoM ajiro-
putMma mmdpoBanuA. Eciu 3ammdpoBaTh oAHy U Ty ke WHPOpMaUUo OJHUM
U TeM Xe aJITOPUTMOM, HO pa3HBIMU KJII0OYaMU, Pe3yJIbTaThl [ToJIydaTcs Tak xe
pasHble. Kitrou mrdpoBaHus nMeeT OOHY CYIeCTBEHHYI0 XapaKTepUCTUKY - IJIH-
Hy, KOTOpas, KaK IpaBuJjio, u3MepseTcsa B burax. J[yia 60JIbIIMHCTBA aJITOPUTMOB
6oJibllas JIMHA KJII0Ya COOTBETCTBYeT 60JIbllleli KpUNITOCTOMKOCTH aJropuTMa.

OT0 daiis, cofepxamiuil MOJHOCTHIO 3aIPOBAHHBIN U apXUB CKaTHIX (aliyioB
1 Karajoros. B kpunroapxuse 3amudpoBaHa Bcs nHGopmMalys o dariiax, BKII-
yasg UX UMeHa U CTPYKTypy KaTaJloroB, YTO I03BOJiAeT 6e30I1acHO IepechllaTh
KOH(beaeHIMaJIbHYy10 NH(POPMaLUIo, ecId HeT He0OOXOAUMOCTHU €€ U3MEHATh.

OTO KpUIITOAPXUB, KOTOPHIE MOXHO paclakoBaTh 6e3 MHCTAJUIALUU [IPOAYKTa.
OH cofepXUT BHyTpHU ceOs MOAYJIb AJiA pacmudpoBEIBAHNA U paclakoBKy (ari-
J10B. MOXeT MCI0JI30BaThCA AJIA ITepechblIKY KOHGUAEHITNAIbHON HHpopMauu
oJIb30BaTesIAM, He nMelonuM Atlansys Bastion.

ODTO LeJIMKOM 3alni¢poBaHHbIH pa3fes aucka win ¢Jnm-HakonuTesd. daiiio-
Bad cucTeMa pasze’ia 3amnudpoBbiBaeTCs OJIHOCTHIO0, BKJIIOYAsA CIIyXeOHYI0 NH-
dpopmanuo.

Oto daiin, uMmelomuil onpeneeHHYI0 CTPYKTYpPYy, COAepXalluil BHyTpPU IIOJI-
HOCTBIO 3amn@poBaHHbIN 06pa3 ¢aliyioBoil cUCTEMBI, KOTOPas MOXeT MOAKJIIO-
yaThCs B BHAe AuckoBoro ycrporictBa Windows. ITpouecc 3ammidpoBhIBaHUA
1 pacmrdpoBbBaHNUA NHGOPMAIUK [TPOU3BOAUTCS AaBTOMATHUeCKU U IOJIHO-
CTBIO IpO3payveH JJIA 0JIb30BaTesA. KpUITOKOHTeHepHI T03BOJIAI0T Ge30I1acHo
o6MeHUBaTHCs O0IBIMMYU 06beMaMy KOHGUAeHIaIbHON nHbOpMaIi, KOTo-
PYI0 He0OXOANMO peJaKTHPOBATh PAa3HEIMU I10JIb30BATEIIAMU.

B Atlansys Bastion 3T0 ofIjee HaMeHOBaHNEe KPUIITOAPXUBOB, KPUIITOKOHTEN-
HEPOB WJIM KPUIITOAKCKOB.

T[Tpouecc MOAKITIOUEHNA KPUNTOKOHTEHEPA VTN KPUNTOAVCKA KaK JIOTUIECKOTO
JIVICKa B OIEPALIIOHHOMN cucTeMe. [[Jis OTKPHITHS KPUNTOOOBEKTA B 3aBUCUMOCTH
OT TUIA €ro 3aIIUTH MOXET HCIIOJIb30BATHCSA HapoJib WK cepTUDUKAT.

9To0 crocob KOOWpOBaHUA I/IH(I)OpMaHI/II/I [0 crnenqruaJibHOMy MaT€MaTU4Ye€CKOMY
aJITOPUTMYy C KCIIOJIb30BaAaHUEM KJTI0uei IIII/Iq)I)OBaHI/IH AJIA COXpaHEHUA eé KOH-
q)I/I,I[eHHI/IaJ'IbHOCTI/I " 3alUThl OT HECAHKMOHNPOBAHHOI'O ITPOCMOTPA.
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