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BBegeHue

1. HasHaueHUe fOKYyMeHTa

JaHHOEe PYKOBOJCTBO TIONb30BaTessi COAEPXKUT CBeJeHUs TI0 YCTaHOBKe M JKcIutyartaiuu Atlansys Security Server u
Tpe/iHa3HaYeHo /1J1s1 KOHEeUHBIX T10JIb30BaTesiell CUCTeMBI.

2. CBefieHUA O NpoAykre

Ipoaykr Atlansys Security Server obecrieuvMBaeT XpaHEHWE [AHHBIX I10/b30BaTe/Ie Ha 3alUIIEHHbIX C TMOMOIIILIO
Kpurrrorparyeckoro muGpoBaHus CeTeBbIX AMCKaX, pa3MellleHHbIX Ha Bbl/le/IeHHOM cepBepe. 3alljuTa /IaHHbIX Ha JMCKax
OCYIIIeCTB/ISI€TCSI C IOMOIIIBI0 CepTU(UKATOB WK TapoJiei.

,Z[OHOJ'IHI/ITEIILHLIE CBe/leHns 00 MCII0/Ib30BaHUN AAHHOI'O MPOAYKTA M TTOC/IEAHNH BEPCHUU AJOKYMEHTALIMKU MO>KHO T10/TyUYUTh
Ha calTe KOMITaHUU www.atlansys.ru.

3. TexHnyeckue xapakTepucTuku

[Topep>xrBaeMble oriepaliMOHHbIE CUCTEMBbI OC Windows 7, Windows 8, Windows 8.1, Windows 10
Ioamepskka GaiIOBbIX CUCTEM FAT, FAT32, NTFS

Co3gaHue KpUNroapxuBoB Her

Co3paHue KpUITTOKOHTeHHEepOB Ectb

Co3paHye KpUITTOJUCKOB C COXPaHeHHWEeM CyLecTByIoMX | Ecte
JAHHBIX

INoanepxuBaeMble aNrOpUTMBI 1 poBaHusl. (B| AES, Blowfish
3aBUCUMOCTH OT THIIA T[IOCTaBKH TIPOAYKTa Habop
aJTOPUTMOB IIHM(POBAHKS MOXKET OT/IMYATCS OT YKa3aHHbIX).

ANTOpUTMBI TaPAaHTUPOBAHHOTO YHUUTOKeHHS (aiiioB I'OCT P50739-95, DoD 5220.22-M, NAVSO P-5239-26

MakcuMarbHbIM pa3Mep 3alUiljaeMbIX JUCKOB OrpanuueH (aitioBoii cUCTeMO# Jucka

1

4. CucteMHble TpeboBaHuUs

Iporneccop Intel Pentium III, AMD Athlon wmu Bbitie

OrneparnioHHasi CUCTeMa JJIs1 cepBepa Windows Server 2008, Server 2012, Server 2016, Server 2019

OnepalyoHHast CUCTeMa JI/Isl KOHCOJ/IU yIpaBeHus: cepeepoM | Windows 7, Windows 8, Windows 8.1, Windows 10

OO0OBEM oTIepaTUBHOM TTAMSATH He MeHee 128 Mobaiit

CB00O0HOE MECTO Ha AUCKe MUHUMYM 50 MOaiT

Pa3pemienue skpaHa MuHUMYM 800x600 nukceieit
[TpuBog, CD-ROM TPYU UHCTAJJIALIUU C KOMITAKT-J1CKa
INoaxntoueHue K Internet [ perucTpalyy NpoAyKra

5. JINUEH3UOHHbIW [OroBOp

[IpunoxkeHue A J@aHHOTO PYKOBOZICTBA COAEPKUT TeKCT JIMIIeH3MOHHOTO [J0r0BOpa, C KOTOPHIM HeOOXOTUMO 03HAaKOMHUTHCS
riepe/i YCTaHOBKOM, KOMTMPOBaHUEM WM KaKUM-THO0 APYTUM MCIOTb30BaHHEM JAaHHOTO MPOAyKTa. JIroboe UCroib30BaHue
MIPOJYKTA, B TOM UMCJ/Ie er0 YCTaHOBKA Y KONMPOBaHUe, 03HauaeT COIVIaCHe C YC/IOBUSIMM JIML|eH3MOHHOIO J0roBOpa.

1B 3aBHCUMOCTH OT TUIIA ITIOCTAaBKU IPOAYKTaA Haﬁop aJITOPUTMOB H_II/Iq)pOBaHI/IH MOXXeT OT/IMYaTCA OT YKa3daHHbIX.



www.atlansys.ru

NnaBa 1. YcTaHOBKA U yaasieHMe NporpamMmmMHoOro
oGecne4yeHus

Baxxuo

Yro cnenmyet moMHUTH Tiepef ycraHoBko 1O Atlansys Security Server:

* Ecom y Bac Obula yCTaHOBJEeHa [IeMOHCTpaljMOHHas Bepcusi WM  TIpeAblAylias
NMoMHOQYHKMOHA/IBHAsT Bepcysi, He COBMeCTHMash C HOBOHW, 3aKpOiTe BCe OTKPBIThbIE
KPUNITOKOHTEHEepbl Y KPUMNTOAWCKH, [eUHCTa/UIMPYiTe TpeAbIAYIIyI0 BepCHI0 MpOrpaMMbl U
nepe3arpys3ure KOMIIbtOTep. TOMBKO IIOC/Ie 3TOro IPOU3BOAUTE HOBYIO yCTaHOBKY.

+ [lepep ycTaHOBKOM IpOrpaMMbl 3aKpOKTe BCe paboTarolie pHIOKeHHSI.

» JIns yCTaHOBKY MPOrpaMMbl HEOOX0AUMO 00/aZiaTh MpaBaMM AJIMUHUCTPATOpa OTepaljiOHHON
CUCTEMBI.

1.1. YcTaHOBKa NporpaMmMHOro oéecrne4yeHusi ¢ NOMoLbio
MHTEPaKTUBHOIO UHCTa/I/IATOPA

[/l yCTaHOBKY MPOrPaMMHOT0 0becriedeHus Ha pabouyro CTAaHIIMIO a[MUHUCTPATOPa HEOOXOAMO BBITIO/IHUTE C/IEYIOIHEe
ZIeNCTBUS:

1. 3amycruts nporpammy uHcTa/usiTopa Atlansys-CSRV-5.0.4-setup.msi.(PucyHok 1.1)

ii.él Atlansys Security Server EI

No6p0 NOMANDBATH B MACTED YCTAHOBKW,

ITOT MACTER YCTAHOBMT CHCTEMY SaWMTEI KOHDHAEHUHANEHOH
HHbOPMAUMKH Atlansys Security Server,

Mepes 3anyckoM NPOLEcca YETAHOBKH, PEKOMEHAYEM 3aKPEITE
ECe paboTakWHE NPHMAOKEHHS,

EcnM Bl X0THTE NPEPEATE NPOLECE YCTAHOBKM, HAKMHTE Ha
KHOMEY "OTMeRa”, AnA Npoaon#eHka NpoLEecca YCTaHOBKH

AI | Elﬂ SYS SOﬁWHfB HammMKTE KHoNEY " danes",

Bre Mpaea Ha pacnpoCcTpaHeHKe M HONONE3I0EaHHE QAHHOMD NporpasMHorg
ApOOYWET 3 JallMW eHEl 33K0HaMKA ofl F'-BTIJFICKHI Apaeax | MexoywHapoOHEIMA
COrnaWweHHAMH, HECaHKLI.HDHHpDB:aHHDE FOAMPOEAHKE KK pAcnpacT paHeHk2
OAHHOrD AporpaMmHIra ApoLyYETa MK nolod era 4acTw ApecneyeTCA No
Fpax BAHCEDMY H WEONQEHOMY Z3K0HO0ATenECTEY .

= Hazag |

PucyHok 1.1. Yemanoeka Atlansys Security Server

OTHEHA |

2. Haskarb KHOTIKY «/]amee», mocie uero rosiBUTCS JraaoroBoe okHo (PucyHOK 1.2), B KOTOPOM Ipe/yiaraeTcsi 03HaKOMUTBCS
C IULIEH3UOHHBIM [IOrOBOpOM. B ciiyuae coriacusi Heo6X0AUMO BbIOPATh MYHKT: «$1 MIPUHUMAK0 YCIOBUS JIULIEH3UOHHOTO
JoroBopay. [1715 Mpofio/pKeHus TTPOLieAyPhl YCTAHOBKU HaXKaTh KHOTIKY «/[lamee».




YcTaHOBKA U yfja/ieHHe TPOrpaMMHOT0 06ecrieueHust

jig Atlansys Security Server

JIMLEH3MOHHBIFM AO0roBOp
EOkETEeCE C Tek kil AL eH3KOH

NUUEH3HOHHbIK AOTOBOP C KOHEUHbIM NONb30BATENEM i’

BHuraHwe! [poyTiTe EHMMATENEHD SaHHEIA MMLEHZMOHHEIR 0OFOBOR, NREHE
4EM YCTAHAENMEATE, KOMWPOESTE MAM MHEIM 0BpEZ0M HCNONES0ESTE
NpHobpETEHHEIR NPOLYET.

Nufoe MCNONEZ0EAHKWE EAMM I'IFIHEIEFIETEHHEIFD npoayers, B TOM YHCNE ero
YCTIHOBES W KONMWPOEBAHKME, 02HIAYARET Balle cornacke C YCAOBWAMK NMPWUEELEHHOMD
HHXE .|_|I-'1LI|EH3I-'1IIIHHEIFEI 4Oroeopa.

HacToAw WA NTMUEHEMOHHEIR JOr0BOR ABAABTCA HIpMEMYecky 0DAzZaTeNEHEIM
COrNALLEHWEM, 23KNHYAEMEIM Mex Ty Bamy - KOHEYHEIM NONE20EATENEM, W
Fomnanued OO0 MporpaMmHele cHCTEME ATNAHCHC R, COMNALLIEHWE 3AKNKYAETCA
OTHOCWTENEHD Nporpammioro obecnededud (Danee no TekcTy - [0, koTopoe hd

IF yq MpHHHMaHD YCNOEHA NHUEHZHOHHOM O .ﬂ.DFDBDpaE

MevyaTe | < Hazan Jdanee = | OTHEHE |

PucyHok 1.2. /TuyeH3uoHHbIll 002080p

3. BBectu nMms nonp30Bartess, OpraHU3alvio, CepUIHBIA HOMep, KOTOPbIi MOCTaB/sIeTCsl C NpofiyKToM. CepuiiHblii HOMep
COJIeP>KUT TSATh [1071€}1 10 IISITh CUMBOJIOB, BCe OYKBbI I0/DKHBI BBOAUTHCS B BEpXHEM perucTpe. [1s IpoJ0/DKeHusI HaKaThb
KHOIKy "[lanee".




YcTaHOBKa U yAajsieHue rmporpaMMHOro obecrieyeHus

i'-.% Atlansys Security Server

3apervcTpypoBaTh

pErHCTPHPYHTE Bawy

MA Nonbso0EaTENA

I.ﬁ.dmin

Baw e-mail

JpraHHzauma

CEpMAHBIA HOMER

= Hazam | Jdanee = OTHEHE |

PucyHnok 1.3. Pezucmpayus

4. BpIOpaTh KOMIIOHEHTHI IPOrPaMMHOTr0 06ecriedeHusi, KOTOpble HeoOX0MMO YCTaHOBUTE. I10 yMomuaHuio Ha pabouyro
CTaHLIMIO afiMUHUCTparopa OyyT yCTaHOB/IEHbI BCe KOMIIOHEHThI KOHCOJIH YIIpaB/ieHuUsl.




YcTaHOBKA U yfja/ieHHe TPOrpaMMHOT0 06ecrieueHust

i'-.% Atlansys Security Server

EulB0op KOMNOHEHTOB
E-t-lt-lEFlHTE MMOOHEHTEI 0AA WCTaHOERH

F'uKTHBHl:I':.-'ﬁTE! MEIWEHY HEOHKH E AepeEe KOMAOHEHTOE NPOAYETA, UToBRI Bblﬁl:lElTb EQOMAOOHEHTEI ANA

WETAHOBKH.,
KopnopaTHEHAA CHCTEMa SaWMTEI
K pHATOCEpEHE prop L
MHDOPMALLFH,
F.oHCoNE YNpaBneHHa KpK
1| | 3
< Hazan | Jdanee = OTHEHE

PucyHok 1.4. BbiGop KOMNOHEHIN08 KOHCO/IU ynpassaeHusi Kpunmocepeepov

5. YkaszaTh UM KaTasora [jjisi yCTaHOBKU IIPOTrpaMMbl (peKOMeHyeTCsl 0CTaBUTh 3HayeHue 110 yMoI4aHuio). VimMs karanora
MOXXHO 337laTb BPYUHYIO WM BbIOpaTh Karasor, Ha)kaB Ha KHOMKY «0O630p». ITo ymomuanuto Ha Pabouuii crton
TIOMELAIOTCS SIP/IBIKYA MPOTPaMM, eI B 3TOM HeT HeoOXOJUMOCTH, TO HeoOXOAUMO OTK/IHOUUTE YeKOOKC "TloMecTHTh
SIPJIBIKY TIPOTPaMM Ha pabouuii cton". 7151 Mpo/io/KeHsT HaKaTb KHOTIKY «/lanee». (PucyHok 1.5)




YcTaHOBKA U yfja/ieHHe TPOrpaMMHOT0 06ecrieueHust

i'a‘!:“ Atlansys Security Server

Bhlﬁﬂp Katanora Ha3HadeH+1a
v AHOENEHE dhaknel Npo

Mporpata YCTAHOBMTCA B CNEAYHILLMA KaTanor.
HammiTe kHoNKY 'fdanee’, 4ToAE! BRINDAHMTE YCTAHOEKY B 3TOT Katanor, Y1obkl ERINOAHMTE
WCTAHOBKY B APYrOH KATanor, HasMKTe KHoMKY '0630p’ M BeifepHTe TpebyemeIH KaTanar.

Qfz0p... |

F.aTanor YCTaHoBkKH:

¥ MoMecTHTE ApRbikH NPOrpart Ha pabBoqmi cran,

< Hazan Jdanee = | OTHEHE |

PucyHok 1.5. Bbibop kamasoza 0151 ycmaHoeKu npozpamvmbl

6. Ilpu HeoOXOAMMOCTH, MO)KHO HaKaTh Ha KHOTMKY "Ha3zaj"' u W3MeHWUTH paHee BBeZieHble mapametrpbl. [Ijisi 3armycka
TMpolLiecca yCTaHOBKY He0OX0IMMO Ha)XKaTb KHOTIKY « YCTaHOBUTB». (PucyHOK 1.6)
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YcTaHOBKA U yfja/ieHHe TPOrpaMMHOT0 06ecrieueHust

jig Atlansys Security Server

[OTOBHOCTL K YCTAHOBKE
0 (T AHOERH

AnA zanycka NpoLecca YCTAHOEKKH HAasMHTE KHOMKY "¥CTaHOBHMTE"

YCTAHOEMTE | OTHEHE |

PucyHok 1.6. 3anyck npoyecca ycmaHoeku

7. Tlocme 3TOro MoOsIBUTCS OKHO, OTOOpakarolriee MPOL[eCC YCTaHOBKHU MporpaMMHoro obecriedenust. (PrucyHok 1.7)

jig Atlansys Security Server

YCTAHDEKa NPOAYKTA

AHOEKH

ModanyfcTa, A0HAMTECE SAEEPWEHHA BOEX HEOOXOAMMEL ONEpaLHA,

CTaTyo:

= Hazag danee = OTHEHA

PucyHok 1.7. IIpoyecc ycmaHoeKu

8. [ly1s1 okOHUaHHS MpoLjecca yCTaHOBKM He0OX0MMO HaskaTh Ha KHOTIKY «3aBepLnThb». (PrucyHok 1.8)

11



YcTaHOBKA U yfja/ieHHe TPOrpaMMHOT0 06ecrieueHust

jig Atlansys Security Server

Y¥CTAHDEKa NPOAYKTA ¥YCMewWHo 3agepilieHa

HasmuTe KHONKY "SaEepluMTE" ANA 3ABEPLUEHKA YCTAHOEKH NpOAYKTA,

= Hazam | OTHMEHS |

PucyHnok 1.8. 3asepwieHue ycmaHoeKu

1.2. OGHOBNIEHNE NPOrpaMMHOro oéecneyeHus

Ecim Ha paboueli cTaHIMM aIMUHMCTPAaTopa WM Ha CepBepe Y)Ke ycTaHOB/eHa Oosee paHHss BepPCHSl TIPOAYKTA, TO
TIPY YCTaHOBKe HOBOM BePCHM, COBMECTHMOW C TpPe/bIAYIIeH, TIPOV3Be/IeTCs ee aBTOMaruueckoe oOHoBieHue. OmnvcaHe
COBMECTHUMOCTH BepPCHH MPOTrpaMMHOr0 00ecrieueHust, [jisi KOTOPbIX BO3MO)KHO OOHOB/IEHHWEe, CMOTPUTE B TIOCTAB/ISIEMOM
C MHCTA/UIATOPOM JOKYMEHTAalluM WK Ha caiiTe rpou3BozuTess. Bce KoHQuUrypalvoHHble (aiisibl TpebiayIieil Bepcun
MPOJYKTa COXPSIHSIOTCS M UCTIONB3YIOTCS HOBOW BepCHei.

Baxuo

Ilepes O0OHOBIEHWEM TPOrpaMMHOTO O0OeCrieueHWss Ha CepBepe 3aKpoiTe BCE OTKPBIThIE
KPUITOKOHTEeHHEPbI M KPUTITOAUCKH, 3aKPOliTe BCe paboTaroliye PUIOXKEHHUs, U TOJTBKO MOCJIe 3TOT0
npou3BoAuTe 0OHOB/IEHHE.

5151 06HOBNIeHUs TTporpaMMHoro obecrieuenust Atlansys Security Server Heo6xoarMO:

1. 3anyctute mnporpamMmy wuHcTansitopa Atlansys-CSRV-5.0.4-setup.msi. VHcrannsatop oToOpasur HOMep BepCUH
YCTaHOB/IEHHOTO NPOAyKTa U HOMep HOBoM Bepcuu. HaxkaTh kHonKy "[lanee". (PucyHok 1.9)
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YcTaHOBKA U yfja/ieHHe TPOrpaMMHOT0 06ecrieueHust

i'-.% Atlansys Security Server EI

JNobpo noxanoeatk B MACTED YCTAHOBKM,

CDHApYMEHa CHOTEMA SaWK TR KOHDHAEHLHMANEHOH HHPOPMALKHK
Atlansys Security Server BepckK 5.0,4, 2298, HamMHTE KHOMKY
"Janes", yTobbl NpoMsEECTH DOHOBNEHHE 40 Atlansys Security
Server BepoHKd 5.0.4,2293,

Atlansys Software

Bre Mpaea Ha pacnpoCcTpaHedKe W HCNONEZ0EaHHE QAHHOMD NporpasHorg
NpOOYET 3 33 HW eHEl 23K0HaMKA ofi ABTDPCKHI Npagax | Mex oywHapoOHEIMA
COrnaweHHAMH, HEIZ-EHKIJ.HIZIHHFIDB&HHDE FOMHPOEaHHE MAH pacnpocTpaHeHA:S
OAHHOrD AporpaMMHOra ApoLYET 3 MK ool era 4acTw ApecnefyaTCA No
FPa#0AHCKDMY W WTONOEHOMY 23KOHO0ATENECTEY .

= Hazam |

OTHEHE |

PucyHok 1.9. O6noenenue Atlansys Security Server

2. Tlocie 3TOrO MOSBUTCS OKHO, 0TOOpaXkarolljee MpoLiecc 0OHOB/IEHHs MporpaMMHOro obecrneuenus. (PucyHok 1.10)

jig Atlansys Security Server

YCTAHDEKa NPOAYKTA

AHOEKH

ModanyfcTa, A0HAMTECE SAEEPWEHHA BOEX HEOOXOAMMEL ONEpaLHA,

CtaTtyc: [poEepka YCTaHOEKH

= Hazag danee = OTHEHA

Pucynok 1.10. IIpoyecc ycmaHoeKu

3. [I7st OKOHYaHUSI TIPOLIecca YCTaHOBKYM HeOOXOIMMO HaXkaTb Ha KHOTIKY «3aBepimTh». (PucyHok 1.11)
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YcTaHOBKA U yfja/ieHHe TPOrpaMMHOT0 06ecrieueHust

i'.g!;'J Atlansys Security Server

Y¥CTAHDEKa NPOAYKTA ¥YCMewWHo 3agepilieHa

HasmuTe KHONKY "SaEepluMTE" ANA 3ABEPLUEHKA YCTAHOEKH NpOAYKTA,

= Hazam | OTHMEHS |

PucyHok 1.11. 3agepwieHue ycmaHogKu

1.3. YcTaHOBKa NporpaMmMHOro ooecrne4yeHnsi ¢ MCNoJsib3oBaHNeM
KOHhurypaumnoHHoro caiina

YT00BI aBTOMaTH3UPOBaTh YCTaHOBKY Atlansys Security Server c 3apaHee 3ajaHHOM KOH(GHTryparyei, MOOKHO UCTIO/b30BaTh
KOH(UTYPAI[UOHHBIN (haii, KOTOPbIM COZEP)KUT TEKCT CO CIUCKOM OMLUM U WX 3HaueHui. Paiii [o/DKeH ObITh HarucaH
B kozupoBKe windows-1251. Kaxzasi OMiusi 3amuchiBaeTCsi B OT/AENbHONW CTPOKE W He [JO/DKHA ObITh Oosibiie 512
cuMBOJIOB. CTPOKH, HAUMHAFOLIECS CO 3HaKa PEILETKH (#), CHUTAIOTCSl KOMMEHTapUsIMH U UTHOPUPYIOTCS. UTOOBI 3aIyCTUTh
WHCTAJISITOP B HEMHTEPAaKTHBHOM PEXKHUMe HeoOX0JMMO BEHITOJIHUTE B KOMaHZHOM CTPOKe KOMaHZy yCTaHOBKH C ¢iarom /qn:

msiexec /i Atlansys-CSRV-5.0.4-setup.msi /qn

ITo ymomyaHuto KOH(MUTypaLMOHHBIN (aii [o/KeH UMeTh nMs settings.cfg v pacrionararbcst B TOM e KaTasiore, 4to u Qaiin
uHcTasTopa. Ecim Heo6XoquMo 3a/ath Apyroe uMs ¢akisia, TO ero MOXHO 3a/JaTh uepe3 KOMaHJHYIO CTPOKY:

msiexec /i Atlansys-CSRV-5.0.4-setup.msi CONFIG="config.txt"

B koH¢urypaioHHOM (aiisie MO)KHO 3a/iaBaTh OMLIMU:

1. "COMPANYNAME=company" - HaMMeHOBaHUe KOMIIaHWH, Ha KOTOPYIO 3apervCcTpUpPOBaH MPOAYKT.
2. "USERNAME=user" - uMs [10/1b30BaTesisi, HA KOTOPOTr'O 3apervCcTpUpPOBaH MPOAYKT.

3. "PIDKEY=serial number" - cepuiiHblii HOMep NpOAyKTa, KOTOPbIH OCTaB/IsIeTCsI BMeCTe € IIpoAyKToM. Coziep AT MSTh
TI0/Te} U3 MSATH CUMBOJIOB (OYKB B BEDXHEM PETUCTpe U LUdp), pa3eneHHbIX CHMBOJIOM fleduca '-'.

4. "INSTALLDIR=path" - myTh K KaTranory yCTaHOBKH.

5. "ADDDEFAULT=modulel,module2,..." - no3BosseTr BEIOOPOYHO BK/IFOYATh YCTAHOBKY KOMITOHEHTOB. 3HaueHHEe —
Ha3BaHMs1 KOMIIOHEHTOB Yepe3 3arATyro. Takke MoxkHo Harmrcatb ADDDEFAULT=ALL — 370 OyzeT 03Hauath YCTaHOBKY
BCeX KOMIIOHEHTOB. MO)KHO yKa3bIBaTh Cjle/lyrollyie Ha3BaHNs KOMIIOHEHTOB:
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YcTaHOBKA U yfja/ieHHe TPOrpaMMHOT0 06ecrieueHust

* CryptoCont — KDUITTOKOHTEHHEpHI;
 CryptoDisk — kpunroaucku.
Mpumep danna settings.cfg:

# KoHourypauma ana paboyein cTaHuMm agmuHucTpaTopa
INSTALLDIR=C:\Program Files\AtlansysCSRV\
ADDDEFAULT=ALL
PIDKEY=527LD-2TEST-0ONLY4-VOVAN-SFXFL
USERNAME=Bacwunuin NeTpos

COMPANYNAME=000 [epeBsaHHasa Ckana

OTH Ke CBOMCTBAa MOXKHO 3aZlaBaTh U3 KOMaHAHOW CTpoKU. Hanprmep:

msiexec /i Atlansys-CSRV-5.0.4-setup.msi INSTALLDIR="c:\Program Files\AtlansysCSRV" ADDDEFAULT=ALL
PIDKEY=527LD-4TEST-ONLY2-VOVAN-SFXFL. USERNAME="Bacumuii Ilerpos” COMPANYNAME="000
JepeBsinnasa Ckana"

1.4. YpaneHue nporpaMmMHOro ooecrnevyeHus

[nis1 ynaneHusi IporpaMMHOro obecrieueHuHsi He0OX0AUMO BBITIONMHUTE C/IeYIOLIVe JelCTBUSI:
1. 3akpbith KoHCO/b AJMUHUCTPATOpPA, €C/TK OHA Obla 3amyiieHa.

2. 3anycTWTh NpUIOKeHWe YcTaHOBKa U yhaneHue mporpamMm (ITyck / IlaHenws yrpaeieHus / YCTaHOBKAa W yjasieHHe
TIporpamm), U3 CIiMcka mporpamMm BeiOpath Atlansys Enterprise Security Server.

Ins ynanenus Atlansys Security Server Heo6X0UMO Ha)KaTh Ha KHOTIKY " YnanuTh". [T0OABUTCS OKHO /I/1sI IO TBEPIKIeHUs
3amnpoca yaajieHusi, Heobxo[UMO HaXkaTh Ha KHOMKY "[Ia", mocsie uero HauHeTcs Tipoijecc yaaneHus Atlansys Security
Server.
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FnaBa 2. KoOHCcoNb KpuntocepBepa

2.1. Ha3HaueHue

KoHconmb KpumnTocepBepa - 3TO TMpPWIOXKeHWe, TIpefHa3sHAueHHOe [ HacTpPOMKM U OIepaTMBHOIO YIIpaB/eHUS
KpPUIITOCEPBEPOM.

2.2. 3anyckK nporpamMmmbl

3anyck mporpamMMbl OCYIIeCTB/IsIeTCsl MO0 uepe3 sIp/bIK Ha pabouem crone Windows, nmbo uepe3 meHio "Ilyck / Bce
nporpammsbi / Atlansys / Enterprise Security Server / KoHncosib Kpuntocepeepa .

el ¥ AANEHHEIA NOMOLLHHE |
Bre Oporpanil M Atiansys

BI04 M3 CMCTEME E JAEEpLWEHHE PaABoTE
|y | & G|

k i KoHcone kprnToCcepEEpa

PucyHok 2.1. 3anyck Konconu Kpunmocepeepa

2.3. UHTepdpeiic

Ipwu 3amycke KoHcomu KpuUmnrocepsepa, MOSBUTCS OKHO ayTeHTU(UKALIMKM Ha KpUMTOCepBepe. B mosisi HeoOX0AUMO BBECTU
WM T10/Ib30BaTeIs, Naposb U afipec KpUNTOCepBepa.

K AyTe HTMbHHALIMA HA KpHOTOCE pBE pe |2| E'
Monbs0EaTENE! | Wasya |
Mapone: |-|||-||| |
Aapec KpMNTOCEpPEERA: | 192.165.1.126 LI

[ W BoATH ] ’)’.‘OTMEHa ]

PucyHnok 2.2, Aymenmugukayusi Ha Kpunmocepeepe
[Mocne ycnerHoi ayTeHTH(HKALN TP MEPBOM 3aIlyCKe KOHCOJIH OTKPBIBAETCS JOCTYII K S7IeMeHTaM yTIpaBIeHHs:

1. T'naBHOe MeHIO.
2. KHormKM ObICTPOro nepexoa K COOTBETCTBYIOIIUMHI MOAY/IsMU KoHcosm.
3. Agpeca cmy0bl TeXHUUECKOH MOAEePKKU TIPOAYKTa.

4. VHpvKaTop NOAK/IIOYEeHHS U aZipec KPUIITOCepBepa, K KOTOPOMY IOJK/IFoueHa KOHCOJIb.
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KoHconb KpunTocepeepa

¥ Atlansys ESS - KoHconn kpyHnToce pee pa o Z E'E'

Marn  HacTporkd  Cnpaeka

Atlansys Enterprise Security System
KoHconb kpuntocepeepa

Aobpo nodanoeaTte B Atlansys Enterprise Security System!

Atlansys Enterprise Security System npegHasHaqed AnA WHppoBaHia HHQOPMaLkK Ha cepeeparx, Habop
KPHATOrpafMYeckky: CPEACTE NOSEONMT B NHOD0A CHTY&UMH H3AEMHD 3aWMTHTE KOHEHAEHULHANEHEIE 4aHHEIE OT

HECAHKLHMOHHMPOEIHHOrD A0CTY NS,

KpuNToKOHTEeRHepbl é ! KpunToaMcKM

AocTynHbie dryHKLLMM:

TexHHYECKaA No4 4 epHEa: /
e-mail: supportimatlansys.ru

Q0 "MporpaMMHBIE CHCTEMEl STRAHCKHE, 2009

Q Aapec kpunTocepeepa: 192.168.1.126

PucyHok 2.3. I'nagHoe okHo KoHconu Kpunmocepegepa
Mesto "®aiin" cogepKUT OAMEHTO:
+ "Cosgarp" - A1 CO34aHUsI HOBBIX KPUTITOKOHTEMHEPOB, KPUIITOIHUCKOB.

» "IobaButh" - Jyisi A06aB/EHUs] CYILECTBYIOIIUX KPUMITOKOHTEMHEPOB M KPUITOJMCKOB, KOTOPble ObUIM CO3/laHbI Ha
JPYTUX cepBepax WX pabourx CTaHLIUSX.

* "3aKpBITb BCe KPUMTOOOBEKTHI" - OBICTPOE 3aKPLITHE BCEX OTKPHITHIX KPUIITOKOHTEHEPOB U KPUITTOAVICKOB.
+ ")KypHan cobpiTuii" - 0KHO /151 TPOCMOTPA >KYPHasla PeTUCTpaiii COObITHH, MPOUCXOASAIINX B CHCTEME.

* "BrIxoa" - 1 BBIXO[@ U3 KOHCOJIU KPUIITOCepBepa.

17



KoHconb KpunTocepeepa

-
i Atlansys Security Server - KoHconb K

[ﬂ}aﬁn] Jedctema Hactpoikn  Cnj

Co3pate »

AoBGaenTe r
33KpBITE BCE KpUATOOBBEKTEI
Kypran cobeImhi..,

3BBEPLUNTE CEAHC

Brixog

PucyHok 2.4. MeHio "®aiin"

2. MeHnto "[leficTBUSA" aKTHBHO, KOI/ja 0TOOpa)kaeTcsi CIMCOK KPUITTOKOHTEHHEPOB U KPUIITOAUCKOB, ¥ COZEPKUT JeCTBYS,
KOTOpBIe MOYKHO OCYIIIeCTB/IATh HaJ| TEKYIIIUM KPUTOOOBEKTOM.

i Atlansys Security Server - KoHcons KpunTocepeepa

Daiin [,ﬂ,eﬁcrﬂun] Hactpofkn  Cnpaeka

@ i’ Otkpoims... “’3‘ i @

e 3JakpbiTo

ri_{@ ¥nannTb...

PucyHok 2.5. Menio "/Jeticmeusn”

3. MeHo "HacTpoiiku'" cofiep>KuT MoAMeH!0:
+ "Hacrpo¥iku..." - 1151 BBI30Ba jManiora HaCTPOMKY MapaMeTpoB paboThI IIPUIOKEHHSI.
* "CHHUCOK IUIarvHOB..." - 711 0TOOpaykKaHHsI CITUCKA 3arpy>KeHHbIX MOZy/Iel (I/IariiHOB) KOHCOJH.

+ "CBopauuBaTh B Tpeil" - [/11 CBOpauMBaHMsl OKHA KOHCO/M B CHUCTEMHBIN Tpel, NPy Ha)kKaTUX Ha KHOTIKM 3aKpPbITHS
WJIM MUHHUMH3aLWK OKHA, UTO M03BOJIsIeT 00ecreurTb OBICTPBINM ZOCTYI K KOHCO/M KpUIToCcepBepa Oe3 eé OBTOPHOU
3arpys3Ku.

-
i Atlansys Security Server - KoHcons kpunTocepeepa

Daiin  JdeficTens [Hacrpuﬁlm] Cnpaeka

@ I_ﬁ g HacTpodiku...

CnWCoK NNaruHoeE...

[ H: [111] CBOpaqYMEaTE B TREA
10 NN MAzGT -

PucyHok 2.6. Menio "Hacmpotiku"

4. Menrwo "CripaBKa" COL|epXXUT ITyHKTBI:

* "[71aBHOe MeHI0" - [JIs Iepexo/ia Ha I[VIaBHYIO CTPaHULLY.
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KoHconb KpunTocepeepa

* "CnpaBka" - /151 BbI30Ba CIIPaBKU I10 IIpOrpaMMe.

* "O mporpamme" - ayist BeI30Ba Auasora "O mporpamme", B KOTOPOM COZEpPXKUTCST MH(OPMaLsi 0 BepCHUU TMPOTPaMMBl,
rapaMeTpax perucTpary, U JOCTYIHbBIX JTULIEH3UsX.
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naBa 3. PaGoTa ¢ KPUNTOKOHTENHEpaMun

3.1. BBegeHue

B naHHOM pa3gesie onyvchiBaeTcs paboTa C 3alyilieHHBIMA KPUNITOKOHTeHepaMy, UX Co3/jaHue, fobaBneHuve, yjaneHue U
OCHOBHBIE /IefiCTBUS Hajl HUMH. KpunTokoHTeliHep rpezcTaBsisieT co00i daiin, cofepsKaljyii MOMHOCTBIO 3aM(pOBaHHBIN
06pa3 ¢aiiynoBoli cucteMbl pasziena, KOTOPBI MOYKHO MOAK/TIOUUTE (TIOJMOHTHPOBATh) B CUCTEMY B BUZe JUCKa. I1pu 3ToM
BCe TIPWIOXKEHUS U Cy>keOHbIe TiporpaMMbl Windows OyziyT BOCIIDUHHMATB €r0 Kak TOJIHOL|eHHOe FICKOBOe YCTPOMCTBO.
IToka KpUNITOKOHTeMHep He OTKPBIT, er0 COZIep>KUMOe HeBO3MO)KHO TIPOYUTATh, TaK Kak OHO 3alM(poBaHO KPUITTOCTONKUM
aJITOPUTMOM, TI03TOMY (aiiil KpUIITOKOHTelHepa MO)KHO 0e30T1acHO KOMMPOBaTh Ha Pa3/MuHble HOCHUTEH, TiepeJjaBaThb 110
CeTHU.

JoCTyn K KpUNTOKOHTEHHEPY MOMKET OBITh 3allMIIieH C TIOMOIIBI0 Maposs u/und Habopa cepTudukaToB. Bribop Tuma

3aIIUTHI [Ie/1aeTCsl UCXO/Isl U3 HeOOXOAMMOCTH UCTIO/h30BaHMsT KPUTITOKOHTelHepa HeCKOJIbKUMHU T10/1b30BaTe MU, HaT4ust
B OpraHM3alyy LIeHTpa CepTU(UKATOB.

3.2. Co3pgaHne KpUNTOKOHTEHepa

YToObI CO3/aTh KPUNITOKOHTEHHep, HeoOX0ANMO B KOHCO/IM KPUIITOCEpBepa BhIOpaTh B IJIaBHOM MeHIO MyHKTHI "daiin" /
"Co3gats" / "KpurnitokoHTeHep..."

[ i Atlansys Security Server - Koncons kpunTocepeepa @E
[M Jeiictema  Hactpodkwn  Cnpaeka
Cozgate * |l KpwnrokowTeiinep... Shift+C
loBasute . l,__‘:l' KpunTognck... Shift+D

3aKpeITE BCE KpUNToOGREKTRI
KypHan coBemuii...
3EBEPLUNTE CEAHEC

Breiog,

PucyHok 3.1. Menio "®aiin" / "Co3damp" / " KpunmokoHmetiHep "

[Mocne yero 3amycrutcs Mactep co3jjaHusi KpUNITOKOHTeHepoB. B mosiBuBIIeMcs OKHe He0OX0AUMO 3aJaTh MOJHOe UMsI
(aitnia KpUITTOKOHTeMHepa.
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Pabora c KpUNTOKOHTelHHepaMu

¥ MacTep co3agaHMA KpHNTOKOHTE HHe poR

MacTep CO3AaHWA KPMNTOKOHTeHHepoE. Lar 1.
WHAMHTE MMA, PACNONONEHHE M DAsMED KPHNTOKOHTERHEDS, & TaK#e DyKEY AMCKAE, KOTODYHD OH By aeT
33HHMATE B CHCTEME,
= -

A dakina: |E:'I,IZ|I:IELII'|'|E!I'||:5'I,B><D.&FILI.I.HE!

DMHCaHHE:! BxoaAwme AOENYMEHTEI OT KOHTRAreHTOE

MeTka amcka: |

Pazmep! {3_} ma ()6
EvkEa AMCKa:

Ha 3Ty ByKEY KPHNTOKOHTEAHED By AET OTKPLIT B CHCTEME

&) Hazan [ Aanee 3 ] ’)“OTMEHa ]

PucyHok 3.2. Macmep co30aHusi KpunmokoHmetiHepos.
PekoMeH/IyeTCsl 3allOMHUTL TI0Jie OMUCAHWS KPHUIITOKOHTeiiHepa, B KOTOPOM 3alMChIBAETCS Ha3HAYEHHWe WM KpaTKoe
OTKCAHKE COZIeP)KUMOr0. PeKOMeH/[yeTCs 3a[jaTh METKY [J1CKa, KOTOpasi B iasibHeliieM GyzeT 0ToOpakaTbCsi B CUCTEME, 110
Hell MOXKHO OyieT JIerko OTVIMYaTh JaHHbIH KPUIITOKOHTEHHED OT APYTUX [JUCKOB.
HeobxoquMo 3ajaTh pasmep CO3[4ABaeMOr0 KDWIITOKOHTEHHepa, ero MOXXHO BBECTH BpYyuHyIO, aub0 BbIOpaTth u3
MIPe/IJIO’KEHHOTO crucka. Ilepekmouatens MO/I'0 mepekitouaeT BbIOOp pa3Mepa KPUMNTOKOHTeliHepa B MerabalTax wiu
rurabaiitax. MakCcUManbHbIN pa3Mep KPUIITOKOHTeiHepa OrpaHiYeH pa3MepoM CBOOOJHOTO MeCcTa HOCHTeJIsl, Ha KOTOPOM

OH CO3JaeTcCs.

HeobOxopymo BbIOpaTh OyKBy [JKMCKa W3 COKMCKa CBOOOJHBIX, HAa KOTOpYHO OyZeT MOJMOHTHUPOBAH CO3/laBaeMbIi
KPUIITOKOHTeHHep.

IMocne Toro, Kak HeoOXoAUMbIe 110711 OyIyT 3aro/IHeHbI, Pa30IOKUpyeTCst KHOTIKA "[lasee", moc/ie HaXKaTusi KOTopor Mactep
CO37]aHHUs KPUIITOKOHTEHHEPOB TepeliieT Ha Iuar BbIOOpa THIIA 3all{UThL.

Ha ganHOM 1mare HeobXoAUMO BBIOPaTh CI10COOBI 3aIMThI KpUIITOKOHTeHepa. Bo3MOKHBI pa3iuHble KOMOMHALIMM 3all{UThI:
* C [IOMOIIBIO MTApOJIs;
* C NOMOIIbIO OHOTO cepTU(MKara Ui Habopa CepTU(UKATOB;

* C TIOMOLIIBIO T1apoJisi ¥ CePTU(HHUKATOB OZHOBPEMEHHO, B 3TOM CJiy4ae, NPH OTCYTCTBUH HEOOXOAUMOro cepTuduKara, st
OTKPBITHS KPUITTOKOHTeiHEepa MO>KHO OyZieT MCII0/Ib30BaTh NapoJib.
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Pabora c KpUNTOKOHTelHHepaMu

¥ MacTep co3agaHMA KpHNTOKOHTE HHe poR

MacTep CO3AaHWA KPMNTOKOHTeHHepoE. Lar 2.
BrlfepeTe anropiTH M CNocod 3alkTel KPMOTOKOHTEAHERA

L """

ANFOpPHTH SAWKTEI KPHOTOKOHTERHEpa: [FOCT 28147-39 LI
Mapone SaWMTE

Maponke; |uuuu |
KaqecTED naponA: L eeeee——

MoaTEEp¥ ASHHE N3ponA: | sesssnes |

[ ] CepTHtHEATE! SaWHTEI

KonMYecTED BRIGpaHHED: CERTHRMKATOE: 0 CNMCok CEpTHMESTOE

’ € ) Hazaa ] [\/’ CD3ﬂ.aTb] ’ 2L OTMeHa ]

PucyHok 3.3. Macmep co30aHusi KpunmokoHmetiHepos. Cnoco0bl 3aujumnlt.

[/l 3alUThI C TIOMOIIIBIO TIApoJisi HeobXoAuMo BbIOpaTh uekOokc "TTaposb 3amuThl" U BBECTH Maposib B moss "Tlaposs"
u "TloaTBepxaenue maposs”. Tlpu BBoje maposs B mosie "KauecTBo maposis”" GyneT oToOpaXkaTbCs €ro KaueCTBEHHbIE
XapaKTepUCTHKH 110 CTOWKOCTH K of6opy. KauecTBeHHbIH Maposib JO/KeH Cofiep>kaTh He MeHee BOCbMH CMBOJIOB U3 OYKB
B BepPXHEM U HIDKHEM PerucTpe, MUHUMYM OZHY LGPy U MUHIUMYM OZWH CIeL|CUMBOJI. IIpy ZOCTHKeHUH HeobX0AUMOro
KauecTBa IapoJisi 1ojie BBOZA OKPAILMBAeTCs B 3e/IeHbIH LBeT, 1Moc/e 4ero HeobX0AUMO TOBTOPUTL BBOZ IMAposis B I0je
"ToarBep>kaeHue napons”. Korga oba naposst coBnafyT, 00a 1mosisi BB/ Taposisi OKPACSATCS B 3eJIeHbIH 1IBET.

IIpy wWcronb30BaHUM CePTU(UKATOB [/ 3alUThl JAaHHBIX HeoOXoAuMO BbIOpaTh uekOOkC "CepTU(MKATHI 3alIUThI" U
Ha)kaTb KHOMKY "Crmcok ceptudukaroB”. B okHe crivcka cepTrdUKaToB HeOOXOAMMO Ha)kaTh Ha KHOMKY "IloGaBUTH
cepTU(dUKaThI', TIOC/IE Yero OTKPOeTCs AWaior [o0aBieHHs] CepTU(UKATOB, B KOTOPOM BBIOMpAIOTCS HeOOXOAUMBIE
cepTU(]UKaTHI TI0JIb30BaTeel, KOTOPBIM OyZeT IpefocTaB/ieH JOCTYII K CO3ZlaBaeMOMY KpUITTOKOHTeHHepy. [Tocsie 3aKpBITHS
Jarnora co CIMCKOM CcepTh(UKaToB B OKHe MacTepa co3[jaHHsI KPUIITOKOHTEHHEPOB 0TOOPa3UTCsI KOIMUECTBO BHIOPaHHBIX
cepTU(UKaTOB.

3aMeuaHue

Kak MUHUMYM OfIH 13 BEIOPAHHBIX CePTU(UKATOR J0/KEH COZEPXKaTh 3aKPBIThIN KJTHOU, C TTIOMOIIIBIO
KOTOpPOTO PacIIU(POBLIBAETCS COAEPXKMMOE KPUITTOKOHTelHepa. B MPOTHMBHOM cilyuae AOCTYI K
COZIeP’)KUMOMY KPUIITOKOHTeliHepa Ha JaHHOM cepBepe OyaeT HeBO3MOKEH.

IMocne BbIOOpa CHOCOOOB 3alUTHl HEOOXOAMMO HaxaTb KHOMKY "Co3[arth", TIOC/Te uero MOSBUTCS OKHO CO3/aHus
KPUIITOKOHTeMHepa, B KOTOPOM 0TOOpa)kaeTcsi MpOrpecc CO37iaHusl, KOJMUEeCTBO TMPOLIeAIIero BpeMeH! ¢ Hauasla CO3JaHus
KPMITTOKOHTeliHepa, MPOrHO3 OcCTaBllerocsi BpeMeHM. Iloc/ie ycremHoro 3aBepllieHHsI CO37laHMsI KPMITTOKOHTeiiHepa
nosiBUTCs coobiieHue "KpuntokoHTelHep ycremHo co3aH". 3areM HeOOXOAMMO Ha)kaThb KHOMKY "T'oToB0", mocse uero
CO3/laHHBIM KPUIITOKOHTEMHep MOSIBUTCS B CIHCKe KPUIITOCepBepa.
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Pabora c KpUNTOKOHTelHHepaMu

¥ MacTep co3agaHMA KpHNTOKOHTE HHe poR

MacTep CO3AaHWA KPMNTOKOHTeHHepoE. Lar 3.
C03A8HHE KPHNTOKOHTERHEDA,

= -
LWar 2 1z 2, PopMaTHRPOBaHHE KPHOTOKOHTEHHERA,

PR A

MporasHo BpemeqH: 00;00:24

OCTanoce EpeMeHd:  00:00:00

KpynTOKOHTEHHED YCNEWHO CO30aH

% FoTos0 S OTMEHS

PucyHok 3.4. Macmep co30aHus KpunmokoHmetiHepoe. IIpozpecc co30aHus.

3.3. loGaBieHue KPUNTOKOHTEHepa

Inst nobaBieHus: KPUIITOKOHTEMHEPA, CO3JAHHOrO HAa APYroi paboueil CTaHLMK WM CEpPBEpe B CITUCOK KPUIITOCEPBEPA,
HeobxoauMo BbIOpath B I'maBHOM MeH!O myHKT "®aiin" / "JobaButs" / "KpunrtokoHTeliHep".

-
i Atlansys Security Server - Koncons kpunTocepeepa

[ﬂ?aﬁn] Jeictema  Hactpodikn Cnpaeka

Cozgate » bk ﬁ)

OobaenTte Y I KpwnTokowTeiinep... -

3aKpLITe BCe KPUNTOOBBEKTE l'ij KpnnToanck...

KypHan coBeiTri...
3aBEpLUMTE CEAHC

Beroog,

PucyHok 3.5. Menio "®aiin" / "/lo6aeums " / "Kpunmokonmetitep "

B mnosiBuBIIeMcst okHe Macrepa /100aBjieHHs1 KDUITTOKOHTEHEPOB BBECTH TOJHBIA MyTh K (haiiny KpUNTOKOHTeHepa.
Eciu ¢opmar KpUNTOKOHTeHHEpa MOAJEP)KUBAETCS TEKYIIEH Bepcrell KpUMTOCEpPBepa, TO €ro mapamMeTpbl 0TOOpa3sTCs B
okHe Mactepa. HeobxomumMo BbiOpaTh OYKBY [UCKa, MOJ KOTOPOW KDHUIITOKOHTeHHep OyAeT MOHTHPOBATHCS B CHUCTEMY.
IIpy HeoOXOAWMOCTH aBTOMAaTUYeCKOTO OTKPBITHS KPUITTOKOHTeWHepa T0oc/ie Tepe3arpy3Kd CHCTeMBI, CIelyeT OCTaBUTh
BbIODAHHBIM YEKOOKC aBTOMAaTHUeCKOTO OTKPBITHS. 3aTreM HaKaTb KHOMKY "[J00aBUTh', TIOC/e Yero KpUITOKOHTeHHep
n06aBUTCS B CITUCOK KpUMTOCEpBepa. EC/TM KPUNTOKOHTEHHED 3allUIleH CePTU(UKATOM U €ro 3aKPbIThIA K/TFOU UMEeTCs B
CUCTeMe, KpUIITOKOHTeliHep aBTOMaTH4YeCKU OTKPOEeTCsl.
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Pabora c KpUNTOKOHTelHHepaMu

L )
MacTe p po6asne HHA KPHNTOKOHTE HHE PO B

JAobpo noManoBaTh B MAcTEp A00aBNeHHA KPMNTOKOHTEAHEPOE!
BrifepHTe MY TE K arny KpHNTOKOHTERHERA.

e i

MyTh: | C Gy ranTepHA.cro |

OMHEEHHE: MEPEMUHEIE AOKYMEHTE

Pazmep: 100,00 MBaRT
| |

ANropHTH aWKTEL |FOCT 28147-89 |

THN 3EWMTEL |na|:u:unb | [E] CepthdwikaTe

Evkea AWCEa:

d?' Cnpacka . L QDEEIEFHTI:] [ KQTMEHEI l

PucyHok 3.6. Macmep 0o6ae/ieHusi KpunmoKoHmetiHepo8

Ec/i KpunTokoHTelHep 3allvIlieH MapoJieM, TO aBTOMaTudeCcKl OTKPOeTCsi HoBoe OKHO "OTKpBITHe KPUIITOKOHTelHepa'", B
KOTOPOM HeoOX0ZKMO BBeCTH TapoJib AJIsI OCTYIIa K KPUIITOKOHTEHHepY, KOTOPBIM MCI0/IB30BaJICS TIPH ero co3zaHud. I1pu
HEO0OX0AMMOCTH MO>KHO U3MEHUTh OYKBY [IMCKa.

- e
OTHpLITHE KPHNTOROHTE HHE pa

BEeAMTE Naponk M BeI0EpeTE DYEEY AMCKA ANA OTEPEITHA

KPHNTOKOHTERHEDE.

Mann: | C 6w ranTepKA. cro |
MeTrka: | |
ONHCaHHE !

NEpEHHHEIE A0KYMEHTDRI

Mapone: |-----u--

EvkEa AMCEE:

PucyHok 3.7. /Tuanoz omkpbimust KpunimokoHmeliHepa

[%" QTKpblTbl [ S OTHEHS l

3.4. PaboTa C KpMNTOKOHTEHEepaMu

Ilpu co3maHvu WM A00aBIeHWHM HOBOTO KPWIITOKOHTeHHepa OH aBTOMAaTHUeCKW OTKDBIBAETCS W HMEeT COCTOSTHHE
"OTKpBIT", UTO 0TOOPAXKAETCsI HA ero UKOHKe. Bce KPUIITOKOHTEMHEephl ¥ KPUITTOAUCKH O0TOOPaXkaroTCst B CITUCKe KOHCOJIH.
Texyluii aKTUBHBIA 371eMeHT BbIe/IsieTCs PAMKOM, MPH 3TOM ero mapaMeTpbl BBIBOASTCS B HWDKHeW uacTu OKHa. [y
KPUITOKOHTEHHEPOB 0TOOpakaeTcsi ciefyolasi MHpOpMaLyis:

24



Pabora c KpUNTOKOHTelHHepaMu

* ¥Ms Qaiina KpUNTOKOHTeHHepa;

* JlaTa CO3/laHUs;

* Bepcusi KpUIITOKOHTelHepa;

* QITOPWTM 3allUTHI JaHHBIX;

* TWN 3alIUTHL: TApOJb, CepTUGUKAT, MO0 maponb + ceprhduKkar. Eciu KpUNTOKOHTeHHep 3aluieH cepThHKaTaMy,
TO CMHMCOK CePTU(UKATOB MOXXHO MPOCMOTPeTh, HA’KaB Ha KHOIKY CMHCKa CepTU(QUKAToB. B crmcke cepTH(UKATOB
KpPUITOOOBEKTa 0TOOPa)KaloTCsl BCe CepTH(UKaThl, KOTOPHIM 3allUIlleH KPUIITOKOHTeHHep, [Jisi KaXJOoro cepTudMKaTa

oToOpa’kaeTcsl COCTOSIHME JOCTYNMHOCTH. KpUNTOKOHTelHep MoKeT OBITh OTKDBIT, €C/IM AOCTYNeH XOTs Obl ofuH
cepTU(UKAT, UMEOIINH 3aKPBITBIN KITFOU.

* Atlansys ESS - Koncons kpHnToce peepa

Mparn  JeAcTeMA  HacTpokkd  Cnpaeka

PEEEE Ve

K: [exofdawm...] B: [mepemutr...]
100,00 MGaiT 100,00 MéaiT
KpHnToRoHTeAHED @ KpHNTOROHT2AHER @ J
e

Dain
m Ci\ BN A ALME, CFC
WMHihopMaLy-a OnvcaHye
E Jarta cozaaHva: 10.03.2010 15:19:59 BrogAwme 0oKyMEHTEL OT
KOHTPAMEHTOE
Bepcmna: 0.3

ﬁ& ANropuTHM 3awmTol: TOCT 28147-89

I@ Tvn 2alMThI: [Mapone

() Aapec kpunTocepeepa: 192.168.1.126

PucyHok 3.8. Cnucok KpunmokoHmetiHepo8 U KpunmooucKoe

st Toro, uTobBl 3aKpBITh KPUITOKOHTEHHep, He0OXOAUMO 3aKpbITh BCe paboTaroljye C HUM IIPUIOXKEHUsl, BbIJe/UTb
€ro B CIHMCKe KOHCOJIH, 3aTeM B IVIaBHOM MeHI0 BbiOpaTh MyHKT "JleticTBusi" / "3akpbiTh". JIMOO B KOHTEKCTHOM MEHIO
KPUITTOKOHTeHepa BbIOpPATh MyHKT "3akpbITh". JINO0 HaXkaTh KHOTIKY "'3aKpbITh" Ha MaHe/ I HHCTPYMEHTOB.
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Pabora c KpUNTOKOHTelHHepaMu

i Atlansys Security Server - KoHcone kpunTocepeepa

Dain [,ﬂ,eﬁcraun] Hacrpolikm Cnpaeka

_ o o™
@ i’ Omxpoith.. T (T

' 3akpbits

[: &' Vaanwte...

KpUNTOKOHTEHHED @

PucyHok 3.9. Menio "/Jeticmeusn"”

YToObI OTKPBITH 3aKPBITHIA KPUIITOKOHTEHHEpP, HeoOXOAWMO BBIJIEJIUTh KPUIITOKOHTEHHED B CIHMCKe, B [JIABHOM MEHIO
BbIOpaTh MyHKT "[eficTBus"/"OTKpPBITE". JTNOO B KOHTEKCTHOM MEHIO BbIOpPATh MYHKT "OTKPBITB".

B: [Mepem4t...]
100,00 MBaiHT
P

K pHMNTOROHTEAHED

ﬂ"' YaanuTe...

PucyHok 3.10. KoHmekcmHoe MeHI0 KpunmoKkoHmetiHepa

JIubo Hakath KHOMKY "OTKpPBITH" HA TaHeIM WHCTPYMEHTOB. [IBOWHOM ILe/TUYOK MBIIIKM HAa KPUNTOKOHTEHHepe Takke

I103BOJISIET €0 OTKPBITE.
Cnpaeka
-[ & 1" @
OTKPBITE KPHMOTOKOHTEAHERD

t 100,00 MBaiT

o i
KpHNTOKOHTEHHER '\I.__')

PucyHok 3.11. I1laHeab uHcmpymeHmos, KHonka "Omkpbimb "

Ecmi KpUNTOKOHTelHep 3allvieH CepTU(UKaTaMd, U B CHCTeMe HMeeTCsl 3aKpBIThIi KMOU XOTs Obl K OJHOMY
cepTr¢UKaTy, KpUNITOKOHTeHep 0TKpoeTcs. Ecii KpUNTOKOHTelHep 3allvilieH T1apoJieM, TO OTKPOeTCS AUa/ior OTKPbITHS
KPUIITOKOHTelHepa, B mosie "Tlaposb" KOTOporo Heo6X0oAMMO BBECTH MapoJib, KOTOPBIM WCIIO/IBL30BA/ICS TIPU CO3/IaHUU
KPUIITOKOHTeMHepa, NMpy HeoOX0JUMOCTH MOXKHO TIOMeHsITh OYKBY [¥ICKa, IT0J, KOTOPOM KPUIITOKOHTeliHep OyzieT BUZEH B
CUCTeMe, U HaKaTb KHOIKY "OTKpBITB".

3.5. YpaneHve KpUNTOKOHTeWHepa

Ipu ynaneHWW KPUITOKOHTEeMHepa CHauaja HeoOXOAWMO 3aKpbITh BCE TPUIOKEHHs, KOTOpble C HMM paboTaroT, 3arteM
3aKpBITb KPUIITOKOHTeWHep, /lajniee B [JIABHOM MeHIO BeIOpaTh MyHKT "[ekicTBus” / "Yaanute", b0 BEIOpPAaTh B KOHTEKCTHOM
MEHIO MyHKT "3aKpeITh", TMO0 B MaHeM UHCTPYMEHTOB HaXKaTh Ha KHOTIKY "' YIaauTh".
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Pabora c KpUNTOKOHTelHHepaMu

CNpaeka
W

B [nen:l ¥ 4aNHTE KPHATOKOHTEHHED

100,00 MBaiT

" r
K pHNTOROHTEAHED \.__)

Pucynok 3.12. IlaHenb uHcmpymeHmos, KHoONka "Yoaaums"

IMocsie 3TOrO MOSIBUTCS OKHO MacTepa yaaneHusi KpUIITOKOHTeHHEPOB, B KOTOPOM HeoOX0UMO BBIOpaTh OJFH U3 CII0COO0B
yZAaneHust KpUIITOKOHTeHepa:

* YOoanumb KpunmokoHmeliHep u3 cnuckd. YiasseT KpUIITOKOHTelHep TO/BbKO U3 CIIMCKa Kpunrtocepsepa. IIpu stom daiin
KPUITOKOHTelHepa W BCe JaHHbIe, COJeprKalliecs B HeM, He yAaisAtoTcs. JaHHbINA croco® MOXKET MCHO/b30BaThCs TIPH
repeHoCce KPUITOKOHTelHepa Ha IpyTroii cepBep WK pabouyro CTaHLIUIO.

* YOanumb KpunmokoHmeiiHep. B aline KpuNTOKOHTelfHepa CTHpaeTcsl KJroueBasi WHGOPMALMsl U 3arojioBOK, 3aTeM
¢aiin ypansercs. Tak Kak Bcs uH(OpPMaLys B KPUIITOKOHTeHHepe 3avgpoBaHa, TO yjaneHne K/IoueBoi HHGOpMaLun
TIOJTHOCTBIO OJIOKMPYeT AOCTYTI K JaHHBIM, COZIeP>KaLIMCSI B KpUNITOKOHTelHepe. DTO caMblii OBICTPBIN criocob ynaneHus
KPUITOKOHTeMHepa, HO OH He 3allWIIaeT OT AeIlr(poBaHUs JAHHBIX C MOMOILBIO TIPSIMOTO Mepebopa KIToue.

* YHuumoodicumb KpunmoKoHmeliHep. [Iyii TapaHTUPOBAaHHOTO VHWUTOKEHWS J[aHHBIX TIOMUMO V/aJieHUsl KITFOueBOU
“HGOPMaIIH, BCe TaHHbIE B KDUTITOKOHTeHEepe YHUUTOXAIOTCS OFIHAM W3 aJITOPUTMOB YHUUTOXKEHHUS.

« Asroputwm o cranzapty 'OCT P 50739-95 umeet fiBa LIMK/Ia 3alKCH [ICEBAOCTyYaliHbIX 3HaUeHUN.

e Anroputm 1o cradgapty DoD 5220.22M uMeeT ABa LUK/a 3alUCU MCEBJ0C/TYUYalHbIX 3HaYeHU U OIVH LIMKJI 3alrCy
(hUKCUPOBAaHHBIX 3HAUEHUM.

» AuroputMm 110 cTaHzapty NAVSO P-5239-26 umeeT /1Ba LIWKJ/Ia 3amicy (PMKCUPOBAaHHBIX 3HAUEHUH U OZIVH LUK/ 3aITUCH
TICeB0C/TyYaiHbIX 3HAUeHUM.

27



Pabora c KpUNTOKOHTelHHepaMu

¥ MacTep yoane HHA KpHATOKOHTE HHE poR

JAobpo noManoEaTh B MACTED ¥ AANEHWA KPMNTOKOHTeRHepa. War 1.
BrIGEpHTE Cocof v AaneHHA

I - .
KpunTokoHTeRHep: C\0yxranTepka.cro
() ¥AAnMTb KPMNTOKOHTERHED M3 CNWCKA.
KpHNTOKOHTEAHED MO%HO Oy AT A0BABHMTE CHOBA MK HCNONBES0ESTE HA
APYrOM KOMOBHITEDE,

() ¥AanMTb KPMNTOKOHTERHEp.
KnHoHeEan HHEOpMEUHA KpHNTOKOHTEAHERa By AT yaaneHa,

(¥} YHWITOMMTE KPUNTOKOHT EAHED.
MONHOE YHMUTOMEHHE ASHHEL KPMMITOKOHTERHEPS D83 BOSMOMHOCTH
BOCCTEHOBNEHHA,

ANropHTH wHUYTOREeRHA: [G05T RE0739-95 -

=O5T RGO

Dol 5220,22-M

MAYSO P-5239-26

v [ omens

PucyHok 3.13. Macmep yoasneHusi KpunmoKoHmetliHepog
Baxuo

JIto60i1 U3 anropuTMOB YHUUTO)KEHHUS TIOIHOCTBIO YAassieT BCI0 MH(OPMaLHIo, CofiepyKalllylocs B
KPUITTOKOHTelHepe.

He rapaHTupyercs mo/jHOe yjaneHWe WHGOPMAL[UM Ha HEKOTOPBIX TUMaX (riem-HaKomuTeNne,
Cofiep’KalluX MexaHHW3Mbl HUBeTMPOBaHUs M3Hoca (wear levelling).
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naBa 4. Pa6oTa ¢ Kpuntogmuckamm

4.1. BBepgeHue

B paHHOM pasfenie onucbiBaeTcsi paboTa € 3alluIljeHHBIMH KPUITOAWUCKAMM, MX CO3[aHue, AobaBieHue, yjaaeHUe U
OCHOBHBIE JIeHCTBUSI HaJ| HUMH. KpUNTOAMCK TpescTaB/sieT COOOM TMOMHOCTBIO 3amM(poBaHHBINA pasfien JucKa, 1ubo
¢mau-HakonuTe b, [I0Ka KPUNTOAWCK 3aKpBIT, €r0 CO/ep>KMMOe HEeBO3MO)KHO TPOUMTAaTh, TaK Kak OHO 3allU(pOBaHO
KPUITTOCTOMKHMM aJITOPUTMOM IIMGPalyy, Py 3TOM 3ali(POBBIBAIOTCS He OTAerbHbIe (aiiibl, a Bes (aiiyioBas cuctemMa
L[eJTUKOM, UTO TT03BOJISIET TIPe/JOTBPaTUTh HeCaHKIIMOHWPOBAHHBIN ZOCTYTI KO BCell MH(pOPMAaLMK Ha JVICKe.

4.2. Co3paHue Kpuntogucka

[ns1 Toro, 4ToOBI CO3/aTh KPUNTOAWCK, HEOOXOAUMO BLIOpaThb B IJIABHOM MeHIO KOHCO/MM MyHKT "®aiin" / "Coszpats" /
"Kpunroguck".

[ i Atlansys Security Server - Koncons kpunTtocepesepa @E
M Jefictema  Hactpodkw Cnpaeka
Co3aate * |l KpwnrokowTeiinep... Shift+C
AobaesnTe . ﬁ KpunTognck... Shift+D

33KpLITE BCE KPUNTOOBBEKTS
Aypuan coBeITHid...
33BEPLUNTE CEAHC

Bemog

PucyHok 4.1. Menio "®aiin" / "Co30amp"

B mosiBUBIIEMCSI OKHe BbIOpaTh HEOOXOJVMBIN pa3fen >KeCTKOrO JUCKAa WM (UISILI-HAaKOTWTeNs, Ha KOTOpoM Oyzer
C03/1aBaThCs KPUNTOAUCK U HAXKATh KHOMKY "[lanee".
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Pabora c KpunToguCcKamMu

.
MacTe p CO30aAHHA KPHNTOOHCKOR

MacTep CO3aHWA KpUNToQMCKoE. War 1.
BrifepHTE pasaAen, KoTopeiF TREAYETCA CAENATE WHbPOEAHHEIM,

" -

Auce | Pasaen  Bwkea | PannoBad cHCTemMa Pazmep L

e Awuck 0 | Pazaen 6 He onpeaeneHa 1004, 95 MbanT

e Awuck 0| Pazaen 7 He onpea&neHa 1004, 95 MbaiT

e Auck 0 Pasaen & He onpeaensHa 1,96 MoanAT

IL_.] Auck 0| Pazaen 9 He onpeasneHa 1,59 MBanT

e Awuck 1 | Pazaen 2 He onpea&neHa 9,77 MhanT

Q Auce 1 Pasaen 3 He onpeaensHa 9,77 MhanT

IL_.] Auck 1| Pazaen 4 He onpeasneHa 26,60 MFha[T e

[ Aanee 3 ] [)“OTMEHa l

PucyHok 4.2. Macmep co30aHusi Kpunmoouckos. Boibop pazdena.
3amMeuaHue

Bynsre BHUMare/bHBI MPU BbIOOpe HeoOXogumoro paszgena. ITocsie co3paHus KPUINTOJUCKA OH He
Oyzet oToOpaXkaTbCsl B CHCTeMe KaK JUCKOBOe YCTPOWCTBO M HEBO3MOXKHO OyZIeT MOTyUUThb JOCTYIT K
JlaHHBIM CTaHJJaPTHBIMHA CUCTEMHBIMU CPeJCTBaMHU.

BaxHo

B tekymieii Bepcun Atlansys Security Server He Tofiep>KuBaeTcs mudpalys CUCTEMHBIX JUCKOB.
Ecmu Ha pasfene, KOTOPBIA WCHOMB3YeTCS [ CO3ZaHUs KPUITOAWCKA, HAXOAWUTCA TPOMUb
MO/Ib30BaTesl, TO BO3MOXKHBI CHUTYallud HeAOCTYITHOCTA MPOGUIs TPU TOC/eyIolleld 3arpyske
OrepaLOHHON CUCTeMbI U HEBO3MOXXHOCTU BXO/ia TI0/Ib30BaTeJIsl B CUCTEMY.

Mudparms AMHaAMUUECKUX JUCKOB B TeKyIlel Bepcuy He TIO/1ePyKUBAeTCS.

B Windows Server 2008 mo yMo/4aHWIO OTK/IIOYEHO MOHTHpOBaHue RAW pa3zenoB, uTo He
T03BOJISIET CO3/]aBaTh KPUIITOAUCKH. [[/is BK/TFOUEHHST 3TOM OMMIMK He0OXOAUMO BBITIOTHUTE KOMaHAY
mountvol /E 1 nepe3arpysuts cepsep.

B cnienyroiieM oKHe TIpeZsiaraeTcsi BBeCTH MeTKY [JHICKa, OIMCaHHe KPUNTOAMCKA W OYKBY IMCKa, MO, KOTOPOW KPUITTOLUCK
OyzneT oTobpaxarbcs B cucteMe. Ec/ii HEeT He0OXOAMMOCTH COXPaHATh JJaHHbIe Ha BBIODAHHOM pa3sfiefie, C/IefyeT CHATh
OTMeTKY BbIOOpa ¢ uekbokca "CoxpaHWUTh CyIlecTBytolHe AaHHbIe". TIporjeypa co3faHus KpUNTOAUCKAa 6e3 coxpaHeHus
[AHHBIX Ha HeM 3aHMMaeT ropa3/io MeHbIlle BpeMeHH.
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Pabora c KpunTogucKamMu

.
MacTe p CO30aAHHA KPHNTOOHCKOR

MacTep CO3aHWA KpUNToOAQMCKOE. WWar 2.
MpH HeoBXOAHMOCTH YEaKHTE BYKEY, ONMCAHHE H METEY AHCKA,

MeTka amcka: |docs

DMHCaHHE:! A0EYMEHTEI H KOppEeCnNoHAEHUHA

BvkBa ancka:

Ha 3Ty ByKeY KpHNTOAMCK DY AST OTKPEIT B CHETEME

C COXPAHEHHEN CYLLEC TEYHILLMY AaHHEX

’ OHa3a,a. ] [ ,ﬂ,aneeo ] [KOTMEHa l

PucyHok 4.3. Macmep co30aHusi Kpunmoouckoe. Memka oucka u onucaHue.
Baxuo

ITpu co3maHMyM KpUNTOAKCKA 6e3 COXpaHeHHs! CyIeCTBYIOIUX JaHHBIX BCe JaHHbIE Ha AUCKe OyayT
TIOJTHOCTBIO YHUUTOXKEHBI.

ﬂ 3aMeuaHue

< ITpeo6pa3oBanue ¢aitoBoii cuctembl NTFS ¢ 3ammdpoBaHHbIME (aiilaMd U KaTajoraMyd He
nozzepkuBaetcsl. [Ipy HamMumy 3anmppoBaHHbIX (aiiioB M KaTaaoroB Ha AUCKe HeoOXOAUMO 110
CO37laHMsI KPUMTOAMCKA CHATh y AaHHBIX (hailyioB v KarasoroB atpubyT "[lIudpoBars copepxumMoe
JJIS1 3a1UThI JaHHBIX .

IMocne HaxkaTusi Ha KHOTIKY "[Tasiee" Mactep mepeiiileT Ha OKHO BbIOOpa TWIA 3alUThI KpnuToAucka. Ha maHHOM miare
HeobXoauMo BbIOpaTh CI0COOBI 3aIUTHI KPUIITOAMCKA. BO3MOXKHBI pa3inyHble KOMOMHAIMH 3all{UThI:

* C [IOMOIIBIO MTApOJIs;
* CIIOMOIIBIO0 cepTHUdUKaTa WK Habopa cepTH(HKaTOB;

¢ C IIOMOLIBIO T1apoJid U CEPTHCbHKaTOB OAHOBPEMEHHO, B 3TOM C/Iydae Ipu OTCYTCTBUH HEO6XO,£[I/IM01"O CepTH(bI/IKaTa A1
OTKPBITUA KPUIITOAKWCKA MOXXHO 6y,£I;ET HCI10/Ib30BATh I1apOJIb.

31



Pabora c KpunTogucKamMu

.
MacTe p co30aHHA KPpHNTOOHCHOR

MacTep CO3aHWA KpUNToQMCKOE. War 3.
BrIGEpHTE THN SEWMTEI KPHATOAHCK S,

= ——

ANMOpHTH 3aWLKTEL: |FDCT 28147-89 LI

3alKTa naponeM

Mapone: ||||-|||- |

KaHecTED Napons: L e —

nD,ﬂ.TBEpM{,ﬂ,EHHE napona: | LLLLLLLL] |

SELMTA CEPTHRHKATaMK

KonMUeCcTED BEIBpaHHED: CEpTHRMKATOE! 1 |E CrMCoK CepTHDHKETOE

’ OHa3a,a. ] [ ,ﬂ,aneeo ] [)‘(OTMEHa l

PucyHok 4.4. Macmep co30aHusi Kpunmoouckos. Cnoco6bl 3aujumnlt.

[/l 3alUThI C TIOMOIIIBIO TIApoJisi HeobXoAuMo BbIOpaTh uekOokc "TTaposb 3amuThl" U BBECTH Maposib B moss "Tlaposs"
u "TloaTBepxaenue maposs”. Tlpu BBoje maposs B mosie "KauecTBo maposis”" GyneT oToOpaXkaTbCs €ro KaueCTBEHHbIE
XapaKTepUCTHKH 110 CTOWKOCTH K of6opy. KauecTBeHHbIH Maposib JO/KeH Cofiep>kaTh He MeHee BOCbMH CMBOJIOB U3 OYKB
B BepPXHEM U HIDKHEM PerucTpe, MUHUMYM OZHY LGPy U MUHIUMYM OZWH CIeL|CUMBOJI. IIpy ZOCTHKeHUH HeobX0AUMOro
KauecTBa IapoJisi 1ojie BBOZA OKPAILMBAeTCs B 3e/IeHbIH LBeT, 1Moc/e 4ero HeobX0AUMO TOBTOPUTL BBOZ IMAposis B I0je
"ToarBep>kaeHue napons”. Korga oba naposst coBnafyT, 00a 1mosisi BB/ Taposisi OKPACSATCS B 3eJIeHbIH 1IBET.

Ipu “cnob30BaHUM CePTU(UKATOB /IS 3aI[UThI He0OX0AUMO BbIOpaTh uekOoke "CepTr(HKaTh 3aUThI" ¥ HaXKaTh KHOTTKY
"Criucok cepTUdUKaToB". B okHe criucka cepTr(hUKaToB He0OX0JMMO HaXKaTh Ha KHOTIKY "J106aBUTh cepTU(UKATHI'", TTOCTIe
Yero OTKpOeTCs Janor f00aBieHrs1 CepTU(UKATOB, B KOTOPOM BLIOMPAIOTCSl HeOOXOANUMbIe CepTHU(UKATHI T10/Ib30BaTeNeH,
KOTOpBIM OyZieT npesjoCTaBieH JOCTYII K CO3Z,aBaeMOMy KpPUITOAUCKY. [Toc/e 3aKphITHS fUajiora CO CIIMCKOM CepTH(HKATOB
B OKHe MacTepa co37jaH1si KpUIITOAUCKOB 0TOOPA3UTCsI KOJIMYeCTBO BEIOPAHHBIX CEPTU(UKATOB.

3aMeuaHue

Kak MUHMMYM OfWH W3 BBIODAaHHBIX CEPTU(UKATOB O/DKEH COZEpKaTh 3aKpPBITBIA KIIOU, C
TIOMOLI[BI0 KOTOPOTO pPacivpOBLIBAETCS COZlePXKUMOe KPUTITOAMCKA. B MPOTUBHOM Cilydae AOCTY
K COZIep>KMMOMY KPHIITOJMCKA Ha JaHHOM cepBepe OyaeT HeBO3MOKEH.

IMocne BbIOOpa COCOOOB 3alUTHI HEOOXOAWMO HaXKaTh KHOMKY "lanee", mMocsie uero MosIBUTCSL OKHO ¢ MH(opMaluel o
co3zaBaeMoM Kpunrogucke. HeobXoquMo MpOBEpPUTH JJaHHbIE U HaXKaTh KHOTIKY "Tasnee".
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Pabora c KpunTogucKamMu

| MﬂCTEp CO3dHHA HPHNTOOMCKOB

MacTep co3AaHHA KPUNTOAKMCKOE. LWLar 4.
MpoEEpETE NPABMAEHOCTE EESASHHOA HHDOPMALMH NEPa] COZAAHHEN KPHNTOAHCKS,

| . -
WMHOpHMaLKYA 0 HOBOM KPUNTOAMCKE

YWCTPOACTED! |,.'J,H|:K 1, pazaen 1

Pazmep pazaena: |9,?? FBaAT

Evkea pazaena: |K

1
THN 3aWKTEL |I'Ia|:u:unb + CepTHHEAT
ANropHTH 3aWHTEI |FOCT 28147-89
- - MeTka aWcka: ||:||:u:s
T
-

A0KYMEHTEI H KOPPECNOHAEHLHA
OINHCaHKE:

’ OHa3a,ﬂ. ] I ﬂ,aneeo l I)"OTMEHa l

PucyHok 4.5. Macmep co3daHusi Kpunmooucko8. CeooHasi uHgpopmayusi.

Ecmu nHa Illare 2 Obl1 BBIOpaH peXXKMM CO3[AHHsI KPUITOMCKA C COXPaHEHHEM CYIIECTBYIOIUX [NAHHBIX, TO MOSBUTCS
OKHO Tpe/yTIpeXX/IeHnsT 0 BRIOPaHHOM peXKUMe MpeoOpa3oBaHHUs CYLIeCTBYIOIIETO pa3fena B Kpunroguck. Heobxogumo
O3HAKOMUTCS C TIpeAyNpeXx/jeHreM U HaxkaTb KHOMKY "Co3fars'.

| MﬂCTEp CO03dHHA HPHNTOOHMCKOB

MacTep coznaHWA KpyinToaMcKkos. WWar 5.
MHopMALMA 0 BRIOpaHHOM CRoCoDE CO3AaHHA KPMATOAMCES,

— -
BHHYMaHHe!

BribpaH pesut Npeobpas0BaHMA AMCKS C COXPAHEHHMEM AaHHER, B npouecce
Npe0bpasoEaHHA HIENEKAATE HOCHTENE TONRKD NOCAS Z3KPEITHA AMCKE CPEACTEIMH

1
ﬁ\ HagWratopa, HHaYe BO3MOMHa NOTEPA YacTH AaHHEIX Ha AHCKE,
BpeMA NpeobpasoEaHHA SSEMCHT TONEKO OT EMKOCTH AMCKS M CKOPOCTH ero patoTel
H MO¥ET 3aHATE OT HECKONEKHE MHHYT A0 HECKONEKHX YacoE,. Bo epema
- - NpeobpazoBaHHA AMCKa, B Haeuratope Oy aeT 0ToOpa¥aTECA MPOLEHT SaBEPLWEHHA
TP npouecca NpeofipasnEaHka, Koraa oH AocTHrHET 100%, Bre AaHHBIE HA AWCEE
% 4% T NOMHOCTEHD SALUMPPOEaHE,

’ O Hazan ] I\/ C030aTh l | )‘ OTHMEHA |

PucyHok 4.6. Macmep co30aHusi Kpunmoouckoe. IIpedynpesicoeHue.

IMocsie 3TOro MOSIBUTCS OKHO C TIPOTPECCOM CO3/jaHUsl KPUITOAMCKA, B KOTOPOM OTOOpakaeTcsi MpOrpecc CO3JaHus,
KOJINUECTBO IPOLIEALIer0 BpeMeHH C Hauasia CO3JaHusi KpUIITOAMCKA, TIPOTHO3 OCTAaBILErocsi BpeMeHH!.
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Baxuo

B npouecce Co34dHUA KPUIITOAWCKA He BBIK/TIOUANTE KOMITBOTED U HeE WU3B/IEKANTE HOCHUTEIhb pile]
OKOHYaHUA MpoLecca Co30aHns KPUIITOAWCKA.

Iocne ycremHoro 3aBepllieHus CO3[aHUSI KPUIMTOAUCKA TOSIBUTCS coobdijeHre "KpUNTOAMCK CO3aH yCremHo". 3areM
Heo0X0IMMO Ha)XkaTh Ha KHOTIKY "[0TOBO", 1OC/Ie Yero Co3jaHHbIN KPUMNTOAUCK JOOABUTCS B CITUCOK KPUITOCEPBEPA.

| MﬂCTEp CO03dHHA HPHNTOOHMCKOB

MacTep coznaHWA KpyinToaMcka. lar b.
o3 0aHHE KPHNTOAMCKS,

— -
Lar 2 13 2, PopMaTHPOEaHHE KPHATOAMCKE,

FEEEEEE R

MpoRAeHD BpeMeHK: 00:00:07

1
. QCTanocke BpeMedH:  00:00:00
£=] -
T
-

HauaTta npoyeaypa npecbpazoEaHHa AWMCKA B KPUNTOQHCK.
JancHeAwee CcoCTOAHME Npeobpa3zoeadya by aeT oTobpaxaTeLcA B
OCHOBHOM WHTEepherce.

| % ToToeo || | 2 OTMEHa

Pucynok 4.7. Macmep cozdaHusi Kpunmoouckos. IIpozpecc co30aHusi.

[171s1 KpUNTOANCKOB, CO3/IaHHBIX C COXPAaHEHHEM CYIIeCTBYIOIIUX JAHHBIX, B CTIMCKe KPUITOOOBEKTOB KPUMITOCEpBepa OyayT
0TOOpaXkaThCst TIPOLIEHTHI KOJIMUECTBA 3alM(POBaHHBIX JaHHbIX Ha Aucke. [Ipu goctwkenuu 100% Bce faHHbIE HA JUCKE
OyayT MOMHOCTBIO 3allH(POBAHbI.

e &: [OTYETHI]
7,78 MBaHT
KpunToamck  [79%] @

Twn: KpynToance

Pasmewende: \Device\HarddiskDPartitions
bykBa gucka: A [OTHETHI]

Pasmep: 7,78 MbainT

CocToAHKe: OTEPRIT

PucyHok 4.8. ITpoyecc npeoGpazoeaHusi Kpunmooucka.
BaxHno

KpI/II'[TO,Z[I/ICKI/I Ha H3BJ/IeKdeMbIX YCTPOI‘/’ICTBaX [A0/DKHBI 3aKpPbIBATHCSA CTAHAAPTHBIMU CpeACTBAMU
KOHCOJIM KpHUIITOCEepBepa riepe/ nu3BjieueHrueM YCTpOﬁCTBa.

Ecmu Ha Illare 2 Mactepa Obl1 BBIOpaH peXkuM co37jaHUsi Oe3 COXpaHeHWs! JaHHBIX, WIH 3TOT PEeXUM He JOCTYTeH
IUIs1 TeKyIel (aiiyioBoil cucTeMbl pasziesia, TO TIOSBUTCS OKHO C UeKOOKCOM '"3amoyiHUTh JUCK C/TyYalHBIMU JaHHBIMU'.
[To ymosUaHWIO OH OTKJIFOUEH [Jisi OBICTPOTBI CO3[aHWsl KpunTogucka. OHaKo B ILiefssX yBeluueHUs 0e30MacHOCTU
WCIIOTb30BaHUsST KPUINTOVICKA PEKOMEH/YeTCsl BK/IIOUMTH 3TOT YeKOOKC, TeM CaMbIM YHHUTOXAaTCsl BCE JaHHBIE, paHee
CyLLIeCTBOBABLIME Ha JJUCKe.

34



Pabora c KpunTogucKamMu

| MﬂCTEp CO3dHHA HPHNTOOMCKOB

MacTep CcO3AaHHA KPUNTOAMCKOE. LLlar 5.
FHbOpMALKA 0 BEIOpaHHOM CNoCoBe C0343HMA KPHATOAHMOKE,

— -

{3EN0AHMTE AMCK CNYHERHEIMA LAHHBIMH |

F3NONHEHHE AHCKS CIYYSAHEIMH A3HHEIMH NMOBBIUEET CTORKOCTE AHCKE K SHAMHEY H
EZNOMY, OAHAKO NOTpefYEeTCA HEKOTOPOE BREMA HA COZASHHE KPMNTOAMCKS, B
SABMCHMOCTH OT EM0 PAIMERAE - 0T HECKONBKHX MHHYT A0 HECKONBKHX Yac0E,

BHvMaHve! Bce faHHbIE HA BLIOpaHHOM pazaene 6y A¥T YHUUTOMLEHBI!

’ ) Hazaa ] ’\/ Cu:u3.a.aTb] ’ S OTHEHS ]

PucyHok 4.9. Macmep co30aHusi Kpunmoouckog. 3ano/HeHue C/AyuatiHbIMu OaGHHbIMU.

Baxxno

[Tpy co3paHuM KPUTITOAYCKA Oe3 coXpaHeHHsl CyIeCTBYIOLMX JaHHbIX BC MH(OpMaLYs Ha paszese
OyZieT MOTHOCTBI0 YHUUTOXKeHa 0e3 BO3MO)KHOCTH BOCCTaHOB/IEHUSI.

4.3. JoGaBneHne KpuntTogucka

st mobapsieHUs] KPUIITOIMCKA, CO3/IAHHOTO HA J[PYroi paboueit cTaHIMK, HeOOXOAUMO BbIOpPATh B TJIABHOM MEHIO MYHKT
"@aiin" / "Oobaputs" / "Kpunroguck...".

-
i Atlansys Security Server - KoHconb KpunTocepeepa

[ﬂ)aﬁn] Jefictens  Hactpodikw  Cnpaeka

’ ..
Cozgate i @

OobaenTts Y I KpwntokowTeiinep... -

LY  Kpuntopuck...

33KpeITE BCE KpUNTOOBBEKTEI

Kypran cobeimni..,
JBBEPLUMTE CEAHC

Bemog

PucyHok 4.10. Mento "®aiin" / "/Jo6agump" / " Kpunmoouck"

B criucke pa3nenoB BbiOpaTh HeOOXOAMMbIN pasfienn U HaxkaTh KHOMKY "[lanee". B crucke 100aB/isieMbIX KPUITOJUCKOB
0TOOPa’KarOTCS TOILKO Te pa3zesibl, KOTOPbIe OM03HAIOTCS KaK KPUITTOAWCKH U ellle He 100aB/eHbl B CIIMCOK KPUIITOCepBepa.
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| MECTEP ,EI,UEEI]J'IE HHA KPHNTOOHCKOR

JAobaeneHve KpUNTogMcKa. War 1.
BrIGEpHTE pasaen © COsAaHHEIM DAHEE KDHNTOAMCKOM,

- Awuck. | Pasaen  Bwkea  annoBan cHCTEMA Pazmep
Q Auck 0 |Pasgen 2 He onpeaensHa 6,84 FBanT
L_) Auck 0 |Pazaen 4 He onpeaensHa 502,46 MOaHT
|L_} Awck 0 |Pazaen 9 He onpeaensHa 1,59 FGanT
Q Awnck 1 |Pasaen 1 He onpeaesneHa 9,77 MhanT
ﬂ Auck 1 [Pazaen 2 |
L] Awnck 1 |Pasaen 3 He onpeaesneHa 9,77 MhanT
Q Awnck 1 |Pasaen 4 He onpeaeneHa 26,60 MhanT

[ Aanze £ l ’RQTMEH& ]

PucyHok 4.11. Macmep 0o6ae/ieHuss Kpunmokoouckog. Boi6op pazdena.

Ha BropoM miare Mactepa otoOpa3utcst nHbopMaLys 1o fo0asisieMoMy KpunTogucky. Heobxoarmo BeIOpath OYKBY JHCKa,
IO/, KOTOPOM KPUNITOAMCK OyzieT oTobpaxkaTrbes B cucteMe. st gobapeHus KpUIITOAMCKA HeOOX0AUMO HaXKaTh Ha KHOIIKY
"No6aBuTh". KpuntoAuck 106aBUTCS B CITUCOK KpUITTOCepBepa. Ec/ii KpUNTOAUCK 3alUIIEH TIapoJieM, TO TIOSIBUTCS asior
BBO/IA TIApOJIsI /i1 OTKPBITHUS 3TOTO KPUITOAMCKA.
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-
MacTte p ,ﬂ,ﬂﬁﬂﬂﬂE HHA KPHNTOOHCKOR

JAobaeneHve KpUNTogMcKa. Lar 2.
WHBOpMELKA O KPMATOAMCKE,

F -

WCTPOHCTED! | 1DevicelHarddisk1\Partitionz |

Pazmep; |9,?? rBafT |

ANropyTH FaWKTEL |FDCT 28147-89 |

THM SALLMHTE |I'Ia|:n:|nb | [E] CepThdmraTe

OnHCaHHe: INEKTROHHSA NO4TS

BvkEa ancka:

’ OHa3a,.'J. ] l\/" QDE&BHTI:-I ’)E‘QTMEH& ]

PucyHok 4.12. Macmep 0o6aeneHus Kpunmokoouckoe. Ce800Has uHgopmayusi 0 Kpunmooucke.

4.4. Pa6oTa Cc Kpuntogmuckamm

ITo yMoyuaHHIO CO3JaHHBIA WK [00aB/IeHHBIM AUCK uMeeT cocTosHUe "OTKpBIT', YTO OTOOpaKaeTCsi Ha €ro MKOHKe.
Bce KpUNTOKOHTeHHEPHI ¥ KPUNITOAWUCKHA 0TOOPa)KAroTCs B CITHMCKe KOHCO/IM KpunrTocepsepa. TeKylii akTHBHBIN 371eMeHT
BBIZI/ISIETCS] PAMKOM, TPU 3TOM €ro rapamMeTphl BHIBOJATCS B HIDKHEM YacTH OKHa. [IIf KPUITOAUCKOB OTOOpakaeTcs
criepyrolriast MHGopMarysi:

* YCTPOICTBO, Ha KOTOPOM CO3/jaH KPUMTOANCK;

* JlaTa CO3/laHMs;

* Bepcusi TUMA KPUIMTO3ALUThI;

* QITOPUTM 3allUThI JAaHHBIX;

* THII 3alUTHI: TIApOJIb, CepTU(UKAT, MO0 Taposb + cepTUdUKat. Ec/ii KpUIITOAUCK 3aluIleH cepTUdUKaTaMH, TO CIICOK
CepTU(UKATOB MOXKHO IPOCMOTPETh, Ha)kaB Ha KHOMKY CITUCKa CepTH(UKaToB. B crivicke cepTHUKATOB 0TOOPa)KaroTCs
BCe CepTU(UKATEI, KOTOPBIM 3alljHIlieH KPUITOAUCK, [JIs1 K&KZ0ro cepThdHKaTa 0ToOpa)kaeTcst COCTOSIHUE [JOCTYITHOCTH.
Kpunroznuck MoxKeT OBITb OTKDBIT, €CJIN XOTSI ObI OIMH CepTH(UKAT, IMEFOLIHI 3aKPBITHIM K/TH0U, A0CTYIIeH.

[y1s1 TOro, uTO6BI 3aKPHITH KPUITTOVCK, HEOOXOAMMO 3aKpBITh BCe paboTaroliyie ¢ HUM TPU/IOXKeHHs], BBIIETUTE €T0 B CITHCKe

KOHCOJIH, 3aTeM B I7IaBHOM MeHIO BBIOpaTh MyHKT " JefcTBus" / "3aKpbITh". JINOO B KOHTEKCTHOM MEHFO KPHUITTOMCKA BBIOPATh
MyHKT "3akpeiTh". JIN60 Ha)kaTh KHOMKY "3aKpbITh" Ha [aHeId HHCTPYMEHTOB.

37



Pabora c KpunTogucKamMu

-
i Atlansys Security Server - KoHcone kpunTocepeepa

Dain [,ﬂeﬁcraun ] Hacrpolikm Cnpaeka

| e W
@ i’ Omxpoith.. TV .&
' 3akpbits i

E. &' Vaanwte...

KpUNTOKOHTEHHED @

PucyHok 4.13. Menio "Ieticmeus "

YT0OBI OTKPBITH 3aKPBITHIN KPUMTOJUCK, HEOOXOJUMO BbIIEUTh €r0 B CIIUCKE KPUTITOOOHEKTOB, B IVIABHOM MEHIO BHIOpATh
nyHKT "[etictBust" / "OTKpBITE". JINO0 B KOHTEKCTHOM MeHI0 BBIOpaTh MyHKT "OTKPBITH".

1 A: [OTHETHI]

g 7,75 MoanT
i

jfons & OTEDBITE.

—

g‘ ¥4anMTe. ..

PucyHok 4.14. KoHmeKcnmHoe MeHI0 KpunmooucKa

JIubo HakaTh KHOTKY "OTKpBITH" Ha TaHea MHCTPYMEHTOB. [IBOMHOM IL[eTY0K MBI HAa UKOHKe KPUMTOAMCKA B CITUCKE
KpPUNTOOOBEKTOB TaK)Ke OTKPhIBAET KPUIITOANCK.

L 9@

I OTKPEITE KPHNTOAHCE
. A ]
7,78 MbanT
—
FpHATOAHCE o

PucyHok 4.15. Ilanenb uHcmpymeHmos

Eciy KpUnToAuck 3aiuieH cepTudHKaTamu, ¥ B CHUCTeMe UMEeeTCsl 3aKpBITBIM K/IFOY XOTs1 Obl K OfHOMY CepTH(HKaTy,
KPMITTOUCK OTKpoeTcs. Ecny KpUNTOAMCK 3alljvilieH MaposieM, TO OTKPOeTCsl JUajlor OTKPBITUS KPUITOAMCKA, B Ioje
"IMapone" KOTOPOro HeOOXOAMMO BBECTH MApOJib, KOTOPBIU UCIM0J/Ib30BAJICS TIPU CO3/IaHUK KPUTITOJUCKA, TPU HEOOXOAUMOCTH
MO>KHO [TOMEeHSITh OyKBY AMCKa, 107 KOTOPOi KPUNTOAWCK OyZieT BUJIeH B CUCTeMe, U Ha)KaTh KHOTIKY ""OTKpBITE .
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Pabora c KpunTogucKamMu

gt
OTHpLITHE KPHATOOHCHA

BESAMTE Napont M BEIDEpETE DYKEY ANA OTKPEITHA
KPMNTOAMCKA,

YWCTROHCTED! | 1DevicelHarddisk1Partitionz |

MeTka; | ermnail |

OMHCAHHE: INEKTPOHHAA NOYTA

Mapone: |--------

EyEEa AHCKa:
[ aroe] [

PucyHok 4.16. /luanoz omKpbimusi KpunimoKkooucka

4.5. YpaneHue Kpuntogucka

I1pu ypaneHNy KPUITTOAMCKA CHayajaa HeoOXOAMMO 3aKphITh BCe TIPU/IOXKEHUs, KOTOpble C HUM paboTaroT, 3aTeM 3aKpbITh
KPUITTO/IUCK, Jiajiee B TIaBHOM MeHIO BbIOpaTh MyHKT "edictBus" / "Yaanute", mub0o BLIOPaTh B KOHTEKCTHOM MEHIO MYyHKT
"Ynanute", 00 B MaHeM UHCTPYMEHTOB Ha)KaTh Ha KHOTIKY " YanuTh".

CICH e

YWASNHTE KPHNTOAHCK
Al | i
7,78 MbanT

e
F.pHATOAHCE '-\l.__')

Pucynok 4.17. IlaHenb uHcmpymeHmos, KHonka "Yoaaums"

[Tocsie 3TOTO MOSIBUTCS OKHO MacTepa yzaneHusi KpUIITOKOHTeHHepOB, B KOTOPOM HeoOX0AUMO BhIOpaTh OJHH U3 CrIocob0B
yZAaneHust KpUIITOKOHTeMHepa:

*  Yoanumb KpunmoouckK u3 cnuckd. YaansieT KpUITOANCK TOJTBKO U3 CITMCKA KpUnTocepBepa. IIpy 3TOM KPUIITOAUCK U BCe
JIaHHbBIE, COJleprKalliiecst B HeM He yayistoTcs. JJaHHbIA criocob MOXKeT MCIOIb30BaThCs MPY MepeHoce KPUMTOAKCKa Ha
JIPYTOi cepBep WM pabouyro CTaHIUIO.

* Yoanumb Kpunmoduck. B KpUNTOOWCKe CTHpAeTCs K/IOUueBasi MHPOPMAIMs W 3aroioBoK. Tak Kak BCS WH(OpMarius
B KDUINTOAWCKe 3amudpoBaHa, TO yjajdeHWe K/IOueBOH WH(OpMAaIuy MOJHOCTBIO O/IOKUPYeT [OCTYN K [JaHHBIM,
COZIepIKAIMMCS Ha KPUMTOANCKe, DTO CaMblit OBICTPBIM CI0CO0 y/aneHus AUCKa, HO OH He 3alUIaeT OT AelirhpoBaHUs
JAHHBIX C MOMOILBIO TIPSIMOTO Tiepebopa KiTrouei.

*  YHuumodicumb KpunmoOouck. [1is1 rapaHTUPOBAHHOTO YHUUTOXKEHHS! JaHHBIX TIOMUMO yZareHHus KaroueBoi MH(popMaryy,
BCe [JaHHble Ha KPUITOAMCKE YHUUTOKAIOTCSI OHUM U3 aITOPUTMOB YHUUTOKEHHSI.

+ Asroputm 1o cradzapty 'OCT P 50739-95 umMeeT fBa LIMKJ/Ia 3allKCH [ICEBAOCTyYaltHbIX 3HaUEHU.

e Anroputm 1o cradgapty DoD 5220.22M vMeeT ABa LMK/A 3alUCU MCeBJ0C/TyUYalHbIX 3HaUYeHUM U OIVH LIMKJI 3alrCy
(hUKCUPOBAaHHBIX 3HAUEHUM.
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Pabora c KpunTogucKamMu

* Anroput™m rio ctanzapty NAVSO P-5239-26 vimeet /jBa [JMKJIa 3aMCH PMKCUPOBAaHHBIX 3HAUEHWH M OAWH LUK 3aITUCH
TICeBI0C/TyYaiHbIX 3HaUeHUMN.

iy
MacTe p yoane HHA KpHNTOAHCHOR

AobBpo noxanoBaTb B MACTEp ¥AaneHwsa KkpunToaucka. War 1.
BrifepMTe cnocob yaaneHHa

| .
KpunToguck: \DeviceiHarddisk1\Partitionz

() ¥YAANMTb KPHNTOZWCK W3 CMCKa.
KRHNTOAHCE HO%HD By 48T ADBAEHTE CHOEE MM HCNONB30EATE HA APYTOM
KOMMBHITERE,

'1
() ¥RAnMTh KPUNTOQMCK.
K.Aro4esaA HHbopHauHA Apcka ByaeT vaaneHa.
(%) YHHUTOMMTE KPHNTOZMCK.
- = MOMHOR YHHHTOMEHHE AEHHBL Ha AMCke GBS BOSMOMHOCTH BOCCTAHOENEHHS,
e ——————S——
-

ANrOpHTH YHHHTO®EHMA: |05T RS0739-95
GO5T REO739-95

Cn
[

D 5220,22-M

[k/ ¥ AANHTE l ’ 2 OTMEHA ]

PucyHok 4.18. Macmep yodasneHust KpunimokooucKkoe
Baxuo

dopmaTrpoBaHHe pasziena, Ha KOTOpOM Obll KPUIITOAUCK, CTaHAapTHBIMU cpeZictBaMu Windows He
yZanseT BClO c1ykKeOHy10 MH(OPMAIUIO KPUMTOAKCKA, TI03TOMY KPHUITTOJUCKU JIO/DKHBI YAAAThCS
CpeZicTBaM{ KOHCOJIM KpPUNITOCEpBepa U TOMbKO 3aTeM (hOpMaTUpOBaThCSl.
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naBa 5. )KypHasn coObITui

5.1. )KypHan coo6bITuni

JKypHan coGBITHI CTY>KHT [JIs TIPOCMOTpA JIOT COODIeHHNH KpUNTOCepBepa. B )KypHase peasn3oBaHa r'MOKasi CHCTeMa
(bUIBTpALIK JIOTOB, 110 TAKAM KPUTEPHUSIM, KaK: UMsI TI0JIb30BATe/IsA, XOCT, ZlaTa, YPOBEHb JIOTa, KAaTErOpHs JIoTa, MOAY/Tb.

YT0OBI OTKDPBITH >KypPHa/l PETMCTPALMU COOBITHI, HEOOXOAMMO B IJIABHOM MEHIO 3aiTH B moAMeHto "®aiin" u BeIOpaTh
"KypHan cobsIThii..."

i Atlansys Security Server - Koncons kpunTtocepsepa
®ain | Jdefictema Hactpodkn Cnpaeka

Cozgate L i @

JoBasnTe k

3aKpBITE BCE KPUNTOOBBEKTE
Aypuan coBeITHA...
33BEPLUNTE CEAHC

Bemog

PucyHok 5.1. 3anyck sycypHana co6bimuti

ITocsie 3TOr0 0TOOPA3UTCS OKHO >KYPHasia COOBITHH.
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JKypHan cobbITrii

™ Atlansys Enterprise Security System - ¥ypHan co6biTH

HaTa/spemnsa 1D Nonbsoeatens TekcT A DEneTR
11.03.10 13 i 4 & : |:| MonbsoBaTens
11.03.10 13:18:32 0-5-03003 SYSTEM Connection[1] closed.
11.03.10 13:20:27 0-5-04001 SYSTEM Crypra Service starked... D WocT
11,0310 13:21:26 0-6-03004 SYSTEM Accepted TCP-connection from <192, 168.1,3:2138=.
11.03.10 13:21:27 0-5-03002 SYSTEM Created incoming connection [0] from <192, 168.1.5: 21358,
[ Aatajepena
11.03.10 13:21:28 0-5-04005 SYSTEM Open incoming console session [0] from <192.168.1.3:2138>.
Ha4anbHaA AaTalEpema;
11.03.10 15:57:20 2-3-01011 SYSTEM Cryprodisk "\DeviceiHarddisk1'\Partition1" creation failed, err..
[ 11.03.2010 18:23:39 |
11.03.10 15:57:44 | 2-4-01010 SYSTEM Cryprodisk "\Device\Harddisk1\Partition1" has been created s...
IoHEYHEA AGTa/BpEMA!
11.03.10 15:58:47 2-5-01012 SYSTEM Cryptadisk "\Device\Harddisk1\Partition1" has been mounted ..
[ 11.03.2010 18:23:39 |
11.03.10 16:01:53 2-5-01012 SYSTEM Cryptodisk "iDeviceiHarddisk1Partition1" has been unmount ..
11.03.10 16:02:27 2-5-01012 SYSTEM Cryptodisk "\Device\Harddisk1Partition1” has been mounted .. [ ¥posers nora
11.03.10 16:06:08 2-5-01012 SVSTEM Cryptodisk "|Device|\Harddisk11Partition1” has been unmount... SSGEEET =
11.03.10 16:12:00 2-4-01010 S¥STEM Cryprodisk "|Device\Har ddisk1\Partition2" has been created 5. [ Kareropwa nora
11.03.10 16:12:35 2-5-01012 SYSTEM Cryptadisk "\Device\Harddisk1\Partitionz" has been mounted .. CHCTEMA J
11.03.10 16:12:54 2-5-0101Z SYSTEM Cryprodisk "\Device\Harddisk1\Partition2" has been unmount ... ] Moayne
11.03.10 16:13:25 | 2-4-01015 SYSTEM Crypradisk "\Device\Harddisk1\Partition2" M: removed From u... MoacHCTEMa Noros J
11.03.10 16:14:39 | 2-4-01015 SYSTEM Crypradisk "\Device\Harddisk1\Partition1" K removed fromu...
11.03.10 16:15:21 0-5-04002 5Y¥STEM Crypta Service stop, [‘/ ”D”'“‘e”"”b] [ & ChpachTe ]
11.03.10 16:15:21 0-5-04006 SYSTEM Close console session [0] from <192, 168.1.3:2138 =,
1 16 0-5 SYSTEM Connection[0] closed,
1 1 0- SYSTEM Crypha Service starked...
110310 16f5:03 }503004 SYSTEM #Accepted TCP-connection from <192.166.1.126: 2045, [
(+) (5) (s) \® \®

PucyHok 5.2. OkHo XcypHana coobimutl

1. OGHOBUTH CIHCOK JIOTOB.

2. VHdopmanys 1o BeIOpaHHOMY JIOT COODIL{EHHIO.
3. Hacrpoliku )XypHasa perucTpaLiy cOObITHI.

4. TlepeiiTu K 1epBoii CTpaHHULIe.

5. IlepeiiTu K nipeAbiAyIIeii cTpaHHULe.

6. IlepeliTu K crenytolieil cTpaHuLle.

7. TlepeiiTu K mocsefHel cTpaHuLle.

8. TIloka3aTb/CKpBHITh (PUIBTP.

TTpu HaXKaTUH Ha KHOTIKY MH(OPMAIHH 110 BEIOPAHHOMY COOOIIEHHI0 0TOGPA3UTCS JUAJIOT C ITOJTHOM HH(pOPMAaLHekt 1o ToMy
COOOIIEHHUIO:
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JKypHan cobbiThii

] Mudwopmauma no Aor cooGime H1io

3

WMmA none30BaTENA; |5YSTEM |
AOCT! | sry-ca.neksys-k, ru |
JaTalepema: 111.03.10 15:58:47 |
YpoBeHb: |5 - 3aMEHAHHE |
KaTeropma: | Mones0EATENE |
Moayne: ||""'|E!HE!..'.‘I.H-{E!|:I KPHMNTOOOLEKTOR |

|

MaeHTHDKEATOR Nor coofWeHHs: |2-5-I31I312

TekcT:

Crypradisk, "iDevice\Harddiskl \Partition1" has been mounted as K

PucyHok 5.3. HHopmayus no 102 coobujeHuio

Ipu mepexo/ie B HACTPONKM KypHaa PErucTpalidi COOBITHH, 0TOOPA3UTCS Ciefyelee OKHO, B KOTOPOM MOXHO 3a/aTh
MOPSIZIOK 0TOOpakeHUs1 COOOIIeHNI ¥ HeOOXOIUMBIe CTOJIOLBI )KyPHaIa COObITHIA:

¥ Atlansys Enterprise Security System - Hactpo... [Z|

O] MHEEpTHPOESTE HANPABNEHHE NPOCMOTRA ¥YpHaNa
(MOMECTHTE HOBOE ConBLUEHHE HAEERX ]

MopAAok CTonOUOE:

Jatalepena
I
MNonksoEsaTens
[] #ocT

[] ¥poeeHe

[] KaTeropus
[] Moawne
TekcT

14 (€@ ®) pyY

LEeT NoACEETHH COOAWEHHH!

|EI - AEapHA LI E]

[h Mo ";.-'MDJ'I'-!EHHI-D] [\f anMEHHTbI ’ S OHEna ]

PucyHok 5.4. Hacmpoliku jcypHaaa pezucmpayuu coobtmuti

CTon6IbI MOXKHO BKJIFOUATh, OTMeUas COOTBETCTBYOLME YeKOOKCHI, U OTCOPTUPOBAaTh B Gosiee yIoOHOM MOpsiAKe, BRIOpaB
HeoOX0UMBIH CTOMOeN] U Ha)KMMasi Ha KHOITKH TiepeMelLeHus CTo0La.

q)I/I]'[LTp JKyPpHaJjia COOBITHI CITY>XKUT A1 6LICTpOFO TIOMCKa 3aJdaHHBIX COOBLITHI 1 BKJTIOUAeT B ce0s Takue IYHKTBI, KdK:
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JKypHan cobbITrii

DHAETR
Monez0EaTENE
SYSTEM

XocT

|I|:uca|h|:|st|
Aatalepemna

HauaneHaa AaTa/Bpema:

04.09,2009 12:27:56 v
KoHeuHaa AaTalEpema:

05.09,.2009 13:27:56 v
¥pOEEHE Nora

0 - ABapka ﬂ

K.aTeropHa nora

CHCTEMa ﬂ

Moay e

MEHEAMED KQMNTO0OBEK TOE ﬂ

Lw’ ﬂpHMEHHTb] [ }{ COpOCHTE ]

PucyHok 5.5. @uabmp sicypHana codbimuti

1. Tlonb3oBaresnsb - UeHTUPUKATOP (UMS) TT0/Ib30BaTe s, CreHepUPOBaBIINi coObiTHe. COOBITHS, TeHepUPYEeMbIe CUCTEMOH,
orobpaskarorcs o umenem SYSTEM.

2. XocT - afjpec X0CTa, Ha KOTOPOM IIPOU30LIO COOBITHE.
3. [ara/Bpemsl - Haua/ibHas ¥ KOHEYHasl IaThl, B TIPOMEXKYTOK MKy KOTOPBIMH MPOU30LIITHA COOBITHSI.

4. YpoBeHb JiOTa - ypPOBEHb 0TOOpa)kaeMbIX JIOr-coobieHuii. BynyT otobpaxkarcsi cOOOIIeHNs ¢ MEHBIIMM W/ PaBHBIM
BbIOpaHHOMY.

5. Kareropus jiora - UCTOUHHK COOOIL{eHuH, crucTeMa WU M0/Ib30BaTe/lb.
6. Mopynb CHCTeMBI, CreHepUPOBABILMM COOOIIIeHHe.

711 npyMeHeHUst HacTpoeK (QUIBTPALIMK HeoOXOAUMO HaXKaTb KHOTIKY "TIpUMeHUTS".
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FnaBa 6. TexHUYeckaa nogaepxka

TexHUYeCKas TIOJ/IeP>KKa JaHHOTO MPOAYKTa OCYILeCTB/ISIeTCS B paMKaXx ITPaByJI, OMyO/IMKOBaHbIX Ha calTe www.atlansys.ru.
O6paTtuthCs B Cy>k0y TEXHUUECKOM TOAZIEP>KKH MOXKHO T10 TejiehOHaM, YKa3aHHBIM Ha caiTe, MO0 10 3/71IeKTPOHHOM rouTte
no azipecy <support@atlansys.ru>. [ys mosy4eHHs] ONepaTUBHOTO OTBeTa MPH 3arpoce B CIyXKO0y TeXHUUeCKOu
TOZIePIKKe Oy/IbTe TOTOBBI ITPEOCTABUTD CIEAYIOMIYI0 HH(POPMALHIO:

» daMWIMio, UMs1, OTUEeCTBO KOHTAaKTHOTO JIULIA, apecC 3/IeKTPOHHOM MOYTHI, HOMep TesiedoHa.
+ IlonHOe HaMeHOBaHMe MPOAYKTA.

* Bepcus npogykra (otobpaxkaercs B fguasiore "O nporpamme’).

* JIML|eH3WOHHBIHN KJTHOU, MO0 CepUiHbIM HOMEp MPOJYKTa.

* Bepcust oniepaljiOHHOM CHCTEMBI, ONMCaHWe KOHQUTYpaLK KOMITbIOTepa.

+ Kparkoe onvicanve BO3HUKIIEH NPOOIeMbl U AeHACTBUH, KOTOPhIE K Hel TIPUBEJIH.

» [lo BO3MOKHOCTHM, CHHMKH O3KpaHa IIpH BO3HUKOHOBEHMH OIIMOKM, KOJ OIIMOKM, JI0r-COOOLIEeHUs, KOTOpbIe
TIpe/IIeCTBOBA/H OLIMOKe.

® HpI/I BO3HHUKHOBEHUM OIIMOOK B CTOPOHHUX TIIpOrpaMMax, CBfA3dHHBIX C HMCII0/Ib30BAHHWEM [JAHHOI'O IIPOAYKTa,
HAWMMEHOBaHKE 1 HOMeDda BepCI/Iﬁ 3THX MMPpOrpaMM.

BaxxuHo

Hukorga He coobiaiiTe KOMy-0bI TO HU OBLIO TIAPOU U APYTYIO KOH(WAEHIMATBHY0 WHGOPMALHIO.
Cny>xba TeXHUUYeCKOU TOA/1epKKH He 3arpalinBaeT KaKux-1100 raposei, Kiouei v TMH-KOJ0B.
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MpunoxeHue A. JINUEH3NOHHbIA OOroBOP

A.1l. JIMUEH3MOHHbIV JOroBOp C KOHEUHbIM NoNb30BaTesIeM

Buumanue! IIpouTTe BHUMATe/NBLHO [aHHBIM JIML|EH3UMOHHBIM OTOBOD, NMpeXJe 4YeM YCTaHaBIMWBaTh, KOMHWPOBAaTb WU
WHBIM 00pa3oM WCIO/b30BaTh MPUOOpETeHHbIH MPOAYKT. JIFoboe HCIonb30BaHHWe BaMU TPUOODPETEHHOTO MPOAYKTa, B
TOM UUCJ/Ie ero yCTaHOBKA U KOIMPOBaHMWe, O3HauaeT Ballle COoIvlache C YC/I0BUSMU INPUBEIEHHOIO HiKe JIWIeH3MOHHOIo
nJoroBopa. Hacrosiiuii JIMIEH3WOHHBIM JOTOBOpP SIBSETCS FOPHIMYECKH O00s3aTelbHbIM COTVIAIIeHHEeM, 3aK/THouaeMbM
Mexy Bamu - KoHeuHelM mnosb3oBaresieM, U Kommanueit OOO "IlporpaMmHble cUCTeMbl ATAaHCUC'; cOIVIallleHUe
3aK/IF0YAeTCss OTHOCHTELHO IIPOrpaMMHOro obecriedeHusi (masee 1o Tekcty - ITO), KOTOpoe TOCTaBMIsieTCsT BMeCTe C
JaHHBIM JIuieH3sroHHbIM 4oroBopoM. 10, BK/rouast BCce HOCUTEH, IleyaTHble MaTepraslbl U 3JIEKTPOHHYH0 JOKYMEHTALUO,
SIBISIeTCS1 00BEKTOM aBTOPCKOTO TIPaBa M OXpaHsIeTCsl 3aKOHOM. EC/i Bbl He COT/IaCHBI IPUHSATB Ha Cebst yC/IOBHsI HACTOSILIErO
JIMLIeH3MOHHOTO [I0TOBOpA, Bbl He MMeeTe IpaBa ycTaHaeiauBarh [10 u po/mkHbl BepHyTh 1O opraHu3saiuy, y KOTOpOU
BbI mpuoOpenu I1O, B CPOKM, yCTaHOB/IEHHBIE 3aKOHOJATELCTBOM CTPAHBI €ro MpUoOpeTeHUWst W TIpaBU/IaMK BO3Bparta,
JelCTBYIOLIMMU B MecTe TiprobpeTeHusi. [leHbru BaM OyayT BO3BpallleHbl TIOTHOCTBIO MPH YCJIOBHH, UTO BBl OTKA3a/IMCh OT
ucnonb3oBanus 110 u Bepryu BMecte ¢ I10 Bcro otHOCsYyrocs K ITO goKymMeHTaLMI0, HOCUTENIN U YIIaKOBKY.

1. IIpeamet forosopa

1.1. TIpemgmeTrom HacTosijero JIMIeH3MOHHOTO ZOroBopa siBisiercss Tepefada Kommanueit OOO "IIporpammHbIe
cucrembl Arnancuc” (ITpaBoobnagaresiem) Bam (KoHeuHOMy TM0/71b30BaTesito) MpaB Ha KConb3oBaHue I10
criocobaMy, YKa3aHHBIMH B HacTosiIeM JIML{eH3MOHHOM ZIoroBope (HeHCK/TIOUHTE/IBHBIX TIPaB Ha UCII0/Ib30BaHHe
[10).

1.2. Bce ycnoBusi, oroBopeHHbIe fjanee, 0THOCATCS Kak K I1O B 11e/10M, Tak ¥ KO BCEM ero KOMIIOHEHTaM B OTAebHOCTH.
2. HckawunTesibHOE NPaBo

2.1. Komnanusi OOO "IIporpammHble cucTeMbl ATIaHCUC' rapaHTUpPyeT, YTO MMeeT MpaBO Ha pacrnopsbkeHue 10
(B TOM umcie MOOBIMU BK/TIOUEHHBIMA B HEro rpauuyeCcKUMH W300pakeHUsMH, (oTorpadusMu, TeKCTaMH,
JIOTIOJTHUTETbHBIMH TTPOTPaMMaMH U JIDYTUMU 00BeKTaMH aBTOPCKOTO TIpaBa), a Takke TpaBa Ha pacriopspKeHHe
mo6bMu KorusiMu T10 u conpoBokaatoupmu [10 neuatHeiMu Matepuanamu. [10 3aIuiiaeTcs 3aKOHOAATebCTBOM
Poccwuiickoit @efiepaliuy ¥ Me>KAyHapOJHBIMU COIVIAIIEHNSIMI 00 aBTOPCKUMX MpaBax CTpaHbl puobpetenHust I10.

2.2. TIO copep>kuT KOMMepYeCcKy!0 TaliHy ¥ MHYI0 KOH(GHeHLMaTbHYI0 NH(HOPMALMIO, KOTOPast 3all{HIl{eHa aBTOPCKUM
NIPaBOM, MeXX/YHapOJHbIMU COIVIALIIeHUsIMU U 3aKOHO/,aTeIbCTBOM CTpaHbl UCNo/b30BaHus. Vcronbs3oBanue 10 B
HapylIeHHe HacTosiiero JINIeH310HHOTO {0r0BOpa MPH3HAETCS HApYIIeHHeM JiefiCTBYIOIero 3aKOHOJaTe/IbCTBa 06
aBTOPCKHUX MpaBax U sB/sIeTCs OCTaTOUHBbIM OCHOBaHHWEM JJIs1 JILLIEHNs Bac NPaB, [Ipe/j0CTaB/IeHHbIX B OTHOLLEHUN
I10.

2.3. Bbl umeeTe npaBo ofyH pa3 Iepejarth JaHHbIN JINeH3UOHHBIN JoroBop U camo 10 HermocpeACTBEHHO [PyromMy
KOHEYHOMY I10/1b30Baresifo. Takasi repesiaua [OJDKHA pacripocTpaHsiThcsl Ha Bce ITO (BKouast BCe COCTaBHbIE
YaCTH, HOCUTENIH U TIeuaTHble MaTepHasbl, a Takke JiroOble 0OHOB/IeHMs). Yka3aHHasl Tiepefiaua He MOXKeT OBITh
OCYIIIeCTBIeHa KOCBEHHO W/IM 4epe3 Kakoe-mub0 TpeThe Jyiio. JIuo, monmydaromjee IO B pe3yneraTe TakKoM
e/JMHOBPEMeHHO TlepeJjauy, JO/DKHO COIVIACHTBCSI CO BCEMH yCIOBHMSMH HacTosiero JIMieH3MOHHOT0 [J0roBopa,
BKJTIOUasi 00s13aTe/IbCTBO HUKOMY JiajIbLiIe He MepeZiaBaTh HaCTOSLMH JIMLeH31oHHbIN ZoroBop U camo [10. Yerymas
cBor TipaBa Ha I1O [pyromy KOHEYHOMY I10/Tb30BaTesii0, Bbl 00s3yeTeCh YHUUTOXXHTD BCe KOIHY TepesjaBaeMoro
I10O, ycTaHOB/IEeHHBIE Ha BallleM KOMITBIOTEpe MJIH CepBepe.

3. Yci0BHA UCO/IL30BAHUSA

3.1. B cnayuae ycraHoBkd IIO Ha aBTOHOMHBINM (OT[e/bHBINA) KOMIbIOTED paspellaeTcss ycraHoBUTH IO Ha ofguH
KOMITbIOTEp: /1160 Ha OJHOM HaCTO/IbHOM KOMIIBIOTEPE UK Ha OJHOM [1ePEHOCHOM KOMITbioTepe (HoyTOyKe); 6o Ha
OZIHOM O(pYICHOM WM OfiHOM fioMalliHeM. I1O He Mo)keT 0ZJHOBpEMEHHO UCII0/1b30BaThCsl Ha HACTOILHOM (0(h1CHOM)
KOMITbIOTEpE U [IePEHOCHOM (ZloMalllHeM) KOMITbioTepe. Brl He MMeeTe 1ipaBa ycraHaBnuBaTh 110 Ha Kakux-mibo
JPyTUX KOMIIbIOTepax.

3.2. B ciyuae cereBoil ycraHoBKHM 1O BBl MOXKeTe UCIO/b30BaTh 10 TOMBKO B paMKaxX OJHOM JIOKa/JbHOM CETU; BbI
MoxxeTe yctaHoBUTh [1O Ha ofuH cepsep. B ymobom ciyuae ofHOBpeMeHHOe ucronb3oBaHue [1O paspernaercs
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TOJILKO Ha OAHOMN paboueil cTaHiuy (ec/M MHOe He OrOBOPEHO B OTAenbHOM cornamieHuu ¢ Kommanueit OOO
"[IporpamMmMHBIe cucTeMbl ATiaHcuc").

4. TlocraBKa Ha ABYX THIIAaX HOCHUTe/ el

4.1. B ciyuae ecnu 1O nocrasnsieTcs Ha ABYX UM HECKO/IBKHX BU/IaX HOCHTeJIeH, BK/IIoUasi IOCTaBKy yepe3 VIHTepHeT,
TO, HE3aBUCHUMO OT KOIMYeCcTBa HOCUTeJIeH, Bbl MMeeTe MPaBO MCII0/b30BaTh TOABKO OJVH U3 MUMEHOIIMXCS Y Bac
5k3eMIu1sIpoB I10 B COOTBETCTBUH C I1.3 HacToslero JINeH3nOHHOro J0roBopa.

5. PacmpocrpaHeHue nporpammHoe odecrieuenue (I10)

5.1. Pacnpoctpanenue [10 He monyckaercs. [log pacnpoctpanenrem 10 nmoHMMaeTcss, B YaCTHOCTH: TIpelOCTaBIeHUe
JIOCTyTIa TPETHUM JIMI]aM K BOCITPOW3BeZIeHHBIM B JTFO00H opme KomrioHeHTaM [10, B TOM umc/ie TIyTeM MPOAAKH
(3a uckIrOUeHNeM CJlyuaeB, yKa3aHHBIX B II. 2.3 HacTosilero JIMIieH3MOHHOTO [0roBopa), MpoKaTa, Claud BHaeM
WU TIpe0CTaB/IeHUs B3aliMbl.

6. OrpannueHust

6.1. Peructpauus. Bei cornachsi ¢ TeM, uto IO cHabKaeTcst CpeiCTBaMH 3all{UThl OT KOMTMPOBAHKS Y HEOTPaHUUYEHHOTO
ucronb3oBanus. IIpefocrasieHHble BaM HaCTOALWMM JIMLIEH3MOHHBIM [OrOBOPOM IIpaBa B oTHouleHuu 10 moryt
He BCTYIIUTh B MOJHYIO CHJTY [IO TeX TOp, MoKa He OyzeT mpou3sBeseHa perrctpauys I10 B mopsiike, ONpeeieHHOM
B JoKyMeHTaruu K I10, 6o Ha Beb-caiite www.atlansys.ru , 6o B uHbIX mocTaBnsembix Kommanueii OOO
"[IporpamMmHuble cuCcTeMbl ATJIAHCUC" OTKPBITHIX MaTepuanax. B npouecce perucrpanuu B OOO "IIporpammubie
cucTtembl AT/IaHCUC" He IepeJaeTcsl HUKaKUX BalllMX IIePCOHA/BHBIX JAaHHBIX, 3a UCK/IIOYeHHeM YKa3aHHbIX BaMU
Nmenu ®amumumn 1 OTuecTBa U COXpaHsieTCs [10/1Hasl aHOHUMHOCTb.

6.2. Bce ycioBust M orpaHrueHusi ucrno/b3oBanus 110 ykasaHel B MyHKTe 3 Hacrosiero JIMIeH3MOHHOrO J10roBopa,
ec/id UHOe He OTOBOPEHO B OT/eJIbHOM coriatieHuu Mexxay Bamud 1 Kommnanueit OOO "IIporpamMMHbIe CUCTEMBI
Atnancuc".

6.3. Bbl 00s13yeTech He OCYILECTB/ISTh CAMOCTOSTEILHO M He pa3pelliaTh TPeTbUM JIML[AaM OCYIIeCTB/IATh C/IeAYyIOI1e
JIeUCTBUS:

6.3.1. [In3accembnupoBaTh, J[€KOMIIMIUPOBAaTh (1IpeoOpa3oBbIBaTh OOBEKTHBIA KOJ, B HCXOAHBIM TEKCT)
MporpaMmsl, 0asbl JAHHBIX U Jpyryve KoMroHeHTH! 1O, 3a MCK/IOUeHHEM CJIydaeB, KOIZja BO3MOXKHOCTb
OCYILIeCTB/IEHHUS TaKUX AeHCTBUH IPsSMO IIpe/lyCMOTpPeHa J1eHCTBYIOIUM 3aKOHO/aTe/TbCTBOM.

6.3.2. Moaudurpposars [10, B TOM unc/ie BHOCUTb U3MEHEHUs B 00BEKTHBIN KOJ| TPOrpamMM Win 6a3 JaHHbIX K
HUM, 3a UCK/IFOUEHUEM TeX W3MeHeHHH, KOTOpble BHOCSTCS CPeJCTBaMU, BKIFOUeHHbIMU B KOMILIEeKT 10 u
OMMCAHHBIMU B IOKyMeHTaLUH.

6.3.3. IlepenaBarh npaBa Ha ucnonb3oBanue 110 TpeTbyUM JMLaM, 3a UCK/IFOYEHWeM CJlydasl, yKa3aHHOro B II. 2.3
HacrTosiero JIuIeH3MoOHHOTO 10r0BOpa.

6.3.4. Co3paBath yCyi0Bus Jj1s1 Ucno/ib3oBaHus [10 uamu, He MMEIOLMMU TIpaB Ha UCIo/b30BaHue JaHHoro [10,
B TOM umc/ie paboTaloIMMU C BAMHU B OJJHOM CETH U/IM MHOTOII0/Ib30BaTe/IbCKOM CHUCTEME.

7. TexHudeckKasi moaaepxKa

7.1. Kommanus OOO "TIporpaMMHBbIe cCTeMbI ATIaHCHC" TIPeI0CTaBIIsIeT BaM YCIyTH 110 TeXHUYeCKoi mogzepxke [10
(manee - TexHHUUeCKas TMO/AePKKa) B COOTBETCTBUM C TeKYIIMMM TpaBUIaMH OKa3aHWsI TeXHHUUECKOU TOJepiKKH
Komnanmu OOO '"TlporpammHeie cucteMbl Atnancuc”. ITpaBuma mybnukyrotces Ha Beb-caiite Kommannun OO0
"TIporpaMMHBIe CHCTeMBI AT/IaHCUC" U MOTYT ObITh U3MeHeHbI Oe3 TpeJJBapUTeNEHOTO YBeJAOMIIEeHHSI.

7.2. Jlroboe mporpaMmHOe obecrieueHye, MOCTaB/sieMOe B paMKaxX TeXHUYeCKOH TO/ep)KKH, cuuTaeTcs yacteio 110 u
[IO/DKHO MCTI0/Ib30BaThCsl B COOTBETCTBUU C YC/IOBUSIMU HacTosIero JIeH3noHHOTo J0roBopa.

7.3. [nst ocymecTBieHus: TexHuueckod mnopagep>kku Kommanusi OOO "TlporpammHble cucTeMbl ATaaHCHC" BIIpaBe
noTpebOBaTh OT Bac TMpeAOCTaBjeHWs WH(OpPMaLWM, Kacaroljelicss TeXHUUeCKMX XapaKTepUCTHK Ballero
000pyZ0BaHUs, a TAKXKe 3alPOCUTb CTaHJAPTHHIE aHKETHBIE aHHbIe, B TOM UKCJ/Ie Ballle MM, Ha3BaH/e KOMITaHHUH
(z1s1 TOpUAAMYeCKUX JIULT), aZipec, S7IeKTPOHHBIN afpec ¥ HoMep TesnedoHa.
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10.

11.

7.4. Kommnanusi OOO "TIporpaMMHBIE CUCTEMBI AT/IaHCUC" BITpaBe KCIO/b30BaTh BBIIEYKa3aHHY WHGMOPMALIIO B
LesisIX pa3BUTUsI OW3Heca, B TOM yuciie (HO He WCKIHOUUTENBHO) A pa3Butus I1O M oKa3aHUsS TexXHUYeCKOH
nozajepxky, npu ycaosuu urto Kommanuss OOO "llporpaMMHble cHUCTeMbl AT/IAHCUC' He UCIIO/Ib3YeT 3Ty
VH(OPMaLMIo B KakKoi-mribo (opme, 1o3Bosisitoeit Bac UAeHTU(HHULIMPOBATh.

WUcnbirarenbHsie Bepcuu 110

8.1. Ecmu Bepcust [10 o603HaueHa KaK «HCTBITaTebHAs», «I€MOHCTPAI[MOHHAss» UMK «obmerueHHas» («Try&Buy»,
«Trial», «Demo» wumu «Lite»), ngamee «ucnbiTaTenbHass Bepcuss I1O», TO, HE3aBUCHMO OT OCTaJIbHBIX
ycoBUil Hacrosiiero JIMIeH3WOHHOrO JOroBopa, JO Tex IIop, MoKa He OyaeT mpuoOpeTeHa /ulleH3Us Ha
TO;THOQYHKLMOHA/TBHYO Bepcuto [10, mpuMeHsieTcst HaCTOSIIWH pa3zert.

8.2. Bbl comiacHel C TeM, 4YTO HcrmbITaTenbHass Bepcusi [0 uMeeT orpaHUYeHHYHO (GYHKIMOHANTBHOCTE W/WMA
orpaHnyeHHoe Bpems pabotsl. I1O rpefocTaBsieTcss TaKUM, KAKOBO OHO eCTh, TIpeJHa3HaueHOo UCK/TFOUUTEITBHO JIIsT
LjeJiel Tipe/IBapUTeIbHOTO 3HAKOMCTBA C BO3MOXKHOCTSIMH MOTHO(YHKLMOHambHOTO T10.

8.3. Kommnanus OOO "TIporpammHble cucTeMbl AT/IaHCUC" He HeceT HU Kakod OTBETCTBEHHOCTH 3a IOpUy WX MOTeplo
JIAaHHBIX Ha BallleM KOMITBIOTepe WM MHBIX HOCUTEJISIX MH(OpPMaL[K TIPY MCIOIb30BaHUH UCTILITaTeTbHOW BepCHU
I10.

8.4. Ecmm wucnbitatensHoe I1O sBisleTcss orpaHMYeHHBIM [0 BpeMeHM, TO TI0 HCTeUeHWH OIpefie/leHHOro
repuosia BpeMeHH, siBHO yka3aHHoro B I1O, oHO MoxeT mipekpatuTh paboty. Ecim He Obuia mpuobpeTeHa
noHOoQyHKIMOHambHast Bepcusi [10, Hacrosmumii JIWIeH3WOHHBIM 0TOBOP TpEeKpalllaeT CBOe [eMCTBHe TI0
HCTeUeHNH UCIIbITaTe/IbHOTO ITepuoja.

HpOFpaMMHOE OGECHE‘IQHI/IE, npeaocraB/asgeMoe KdK 00HOB/IeHHE

9.1. Ecmm 1O obo3HaveHO Kak «06HOBeHne» («Upgrade»), A7l ero NCII0/Ib30BaHUs BbI JOJDKHBI UMETD JIeHCTBYIOLIYIO
JIMIIEH3WI0 Ha MCIOoMb30BaHUe TporpaMMbl, KoTopas ykaszaHa Kommanueidi OOO "TIporpamMmHbie CHCTEMBI
ATtnaHcuc" Kak mogiesxarasi 0OHOB/IEHUIO.

9.2. IIO, obo3HaueHHOe KaK «0OHOB/IEHKE», 3aMeHsieT co00M UK [OMO/HSEeT [IPOrpaMMy, SIB/ISIOIIYIOCS OCHOBAaHUEM
Balllero npaea Ha 0OHOBJIEHHe.

9.3. YcranaBmmBasi 10, obo3HaueHHOe KaK «OOHOBJeHME», Ha KOMITBIOTED, Bbl JIMIAeTeCh JIUIIEH3UW Ha paHee
WCTI0/Ib3YEMYIO [IPOrpaMMy.

9.4. BBbI NMeeTe MPaBO MCMO/b30BaTh [10, MoyueHHOe B KaueCTBe OOHOB/IEHUS, TOJTBKO B COOTBETCTBUHM C YC/IOBUSIMU
JIn11eH3MOHHOT0 I0T0BOpPa, C KOTOPLIM OHO MOCTaB/ISIeTCSI.

9.5. JIrobwie obsi3aTesbeTBa Kommanuy OOO "TIporpaMMHbIE CUCTEMBI AT/IaHCUC' TI0 TEXHUUYECKOU MOAep>KKe paHee
WCTIO/b3yeMOH MPOrpaMMBI MPEKPAIIIaloTCsl B MOMEHT repeaud Bam 110, 0603HaueHHOTo Kak 0O0HOBJIEHHE.

PaCTOp)KEHHe AOroBoOpa

10.1. Be3 yiepba a1st Kakux-1160 ceoux rpaB Kommauust OOQO "TIporpaMMHbIe CUCTEMBI AT/IAHCUC" MOXKET TIPEKPATUTD
JefcTBUe HACTOsIIEro JIMIIeH3MOHHOTO JOTOBOPa MPU HECOOJTIOIeHNY BaMM €T0 YC/IOBUH W/WTH OTPaHUYeHUH.

10.2. TIpu TIpeKpaIeHny AeHCTBYS HaCTOSIIero JINIeH3MOHHOTO OTOBOPA BbI 00s13aHbI YHUUTOKUTDL BCE UMEFOIIUECS Y
Bac koruu [10, a Takxke ferHcranauposars [10.

T'apaHTHH U BO3MellleHHe

11.1. Komnianust OOO "TIporpaMMHble CUCTeMbI AT/IAHCUC" rapaHTUpPYyeT KauyeCTBO JaHHbIX Ha HOCUTEJISX, BXOJALINX B
komruiekT I10, 1 paboTocrocoOHOCTD TIOCTAB/SIEMBIX TIPOTPAMM B TeUeHHe TapaHTUHHOTO CPOKa, yCTaHOB/IEHHOTO
st TIO 3aKOHOZATENBCTBOM CTpPaHbl NIPUOOpeTeHUs, U TPU YCJIOBUSIX, OTOBOPEHHBIX B [JOKyMEHTalu (B TOM
yuc/le U 3JIeKTPOHHOM), a TakKe rapaHTUpyeT KaueCTBeHHOe Oo(OpMJIeHHe I1eYaTHOW AOKyMeHTaluu. B ciydae
nipuo6peTtenwust [10 B nipefenax Poccuiickoii ®enepaliii rapaHTHHAHBIN CPOK cocTaBsisieT 60 qHer.
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11.2.

11.3.

11.4.

11.5.

B ocransHoMm I10 nocrasisieTcst «TakuM, KaKOBO OHO ecTb». Kommanusa OOO "IIporpaMMHble cucTeMbl ATiaHcuC"
He rapaHTupyeT, uTo I10 He cofep>KUT OMMOOK, a TaK)Ke He HeCeT HUKAKOW OTBETCTBEHHOCTH 3a IpSMble WIN
KOCBeHHbIe YOBITKH, BK/IIOYasi YIyILIeHHYIO BBITOAy, TIOTepPH0 KOHGMIeHLMaNTbHON WHpOPMALMH, BO3HUKIIVE B
pe3ysbrare rpuMeneHus 110, B TOM yncIie 13-3a BOSMOYKHBIX OIIMOOK WM oTeyatok B KoMruiekTe T10.

Komnanuss OOO "TIporpamMmHbIe cMcTeMbl ATIaHCHC" He rapaHTupyet, uTo 1O GyzeT COOTBETCTBOBATh BAIUM
TpeOOBaHHUSM, a TaKKe He TapaHTHpyeT paboty ITO coBMeCTHO ¢ IPOrpaMMHBIM 0OecrieueHreM 1 000pYOBaHHEM
JIPYTHUX U3rOTOBUTE/IEN.

3a MCK/IIOUeHHeM C/lydaeB, TIPSMO TPeJyCMOTPeHHBIX Hactosiei crarbedl, Kommanusi OOO "IIporpamMMHbie
cucTeMbl AT/IaHCUC" He ZlaeT HUKAKWX TapaHThii oTHocuTenbHO I10, ero paboTocrnocobHOCTH, IPUMEHUMOCTH JIJIsT
KOHKPETHOTO HCII0/Ib30BaHus, la’Ke eC/Id TaKue rapaHTHH OObIYHO IIPeA0CTaB/ISIOTCS B COOTBETCTBUM C 00ObIUasIMU
[ZiesioBoro obopora.

JTrobast orBeTcTBeHHOCTH KoMmnanuu OOO "TIporpaMmHbIe CUCTeMbI ATIaHCHC', BHE 3aBUCHMOCTH OT OCHOBaHUH
IS ee BO3HUKHOBEHWs, Oy/leT orpaHryeHa LIeHOH, yriaueHHOW BaMu ripy nprobpetenun [10.

12. YcioBus 3kcnopTa

12.1.

Bel He [0/DKHBI 3KCIIOPTHPOBaTh WM peskcrioprhpoBath 1O B HapyllleHHe 3aKOHOJATeNbCTBA O COBEpLIEHUU
9KCTIOPTHBIX CZENOK, JelCTByrouiero B cTpaHe mnpuobperenus 10, a Takke B HapylleHHWe /H000ro Jpyroro
TIPYMEHHMOT0 3aKOHO/|aTe/IbCTBa.

13. IIpoumne ycioBusa

13.1.

13.2.

13.3.

13.4.

13.5.

13.6.

13.7.

B ciiyuae ecsu Bbl riprobpenu i nonyunau [0, Bkarouas [TO «He f/1s1 IPOJaXKu», UCTIbITaTe bHbie Bepcun 10
u I10, ob03HaueHHOE Kak «0OHOBIeHHe», uepe3 MHTepHeT:

13.1.1. Komnanuss OOO "TIporpammHble cucTeMbl AT/IaHCUC' He TpeJOCTaB/sieT BaM HUKaKUX rapaHTUN B
OTHOILIEHUM Kakux Obl TO HU ObUIO moTpedbutenbckux kKauectB I10, BkIouas paboTocrocoOHOCTD
[10 u NpUrofHOCTH A/ HCIOJIB30BAHUS B KaKUX-TMOO LiesgX, Jake ec/M TakKde TapaHTHH OOBIYHO
TIPe/JOCTABIISIIOTCS B COOTBETCTBUM C 0OBIYasiMH J1e/I0BOro 060poTa;

13.1.2. Komnianust OOO "IIporpammHble CUCTeMbl ATyIaHCUC" He IepefjaeT BaM HUKaKUX I1e4aTHbIX Marepuasos,
BKJItOYasi PyKOBOZCTBO I10/1b30BaTe/Isl.

Bo3HarpakzeHveMm 1o HactosiiieMy JIWLIeH3MOHHOMY [JOroBOpYy Mpu3HaeTcsi ctouMocThk I10, ycTaHOB/ieHHas
Kommanueit OOO '"TIporpaMMmHbIe CUCTeMbI ATIaHCHC' WM ee AUCTPUObIOTOpaMH W TOofJIexxalliasl yrjiate B
COOTBETCTBUU C OMNpe/esisieMbIM UMU MOPSIIKOM.

Hacrosiiimii JIulieH3MOHHBIN 10TOBOP CUMTAETCs 3aK/IHOUeHHbIM C MOMEHTa, KOTZa Bl IIPUMeTe ero yCJIOBUs, a
MMEHHO: OTMeTUTe MYHKT «5l MpUHHMMAal0 YCIOBUs JI0TOBOpa» Ha MOHHTODe Balllero KOMIIbIOTEPAa U HakMeTe
Ha KHOTIKY «/lanee»; HacTosiuii JIMlleH3MOHHBIM JOTOBOP COXPaHsIeT CU/Iy B TeueHHe BCero repuoja AehCTBUs
HCK/IFOUUTEJILHOTO Tpasa B oTHoeHuu [10.

B ciyuae ec/iv Bbl He COTTIACHBI C YCTIOBUAMU JIULIEH3UOHHOTO IOT0BOPA, OTMETHTE MYHKT « 5 He MPUHUMAL0 YC/IOBHSI
[IOTOBOPa» ¥ HAKMHUTE Ha KHOTIKY «OTMeHa» JI/isl BbIX0OJa U3 MPOrPaMMBbl YCTaHOBKH.

Komnanuss OOO "TIporpaMMHbIE CHCTeMBI ATIaHCHC' TapaHTHPYeT, UTO JaHHble, COOOLIeHHbIe BaMH TIpH
ycTaHoBKe ¥ perrictpauuu [10, OynyT XpaHUTBCS U UCIOIB30BaThCsl UCK/IFOUUTENBFHO BHYTPY [PyMIbl KOMITAHUH
OO0 "TIporpaMmHBIe cuCTeMbI ATaHCUC".

Kommnanuss OOO '"IlporpaMMHbIe CUCTeMbl AT/IAaHCUC' TapaHTUPYeT, UTO JaHHbIe, COOOILeHHbIE BaMH TPH
aktuBaruu I10, OyayT XpaHUTBCS U UCIO/b30BaThCsA UCKIIOUUTENbHO BHYTpU Kommanuu OOO "TIporpaMmHbie
cucteMsl ATiaHcuc”.

Bce mpaBa Ha HaMMeHOBaHWsI TIPOTPaMMHBIX TPOAYKTOB «Atlansys Enterprise Security Security», «Atlansys
Server», «Atlansys Bastion», «Atlansys BastionPro», «Atlansys Bastion Ultimate», mprHazIeXXaT UCKTFOUUTETBHO
OOO "TIporpammuble CUCTeMbl AT/IaHCUC".
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